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A70 - How to Deploy Applications

There are number of ways you can install the application on the device.

You can chose to have Over the Air solution, where a user goes to your web site and installs the
application from it, use the Desktop Manager or Javaloader to install downloaded application from
your PC via USB lead, use Application Web Loader which installs the application via USB from the
web site or use BES administration to push the application to the device.

You can also distribute your application through the new BlackBerry App World. The last method |
will cover is Virtual Preloads.

In this tutorial we will show you how to use all of these methods.
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Introduction

Before you deploy your application if you are using any of the APIs which require signing, be sure
you sign your application. For more information how and when to sign applications please read our
A60 — How And When To Sign tutorial.

You will also need to consider Application Control Permissions, as the user or administrator can set
up is your application trusted or not — the Trust Level. The user or the administrator can set up
permissions to deny your application number of resources i.e. connection to Internet or Keystroke
Injections and that might affect your application.

Also worth considering are IT Policies. They take precedence over Application Control Policies, so
even if user allows a feature, but IT policy disables it, your application will not be able to use it.
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Desktop Manager

The users can install the applications by themselves if they have a PC, the Desktop Manager
software, and the USB lead.

iz Disconnected - BlackBerry Desktop Manager
*2 BlackBerry. BlackBerry® Desktop Manager

Main Menu Options ¥ Help ¥

= Application Loader - Backup and Restore * Device Switch Wizard
Update, add, or remove device Back up or restore your device ) Transfer data from a BlackBerry®
- e device or other device to a
BlackBerry device.

» Email Settings %] - Media * Synchronize
‘ Create email message fiters or - Manage and transfer multimedia Change options for synchronizing

applications. data

change message forwarding e files to your BlackBerry device
options.

email messages and organizer
data.

Server status: e Device connected (PIN): None  Active device (PIN):

Figure 1

To be able to use the Desktop Manager (Figure 1) to load your software user will need ALX and COD
files.

In order to generate these files you will need to go to your project in Eclipse (or JDE) and build the
project. Each time when you run or debug your application Eclipse will build new version of COD file.
For more information how to build and sign your application please check our tutorials A10 and A60.

Generating ALX file is also quite easy: Right click on your project and select Generate ALX file from
the menu (Figure 2).
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&= Java - Buffered Playback/fsrci/samplesibuiferedplayback/BufferedPlaybackMIDP.java - Eclipse SDK

F-0O- Q-

8= outi = O [1) BufferedPlaybackMIDP java &%

3

=i

S-S
New..

Go Into

Open in New Window
Open Type Hierarchy
Show In

| Copy
52 Copy Qualified Name

| Paste
¥ Delete

Remove from Context
Build Path

Source

Refactor

gugImport...
LyExport...

& Refresh

Close Project
Assign Working Sets...

Run As

Debug &s

Activate for BlackBerry
Generate ALY file

Team

Compare With

Restore from Local History. ..
PDE Tools

Properties

File Edit Source Refactor Mavigate Search Project Run

B

ElackBerry ‘Window Help
(- M= R <

package samples.bufferedplayback:

F4
Ale+Shift+W

Chrl+C

Chrl+y
Delete

Crl+Alk+Shift+Down

Ale+Shift+35
Ale+Shift+T

FS

Ale+Enker

» lpedition. ledui. Comwand; [ ]

eclaration| & Console 2

- -

[J] LimitedRateStreamingSource.java

back at Mon Mar 30 09:09:57 BST 2009.

[ %5 Debug |&J Java
=0

]

eredPlaybackMIDP extends MIDlet implements CommandListener

Figure 2

Both ALX and COD file will be in your Workspace folder (Figure 3).

You will also find here JAD and JAR files as well as DEBUG files which you might find useful.
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& C:\WorkSpace\BufferedPlayback

File Edt ‘“iew Favorites Tools Help

Qesk - () (T Iseach || Foders [

¢ |1 C:\WorkSpace\BufferedPlayback

File and Folder Tasks

‘j Make a new Folder
&) Publish this folder to the

Web

k! Share this Folder

Other Places

) WorkSpace

() My Documents
:& My Computer
\a My Network Places

Details

Mame &
CJ Jsettings
CJ kmp
[2)bin
Dsre
.classpath
project
BufferedPlayback. alx
|_.-i] BufferedPlayback.cod
BufferedPlayback.cso
BufferedPlayback.debug
BufferedPlayback.jad
|_.id] BufferedPlayback.jar
BufferedPlayback.jdp
BufferedPlayback.rapc
E] LogFile.txt

Size Type
File Folder
File Folder
File Folder
File Folder
CLASSPATH File
PROJECT File
ALX File
COD File
CS0 File
DEBUG File
JAD File
Executable Jar File
JDP File
RAPC File
Text Document

Date Modified

23/03/2009 15:38
23/03/2009 15:39
30/03/2009 09:09
23/03/2009 15:39
30/03/2009 09:09
23/03/2009 15:38
30/03/2009 09:23
24/03(2009 13:20
23/03/2009 16:27
23/03/2009 16:27
23/03/2009 16:27
23/03/2009 16:27
23/03/2009 15:43
23/03/2009 15:43
24/03/2009 13:18

Figure 3

To load the application on the device, launch the Desktop Manager, click on Application Loader,
then on the Start button under Add / Remove Applications

This will display all the installed applications on your device. Click on Browse button and go to your
ALX file. Press Next and Finish and after a while the application will be loaded on your device (Figure
4).
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##z Connected - BlackBerry Desktop Manager

*izBlackBerry. BlackBerry® Desktop Manager

E: Application Loader Options ¥ Help ~

Summary

Your BlackBerry device will be updated to include the following software:
BP

Server status: e Device connected (PIN): Active device (PIN):

Figure 4
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Javaloader

Javaloader is a developer only deployment method. It should not be used as a method to distribute
applications. Inexperienced users will not be able to use this command prompt tool, and it might
result in loss of data or stopping device from working. Javaloader is a small command prompt utility
which gives you very powerful low level control over the device (Figure 5).

¢y C:AWINDOWS\system32icmd.exe

icrosoft Windows XP [UVersion 5.1.260801]
(C> Copyright 1985-2801 Microsoft Corp.

:\Documents and Settings\afabhris>javaloader
sage: JavaLoader [—ul [—p<port>i{pin>] [-bh<haud>] [-dBi—-d1l] [-wlpassword>] [—ql
{command>

Connect to USB handheld {(default is serial>
Specifies the serial port {(serial handhelds only>
Specifies the handheld PIN <USB handhelds only; hex pin prefix ’@x’

Specifies the baud rate (serial handhelds only>
Disables UM debug mode
Enables UM debug mode

wi{password> Connects using the specified password

q Quiet mode

command> is one of

dir [-d] [-s]1 [-1]
Lists modules on the handheld
-d Display dependency information
-s Display siblings
-1 Single column output

deviceinfo
Provides information on the handheld

load <.cod file> ...
Loads modules onto the handheld

load <.jad file>
Load modules described by JAD onto the handheld

load @<{manifest> ...
Loads all modules named in <{manifest> onto the handheld

save { <{module> ... | —-g <group> >
Retrieves modules from the handheld
—q Retrieves all modules in a specified group

info [-d] [-s]1 [-v] <.cod file> ...
Provides information on the specified modules
-d Display dependency information
-s Display sibling information
—y Displ verbhose module information

Figure 5

Javaloader is bundled with all JDE kits, and you can usually find it in Program Files / Research In
Motion / BlackBerry JDE 4.x / bin folder.

To see the help file, click on your start button, and type cmd, which will give you the command
prompt. Type javaloader and you will have a list of all the functions of this program listed on your
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display. Make sure you added the path to the javaloader to your system path so you can access it

from any folder.

The switch you should always use is —u to tell the software to use USB cable. After that you can type

dir to get all the modules loaded on your device. Other useful commands are eventlog, which will

help you debug your application, screenshot, which allows you to get screenshots, erase and save,

which allow you to delete or copy files from the device to your PC.

javaloader
javaloader
javaloader
javaloader

To load your application you just need the COD file. Just type:

dir

eventlog

screenshot filename.bmp
erase filename

javaloader -u load yourfilename.cod

If the file already exists on the device, the device will reboot. The Device Manager might erase files

loaded this way.
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Application Web Loader

The easiest way for the user to load the application over the USB lead is to use Application Web
Loader. The user does not have to have Desktop Manager installed or to use command line tools.

,‘".'.: Loader page for WikiMobile - Windows Internet Explorer

@;——: - |@ htkpfimsc/M3Cldesktopimsciloader , jsp?appname='wik [V] +p || % -‘l | 2~
. - — »
. Favorites ELnader pane For WikiMabile ‘&‘ - B | @ - Page~ 3afety ~ Tools - '@"

";E' ‘Your current security sektings put wour computer at risk, Click here ko change vour security setkings. .. x

WikiMobile

WikiMobile
Connected

Note: Your device may reset after loading.

[m=]
=1}
]
-

@ &) Lacal inkranst gy v Hioow -

Figure 6

The user goes to the web site, connects his/her device, enters device password (if set) and clicks on
Load button. The application will be loaded to the device (Figure 6).

The Application Web Loader requires ActiveX component and Internet Explorer 5.0+.

You will need to have JAD and COD file on your web server as well as your AxLoader.cab file.
BlackBerry application loader needs to be downloaded and installed on your web server:

http://www.blackberry.com/developers/downloads/webloader/

B4 *2zBlackBerry.
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O

Create/obtain the

.«cod files.

Place the application
Jadand codfileson . install the application
the web server that
hosts the web page.

application jadand ——»

P
=
Download and

web loader on a web
server.

l
=g

Spacify the
application web
loader version on the

web page.

- e
application jad file.

g—=

Request and send the
user device password
to the application
web loader.

Once you have all the components on your web server you will just need to associate web loader

with application .jad file (Figure 7).

The sample HTML code is shown below.
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Over The Air

Over The Air distribution allows user to go to your web site, download and install the application

wirelessly. This method can allow you to distribute your application anywhere in the world with very
low cost.

GoogleMaps.jad O %P Vil
Name: Google Maps*
Version: 231
Vendor: Google
Size: 678.1KB
Description:

Maps, directions, local
business listings, and more.

(dc=gbb)
. Set application rmiins.
Cancel

Figure 8

The BlackBerry browser will automatically show installation page and allow you to download and
install the application (Figure 8).

The user can see the information about your applications, and is able to set application permissions.

To allow users to install the application over the air you will need to have a web server. On the web
server you will need two files:

e Yourapplication.cod
e Yourapplication.jad

On your web server you will need to setup three MIME types:

e jad files: text/vnd.sun.j2me.app-descriptor
e .cod files: application/vnd.rim.cod
e jar files (optional): application/java-archive

On the Apache server for example you will need to edit mime.types file.

B4 *2zBlackBerry.
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Some of the problems you might encounter are how to detect which device is connected and which
version of your application want to allow to be downloaded. You can detect the device which is
connected by checking HTTP user-agent or profile header.

Also you will need to consider do you want to limit the access to your application. One way is to
secure your website with username and password, or implement a charging mechanism if you want

to charge the users for your application.
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BlackBerry Enterprise Server

The applications can be pushed by BlackBerry Enterprise Server to the devices connected to it. New
BES 5.0 (Figure 9) has a web interface which allows administrators to log in from any computer in

the world, and easily deploy applications to specific users or groups. It also allows easy control of the
application permissions.

The current BES version 4.1 SP 6 also have the features to deploy applications and control
permissions.

hid el | Hams | Help

\ BlaCkBEffy. Sywlem Administs -lol.

T O—
Harre: [— QSeim

S
B oo User Software configurations

@ Create s user @ Create s software configuarston
[ Software

. @ Marage uters @ Manage software Contgarstons
B Asmrutrator user
Group Applications
@ Create a group @ Aad or update applcations
S i Howlsharsbim
Allached deoet
% e Policy Servers and components
- ’ @ Create an IT polkcy @ Server view
v s components
H———— S S |
Time data dhaplay detned by
B My setp
Figure 9

The managing and administration of the BES server is beyond the scope of this tutorial so for more
information please visit the BlackBerry Enterprise Server web site.

http://na.blackberry.com/eng/services/server/

\
N
ﬂ
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BlackBerry App World

BlackBerry App World offers you the exciting opportunity to showcase your applications to millions
of BlackBerry smart phone users around the world.

Developers across the globe can submit their applications for consideration in the BlackBerry App
World.

In order to have your application published in BlackBerry App World, you must create a vendor
account.

You will need to agree to the Vendor Agreement, fill in your details, and have a PayPal account in
order to get the payments. For more details please visit this site:

http://na.blackberry.com/eng/developers/appworld.jsp

Applications submitted for BlackBerry App World will have to be approved by RIM before they can
be published on BlackBerry App World.

BlackBerry App World supports devices running OS version 4.2.0 or higher. It means it is supported
on the following devices:

e BlackBerry® Bold™ 9000 smart phone
e BlackBerry® Storm™ smart phone

e BlackBerry® Pearl™ Flip Series

e BlackBerry® Curve™ 8300 Series

e BlackBerry® Curve™ 8900 smart phone
e BlackBerry® 8800 Series

e BlackBerry® Pearl™ Series
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Virtual Preloads, Instant Load & Application Centre

Another way of deploying your applications is to use the carriers to virtually preload applications on
BlackBerry smart phones. T he carrier sends icons to the user’s BlackBerry device, so they appear on
user’s home screen when they register the device with the network. When the user clicks on the
icon, the device launches browser and downloads the application. The carrier leverages service
books to deliver the icons to the device. As each carrier is different | suggest to contact them directly
to find out more about deploying your applications in this fashion.

Instant Load means that applications are transparently installed upon initial network activation. So
instead of displaying the icon which launches the download web site, the application is installed
automatically.

Application Centre (Figure 10) is available with handheld software version 4.7. User can use it to
discover and download application built for BlackBerry smart phones. The user is also notified of
new application available for download. The Application Centre is managed by the carrier, and
therefore if you want to deploy your applications this way, | suggest to contact the specific carrier to
get more information.

3:48 PM edge Y
Application Center ?
0 New Items
Last Update: 6/9/2008 Refresh
Facebook 1.2.4
l} Research In Motion Limited
Flickr 1.0.0
®® Research In Motion, Ltd.
__ Wallet 1.0.0.34
u Research In Motion Ltd.
Yahoo! Messenger 223
e;j Research In Motion
. Google Talk 2:23
@‘*,-k) Research In Motion Limited
- b Tl Tl |
Figure 10
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Links

BlackBerry Developers Web Site:
http://na.blackberry.com/eng/developers/

BlackBerry App World:

http://na.blackberry.com/eng/developers/appworld.jsp

BlackBerry Enterprise Server:

http://na.blackberry.com/eng/services/server/

BlackBerry Web Loader:

http://www.blackberry.com/developers/downloads/webloader/

Developer Video Library:

http://na.blackberry.com/eng/developers/resources/videolibrary.jsp

Documentation:

http://na.blackberry.com/eng/support/docs/developers/?userType=21

Knowledge Base Articles:

http://www.blackberry.com/knowledgecenterpublic/livelink.exe/fetch/2000/348583/custo
mview.html?func=11&objld=348583

Forums:

http://supportforums.blackberry.com/rim/?category.id=BlackBerryDevelopment
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