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RCS Mobile

Remote Control System for Mobile Devices (RCS-Mobile from now on) is an investigation support tool that performs active and passive data interception on smartphone devices. RCS-Mobile is composed by two main systems: a client-side backdoor and a data-collection system. The client-side backdoor is used to gather information, in a covert manner, from the mobile device, while the data-collection system is responsible for decryption, storing and visualization of gathered data.
RCS-Mobile backdoor behavior is based on a configurable event/action paradigm: every time an event is triggered the corresponding action(s) are executed.
RCS-Mobile supports both Windows Mobile 5/6 and is fully integrated with the HT RCS suite.
Installation

RCS-Mobile can be installed on the target devices in several ways:

1. Copying the backdoor into a SD/MMC Card

2. Connecting the device to a computer via ActiveSync

3. Infecting an executable of the fly using the Gi2 device (under investigation)

Other means of infection, like email attachments, fake websites and exploitation are not listed because they rely on the user ignorance or on specific vulnerabilities, making these kind of vectors often unsuitable for backdoor delivery. The executable can be run from any path (external or internal storage), even on a SD/MMC Card protected with Windows file encryption.

Events

RCS-Mobile supports a wide range of events that can be configured to trigger an action:

1. Process: event triggered upon creation or destruction of a given process (either by configuring the process name or the caption of its main window).

2. Connection: even triggered when a GPRS/3G/UMTS or WiFi connection is brought up.

3. Timer: event triggered on a timed basis (on a particular date or every x seconds).
4. Sim Change: event triggered when the SIM card is changed.

5. Message: event triggered after the reception of an SMS from a give number with the given text (this message won't be shown to the user).

6. Position: event triggered when the user enters or leaves a given position (longitude/latitude and radius of the zone), available only for GPS-Enabled devices.

Each event can be configured to trigger one or multiple actions.

Actions

Several actions can be performed from the backdoor:

1. SMS: an SMS is sent (covertly) to a given number, the message can be configured to deliver the IMSI belonging to the SIM in user or to deliver GPS coordinates (or network cell information if GPS info cannot be gathered).

2. Agent: an agent is started or stopped.

3. Uninstall: the backdoor will uninstall immediately, removing any trace of its presence.

4. Sync to PDA: a synchronization will be started toward a PDA/Laptop via Bluetooth or WiFi. The PDA/Laptop will be used as a mobile collection node that will hold the data in an encrypted form. Afterwards data can be sent to the main collection node using a standard internet connection.
5. Sync to Server: a synchronization will be started toward a given IP, the user can choose to force a GPRS/UMTS/3G connection or a WiFi connection to the Internet.

The Sync to Server action is able to connect to any WiFi open network nearby the device, or to any WEP/WPA/WPA2 protected WiFi network already configured from the user.

Agents

Ad agent is a module of RCS-Mobile that's able to actively connect data on the device:

1. Voice Call: logs each incoming or outgoing phone call to the mobile phone memory, several parameters, like quality, can be configured.

2. Position: logs GPS coordinates and mobile network information.

3. Device: logs information about the device: producer, model, brand, serial numbers....

4. Call List: logs information about ingoing/outgoing/missed calls.

5. Organizer: logs calendar, tasks and activities.

6. Microphone: turn on the microphone (even when the phone is in standby mode) and logs the audio coming from nearby sources.

7. Messages: logs emails, sms and mms sent/received/draft, the logging activity can be narrowed down with a search query string.

8. Camera: phone camera is turned on in a covert manner and a configurable number of pictures (or a video) are captured (under development).

9. Snapshot: screen snapshot are captured at given intervals (under development).

10. Remote Voice Call: each call is streamed in realtime to a listening station over a data channel (under development).

11. URL: browser urls are logged (under development).

12. IM: data sent/received from Instant Messaging windows is logged (under development).

13. Keylogger: data typed on keyboard is logged (under development).

Logs and Activities

The backdoor is hidden from the system task manager and every activity is performed in a covert manner, logs are not visible to the user. Each log is encrypted on the fly with AES-128, data is written to disk only after the encryption stage. No data is ever written without encryption and the memory is promptly zeroed after reading/writing any file. 

Logs are sent to the collection nodes each time a synchronization event is triggered (see previous paragraphs) and then safely deleted from the local storage.
File Upload/Download (under development)

The backdoor is able to provide a list of files on filesystem, it's able to send a file to the collection node and can be instructed to write a file provided from the collection node into external/internal device memory.

Configuration Module

The backdoor is fully configurable in its building stage and the configuration can be updated at any time through a synchronization. 
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