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1 [bookmark: _Toc265575744][bookmark: _Toc184787853]Overview

HackingTeam’s Tactical Device is a laptop computer that can be used to perform different tasks in a tactical scenario when the operator has the ability to physically be close to the target. The disk is entirely encrypted in order to guarantee security.
The Tactical Device contains software that allows the operator to infect the target with RCS Agent using the Tactical Network Injector capabilities. It also support the cracking process of the Wi-Fi encryption key and the identification of the target while the operation is in progress.
Deployment of the Tactical Device can be done inside any network: from small home Wi-Fi networks to public hotspots (airports, pubs, hotels).
The Tactical Device comes with all the equipment needed: Wi-Fi network cards, Ethernet adapters and a 3G modem to guarantee connectivity in any scenario.
Wi-Fi cards support all the standard networks (802.11a, 802.11b, 802.11g, 802.11n), and optionally provide removable antennas with RP-SMA connectors that allow the operator to use any kind of external equipment.
[bookmark: _Toc184787854]Additional batteries are provided for long tactical operations, besides power adapters and a hard case for carrying everything safely.
1.1 Deployment scenarios

The target infection using the Tactical Device consists in two different steps: intrusion and infection.
In the first optional step the operator has to gain access to the same network used by the target, while the second step is the identification of the target device and the injection of the RCS Agent into the network traffic using the Tactical Network Injector.
1.1.1 [bookmark: _Toc184787855]Wireless cracking

If the target is connected to a protected Wi-Fi network, the operator needs to know the passphrase to authenticate the Tactical Device.
If this information isn't available via different channels, the Wireless Network Intruder can be used to break the security.
Supported encryptions are Wired Equivalent Privacy (WEP-40 and WEP-104), Wi-Fi Protected Access (WPA-Personal, WPA2-Personal) and Wi-Fi Protected Setup (WPS).
1.1.2 Target identification

The identification of the target can be done in realtime during the operation.
The Tactical Network Injector monitors all the clients connected to the network and gathers information about hostnames and visited webpages: in that way the operator can select the real target without reconfiguring the injection rules serverside.

1.1.3 Target infection

The deploy of the RCS Agent is performed using the Network Injector. The Tactical Device needs to be connected to the Internet using any kind of connection available (wired, wireless or 3G)
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