Log Repository database structure

Data collected by RCS system is stored in the Log Repository RDBMS database.

The main entity of the schema is activity: each activity is the root of a log tree, composed by five levels in depth:

· activity

· target

· backdoor

· log

· note

The tree structure implies that each node has exactly one parent (except for the root that has no parent), and zero or more children.

activity
This is the main entity of the schema, and identify the whole activity involving one or more targets.

It is associated to the activity table in the database, with the following schema:

· activity_id: primary key

· activity: name

· desc: description

· contact: information about the activity owner

· status: could be OPEN (currently active) or CLOSED (ended)

activity_group

This table is used to associate a group to an activity.

The table has the following schema:

· activity_id: the activity

· group_id: the group
backdoor

Each backdoor identifies a single installation of a RCS agent to a given target.

It is associated to the target table in the database, with the following schema:

· backdoor_id: primary key

· backdoor: name displayed in the console

· build: the build id of the backdoor 
· instance: the instance of the backdoor

· desc: description

· key: encryption key

· type: type of the backdoor (WIN32 or WINMOBILE)
· version: agent version number

· deleted: used to mark deleted backdoors

· target_id: foreign key (table: target, field: target_id)

blotter
Each activity can have one or multiple blotters. The blotter is the summary of an investigation. It is a list of interesting logs that can be downloaded together within a report when the activity is closed.

The table has the following schema:

· blotter_id: the activity

· blotter: the name
· desc: description
· activity_id: the associated activity
blotter_log
This table is used to associate a blotter with its logs.

The table has the following schema:

· blotter_id: the blotter

· log_id: the log
build
This table is used to store the binaries needed to build a backdoor.

The table has the following schema:

· type: the type of the dll (WIN32 o WINMOBILE)

· dll: the binary of the dll

· version: the version
· cert: certificate used for the SSL connection
· sign: signature of the customer (different for each customer)
config
Each backdoor has a configuration. The configurations are saved in this table. Each time a new configuration is added the previous one are marked as obsolete. Each time a new configuration is sent to the backdoor the ‘sent’ attribute is set to the current date and time

The table has the following schema:

· config_id: primary key

· backdoor_id: the associated backdoor

· sent: date and time of the last time the config was sent to the backdoor
· obsolete: marked if the config is old
· content: the binary configuration file
download
This table is used to store the list of the file that have to be downloaded from the backdoor.

The table has the following schema:

· download_id: the primary key

· backdoor_id: the backdoor
· filename: the filename to be downloaded
group
The user groups are stored in this table. Each group can be associated with an activity thru the ‘activity_group’ table.

The table has the following schema:

· group_id: the primary key

· group: the name of the group
· desc: the description
group_user
This table is used to associate a group to an user.

The table has the following schema:

· group_id: the group

· user_id: the user
log

Each log identifies a single entry acquired on the target by one of the RCS modules.

Modules send logs in a common format, so when a new module is added minimal changes are required to adapt the infrastructure.

All logs are stored in the log table in the database.

This table has a generic schema: some fields are common for every log type, while others are significant only for some types.

Common fields

· log_id: primary key

· tag: user defined priority

· type: for the type of logs see the table below

· backdoor_id: foreign key (table: backdoor, field: backdoor_id)

· remoteip: target ip

· remotehost: target hostname

· remoteuser: target login username

· received: timestamp (in UTC) when the log is received by the RCS server

· acquired: timestamp (in UTC) when the log is acquired on the target (based on target clock)

Specific fields

CHAT

· varchar1: program name

· varchar2: topic

· varchar3: users

· longtext1: content

CLIPBOARD

· varchar1: process name

· varchar2: window caption

· longtext1: content

DOWNLOAD

· varchar1: file name

· int1: file size

· longblob1: content

FILECAP

· varchar1: file name

· varchar2: file md5 checksum

· int1: file size

· longblob1: content

FILEOPEN

· varchar1: process name

· varchar2: file name

· int1: file size (high 4 bytes)

· int2: file size (low 4 bytes)

· int3: file flags (read, write, delete, execute)

KEYLOG

· varchar1: process name

· varchar2: window caption

· longtext1: content

MIC 
· varchar1: the string '[microphone]'

· varchar2: the string 'MIC'

· int1: duration time (in seconds)

· int2: size of audio file

· longblob1: content

PASSWORD

· varchar1: resource name

· varchar2: service

· varchar3: password

· varchar4: userid

PRINT

· varchar1: spool name

· int1: file size

· longtext1: OCR text

· longblob1: content

SNAPSHOT

· int1: file size

· longtext1: OCR text

· longblob1: content

UPLOAD

· varchar1: file name

· int1: file size

· longblob1: content

URL

· varchar1: domain

· varchar2: page

· longtext1: url

VOIP

· varchar1: remote speaker username

· int1: duration time (in seconds)

· int2: size of audio file

· longblob1: content

notes
Each log has zero or more notes, added by users while they view activity logs.

There are mainly two types of notes: public and private; public notes are shared among users accessing the log, while private ones are visible only to the user that set them.

Notes are associated to the note table in the database, with the following schema:

· note_id: primary key

· timestamp: note creation time (in UTC)

· content: note body

· user_id: foreign key (table: user, field: user_id), NULL means public note

· log_id: foreign key (table: log, field: log_id)

session
This table is used to keep track of the logged in users. Each user has its own session and cannot log twice from different computers.

The table has the following schema:

· session_id: the primary key

· timestamp: date and time of the login
· session: the session name
· remoteip: the ip of the computer from which the user has logged in
· user_id: the owner of the session
stat
Each backdoor has a summary displayed in the dashboard. All the statistics of a backdoor are saved here.

The table has the following schema:

· backdoor_id: the backdoor

· remoteip: remote ip of the target
· remotehost: remote host of the target
· remoteuser: remote user of the target
· received: date and time of the last synchronization
· “logtype”: counter for logs of this type
· “logtype”_new: counter for new logs of this type
target

This entity identify a single physical person for a given activity.

It is associated to the target table in the database, with the following schema:

· target_id: primary key

· target: name

· desc: description

· activity_id: foreign key (table: activity, field: activity_id)

trace
This table store all the users activity. The information can be used to audit the system.

The table has the following schema:

· trace_id: primary key

· timestamp: date and time of the action

· user: user who has performed the action

· action: the action performed

· desc: description

upload
This table is used to store the list of the file that have to be uploaded to the target PC.

The table has the following schema:

· upload_id: the primary key

· backdoor_id: the backdoor
· filename: the filename to be uploaded
· content: the binary of the file
user
The users are stored in this table. Each user can be associated with a group thru the ‘group_user’ table.

The table has the following schema:

· user_id: the primary key

· user: the name of the user
· desc: the description
· pass: MD5 hash of the password
· level: authorization level (ADMN, SERV, TECH, VIEW)
