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1 Introduction

Experience in recent years has shown that international terrorism is
presenting an ever increasing danger for individual persons who are engaged
in politics at high levels. In addition, this danger is exerting a negative effect
upon the activities of governments. This reality can only be countered by
increasing the defensive measures. In the immediate case, this can be
achieved by the establishment of a highly-qualified security organization
for the protection of the VIP, members of his family, and other important
decision makers of the government.

Frotection for members of the government should be organized cenfrally from
an organization to whom the government assign this task.

This centralization is necessary in order to concentrate both the operational
know-how and tactical know-how for such tasks. In particular, it is necessary to
concentrate the intelligence information concerning terrorist and viclent
criminals -- since this information is often relevant for the protection of all
members of the government who require protection.
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2 Establishing a Security Organisation

The security organization should have the following structure:
1 Command Level

2 Manager of Operations

3 Commander Centre

4 Platoon for Direct protection of persons

5 Platoon for Comouflaged protection of persons

6 Technical Department

7 Training

8 Administration

9 School

Each of these levels, components, or aspects are defined in more detail in
the following sections. A diagram of the organizational structure is presentad
in Figure 1 below.
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2.1 Command Level

Tasks
The commander is the highest officer for the complete area of security,
including:
- protection of VIF" s (Very Important Persons)
= protection of equipment and articles
- protection of objects
At the same time, he is in charge of all personnel for security and
surveillance.

Personnel
2 officers with a high rank:
= the commander and
= the deputy commander

Facilities
The rooms for the commander and deputy commander, as well as the
canference room, must secured from wiretapping and eavesdropping.

The commander must have a telephone that is absclutely secured and
has an appropriate cryptographic device attached to it.

The commander must have an automobile that is armoured, has a secure
telephone, and has a digital radio (ciphered) device. This automobile
should also have a protective device (system for generating fog).

The personnel who are directly assigned to the commander must
have been subjected to the highest security investigations and must be
completely reliable in their attitude fo their responsibilities.

The private areas of these individuals must also be
considered.

Systems for the protection of objects must be available for use as
needed.

Seite 7 von 53



Organzation

The diagram in Figure 2 below illustrates the organizational structure at

this command level:

Command Level

Organization

—— Commander

Deputy
Commander

F—— Securty Driver

(2)

OfficerPerzonnel

Equipment

Protected Rooms

Secure Teleghons

with Cipher

Officer Car

(fully equipped)

Figure 2: Organization at the Command Leavel
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2.2 Manager of Operations

Tasks
The manager of operations is responsible for the daily operation of the
command centre.

He is responsible for organizing all of the protective measures through
- surveillance,
- evaluation of known potential dangers, and
= analysis of background intelligencs information
that can have an influence upon the safety of VIPs (Very Important
Persons) who need to be protected.

He manages the daily operations of the command cenfre.

He prepares the daily report on the security situation for the commander
and he is responsible for relaying security information to subordinate

personnel. .

He gives commands to the subordinate personnel for performing security

tasks.

Personnel
2 officers with a high rank:
- the manager of operations and
= the deputy manager of operations
4 officers as responsible supervisars of squads

4 non-commissioned officers -- information, telephone operator, and

radio operator
2 secretarial assistants — performing administrative services

The same security prerequisites are also required for these personnel as

already specified above.

The same security prerequisites are also required for the facilities of these

personnel, as explained in the following section in more detail.
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Organization

The diagram in Figure 3 below illustrates the organizational structure at this

operation lavel:

Command Cneire

Manager of Operations

Deputy Manager of
Operations

! Secretanies (2)

Oifficer in Charge
1 |

Sergeant

Camouflaged Protection

Direct Protection of Persons =
of Persons

Figure 3: Organization at the Operational Level
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2.3 Command Centre

Tasks
The command centre performs the following tasks or functions:
- informatian
- storage
- analysis
- aperations
- Issuing orders
Equipment
The command centre has the following categories of equipment:
- radio equipment
- telephone equipment
- television equipment
- other equipment
The radio equipment consists of:
- radio equipment:
- 70 cm (400 MHz) (UHF)
-2 m (160 MHz) (WHF)
-4 m (80 MHz) (VHF)
- 8 m (40 MHz) (VHF)
- 11 m (27 MHz) (HF)
- HF equipment:
- (3 to 30 MHz) {complete HF range)
- radio-teletype equipment
- radio-data terminals
- hand-held radios
- scrambling devices
- evaluation systems for receivers from sensors
- recelvers from sensors with 5-tone sequences and vibrators
- evaluation centre for transmitters for person protection
- mobile telephane equipment for automobiles

Seite 11 von 53



The telephone equipment consists of telephones with:
- amplifiers for extra earphones

- possibilities for recording conversations

- memory for-numbers dialled

- automatic dialling capabilities

- automatic telephone-answering systems

- scramblers

- alarm initiators

- tele fax
The television equipment consists of:

- television sets, both black & white and with colour - video recorders
- date-time generators
- surveillance cameras

- personal computer for indexing pictures

The other equipment consists of;

audio tape recorders

audio cassette recorders

typewriters

magnetic blackboard

projection equipment (for 35-mm slides, episcope, etc.)
overhead projectors
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Organization

The diagram in Figure 4 below illustrates the organizational structure of the

Command Center:

Information Siorage

Command Centre

Anaiysis

Title
Operasons Issuing Crders
T ] i
- Status
o Sroers f"—{l’ I:::'_'::: Reports ofoers
iFtus =norts -
repart and Irformaticn: and Irjormnation
] f L
Command A Command B Command C

Figurs £; Organization of the Command Centra
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2.4 Direct Protection of Persons

Tasks

Thiz mode of operations provides security personngl who accompany
and stay
in the vicinity of VIP's for all of their movementz.

It provides security for VIP's while they stop in their working areas, private areas,
or at other events.

The responsibility for the security of each VIP lays in the hands of the sguad
leader of the respective zguad.. He must base his decizions regarding the
activities of his squad and the protective measures fo be taken upon his own
evaluation of the local situation, consideration of the daily report on the overall
security situation from the command centre; and information from other security
units.

The squad l=adsr" = personality, training, knowledge, forcefulness in
making decisicns, and affitude towards the protected person and task
must all suppert the effectivensss of the protective measures.

The zame basic principles apply for the selection of all memixers of each
squad.

Personnel
The number of squads that are- required is determined by the
number of VIF - 5 that must be protected direct1y. The strengths of the
individual sguads will be influenced by the security level of the individual
perzons that are protected.

Strength of each Squad
Each squad will consist of;
1 officer,
2 non-commissioned officer, and
2 enlisted men.
The actual number of personnel per squad will be increased by the
nurmber of shiftz for which the squad must be available.
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Equipment

Each sguad will have a representative automcbile, that is armoured if necessary |

and containing radic equipment

encryplion.

Organization

ncluding capabilities  for

The diagram in Figure 5 below illustrates the organizational structure of each sguad for
the direct protection of persons.

Cirect Protection of Indiviuals

Crganization

— 1 Officer

1 Sempeant

2 Paollcmzr or
Soldiers

Equipmant
indwidual

Weapons

Frofakbis Radics

Froleche Vests

Equipmiert
[technical)

Oifidal Cars
{fuily mquippad)

| | Parlacie Rado

Shalions

Portasi=
Telsphonss

Portatie Alam
Equipment

Flgurs £: Orgartzaiion of Eguads for the Dinect ProlecHor of Persons
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2.5 Camouflaged Protection of Persons

Definition
Recent experiencs from terrorizt attacks in many countries has

demaonstrated that direct protection of persong is only pariially effective as
a protective measure.

The possibility must also be created for recognizing and countering
terronist attacks from camouflaged pesiticns that are not recognized by the
attackers as such.

Tasks
Thiz mode of operations provides' preventive protective measzures that are
imiplemanted in such a way that they are not recognizable az police
actions by outsiders and casual observers.

The prerequisites are that defensive acliviles and eguipment must be
camouflaged as perfectly as neceasary.

The aulomobiles of these sguads must not be typical for police
automobiles and they must contain camouflaged radio and telephone
equipment. The licence numbers and other markings on these automotiles
should not reveal their true identity.

The personnel of the squads. should wear typical clothing for the
local area. The weapons and equipment that they camy must be
concealed. They must have special fraining for these tasks. They will
glready be members of an existing anti terror group or will provide the
lasis for a future anti-termor group.

Personnel
The number of squads that are required is determined by the number
of VIPs that must be protected indirectiy. The strengths oft he individual
aguads will be influencad by the security level of the individual peraons
being protected.
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Strength of each Squad
Each squad will consist of:

1 officer,
1 non-commigsionad officer, and

4 enlisted men.
The actual number of personne! per sguad will be increased by the number

of shifts for which the squad must be available.

Equipment
Each sguad will have 3 automobiles, that are fully equipped and are
camouflaged to appear as ordinary civilian automaobiles.
In addition, it will include:
- camouflaged installation of:
- microghones
- sound sensors (to detect movements)
- pressure contacts (to detect footsteps)
- camoufiaged installation of TV cameras in
- cabinets
- bookcases
- standing ash frays
- cages
- teleghone cabinets
- loudspeaker cabinstz
- bird houses
- roof openings
- pipes
- camouflaged installation of TV cameras in vehicles

Seite 17 von 53



Organization

The diagram in Figure & below illustrates the organizational structure of
each squad for the direct protection of persons:

Undercover Protection of Persons

Cirganization

1 Officer

1 Sergeant

4 Policrmen or
Solders

Equipment
(individua')

— Weapons

— Protable Radios

L Protectwes Vests

Equiprment
{technizal)

| | 3 Ciwlian Cars
{fully equipped)

— Mobde Command

Figure & Crganization of Sguads for the camouflaged Protection of Persons
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2.6 Technical Department

Tasks
The technical depariment stores and makes all technical possibilities available

for protecting personz and objects, as wellas material for the surveillance
locations.

Equipment
The technical depariment has, the -following categories of equipment:

- alarm equipment

- radio equipment

- audio equipmeant

- wideo equipment

- search equipment

- photographie equipment

- other equipmeant

The alarm eguipment includes:
- mobile equipment
- receivers for sensors
- zenders for protection of persons
- tilt initiators
- combination selector
- belts with fransmitters
- watches with transmitters
- direction beacons
- movement sensors
- alarm sirens
- smicke cartridges
- tear-gas spray
- fixed equipment
- equipment for evaluating fransmissions from sensors and
tranzmitters for the protection of persons

- direction-finding receivers
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- infra-red sensors
- radar sensors
- light contro- light conrol gates
- glass-hreaking sensors
- zound senszors (fo detect movements)
- pressure contacts (fo detect footsteps)
- video surveillance with the evaluation of alarms

The radio equipment includes:
- hand-carried radic equipment (single-channe! and muli-channel
equipment)
- congpirative listening devices ("bugs")
- inductive audic devices
- RF amplifiers
- radic-telephons stations
- mobile relay staticns
- telescopeing masts for antennas
- various receivers
- hand-held radio-data terminals
- power supplies and battery components
The audio equipment includes:
- audic tape recorders with varicus speaeds
- pocket dictation machines
- micro audic-tape recorders
- loudzpeakers with amplifiers
- megaphones
- wirgless microphones
The video equipment includes:
- video recorders with varicus systems
- color monitors
- black and white monitors
- video amplifiers
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- antenna amplifiers
- cameras with various objectives
The 2earsch eguipment includes:
- cases with investigative eguipment
- cazes with equipment for collecting evidence, such as
fingerprints - investigation mirror
- metal-detection devices
- pocket fiashlights
- ulira-violet lamps
- flares
- colored ribbong to mark off an arsa
The photo graphis eguipment includes:
- miniature cameras
- reflex cameras
- various objectives: 28 35,55,135, and 210mm
- focal-point doukler
- radio trigger for cameras - camera cases
- carrying cases
- night-visicn devices
- infra-red pocket lamps
The other eguipment inc1udes:
- EmMEergency power generators
- cable drums
- gpot lights
- ladders — for escaping and similar actions in case emergency
- climbing ironz
- colored ribbons to mark off an area
- pneumatic lifing jacks
- amall air compressors
- various hand tools
- mountain-climbing equipment
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- ¥-ray eguipment

- COMpasses

- devices for measuring nuclear radiation
- Weapons

Organization
The diagram in Figure 7 below illustrates the organizational structurs for
the technical department:
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2.7 Training

General
As the first step, an experienced international team should train a small
group of sslectad personnel. As the next step, thiz trained group of
personnel should serve as "multipliers” to train the other security
perzonnel that are needed.

The number of securily personnel, that will need training, will depend
upon the assigned tazks.

The reguirements for training faciliies and firing ranges will also depend
upon the given circumatances.

Behavior
The security personnel must e trained for good manners in the areas of:
- punciuality
- cleanliness
- accuracy
- thoroughness
- [2SpONsivensss

Technical
The s=curity personne! must be trained

- fo opfimize
- their response and behavior under stress,
- reaction times, and
- gpatial perception (judgement of distances)

- while using
- technical eguipment and
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- test equipment
- under consideration of the aspects of

- possibilites for installing egquipment

- possibilibes for forcsd entry,
- possibilities for concealing egquipment,
- zearching,
- pursuing, and

- obsarving

Physical

The security personnel must be frained in special technigues for - driving,
- shooting,
- forced entry, and
- fransporting equipment

through special exercizes in
- Funning,
- walking,
- pursuit,
- climiing, and
- stopping

and through gensral exercizes for their physical conditicn
such as
- body building,
- awimming, and
- Funning
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Organization
The diagram im Figure 3 below illusirates the organizaticnal structure for
fraining:

Schoo
Crganization Educaton Material
Training
Advancad Trainng
Personns : Mazintznance and
{Administration) Onerhaul Facilites

Figure B: Organization of Training
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2.8 Administration

Tasks
The administration has the tasks and funciions of - perscnnel,
- material,
- egquipment,
- accommadations, and
- saleries.

Personnel
Perzonnel are required with the following professional capabilities:
- workmen
- carpenters
- locksmiths
- tool makers
- glectricans
- plumbers
- auto mechanies
- technicians
- radio & TV t=chnicians
- telephone technicians
- air-conditicning technicians
- radio technicians
- construction technicians
- gunamiths
- ENgmeers
- radio engineer

- electronic-engineer
- computer engineer
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Equipment
Following is a sample listing of the types of equipment that will be required:
- gveralls
- helmets
- shoes and boots
- gloves {normal and acid resistant)
- pocket lamps
- tool cases
- tents
- protective umbrellas
- protective masks
- compressed-air breathing devices (diving tanks)
- bags and suitcases
- fransport containers
- autormnobiles and station wagons
- pickup trucks
- trailers
- car-rocftop racks

- COVENNY canvas
- motorcycles
- motor scooters - bicycles

- hand cari=
- wheel barmows

Drg anization
The diagram in figure 7 above includes the crganizational structurs for the
adminstration
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3 Surveillance Operations

Surveillance is the most important tool of the squad leader for determining
the given security situation and thersky the basis for making decizions.

The scope oft he surveillance, as well as the strengths, compositions,
equipment, and sscunty of the surveillance forces depends upon the
given situation and the azsigned tasks.

Surveillance can be divided info the following components:
- cormrellation of background intelligence
- camouflaged surveillance
- ohssrvation

They are explained in more detail as follows:

3.1 Correlation of background intelligence

A commandsr who ig responsibyle for protecting personzs must be ina
position fo make sound decisions and commands tased upon a clear
understanding of
- the general security situation, ie. the current political situation in
relation to the relevant security area (evaluated from the media
and security information from the given security area) and
- the immediate security situation, i.e. in relation to plannad events,
fravels, business or private tripg, pregence in working areas, living
arsas, and movement arsas.
FPast experience shows that changes in the plans for deployment can
becomes necessary due fo conclusions conceming a frend for a change in
the securty arsa from: seemingly harmless events, reports concerning
planned events, etc.
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Thiz implies that it is necessary o evaluate very carfully all of the
available information from all sources. In particular, the analysis
and evaluation of the background information cbtained from his
own securty forces is an important component of the security
measures in the preventive area.

In addition to the measures mentionad above, it iz necessary that
all active governmental bodies and persons in the security area
be required to report their plans to the commander of the
particular security task force.

3.2 Camouflaged Surveillance

This refers, to the surveillance that is tactically controlled fo
determinge the given securty situation and fo confim-securnty
information that was obtained from the correlation oflackground
intelligence. It iz alzo called "undercover surveillance”. This s
explained in more detail in Chapter 5 below.

3.3 Provocative Surveillance

This refers to provoking the cpponent to react, through existing
contacts or contacts that must be created, in order 1o obtain the
opportunity to prepare for the expected security situation based
upon the intentions that the opponent reveals for disturbing or
attacking.

Personnel, material, and tactical prerequisites for
using the available security information:
The application and use of security information may
occur only through the command center.
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4 Observation Operations

4.1 Definition of Observation

Obs=ervation iz an essential tool for surveillance.

It consists of the systematic and inconspicucus observation of
individual persons and events.

Preventive cbaervation consists of avoiding disturbances in security and the

proteetiocn of persons and objects as well as locations (for mestings, events,

ete. ) while maintaining inconsgicuousness.

4.2 Goals of Observation

The goalz and objectives of chservation are
- preventive observation in the frameawork of surveillance and
- provocative cbaervation to obtain knowledge ofthe plans of the
opponent.

4.3 Legal Basis for Observation
The legal basis and limitations for chservation are determined by the laws
ofthe respeciive counitry.

4.4 Prerequisites for Observation
The prerequisites for cbservation consizt of. personnsl, appropriate

equipment, and intensive training of the personnel for surveillancs tasks.
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5 Observation as the Main Component
of Surveillance

The following aspects of implementing observational capabilities in a
securnty organization are described in more detail in this chapter:

1 selection of suitable observers

2 training of observers

3 organization of observational units

4 techniques for ohservations

5 preparation for observations

& tactics for observations

7 securing evidence and prepanng reports
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5.1 Selection of suitable observers

The following physical, mental, and character prersguisites must be
demanded:

external appearance
average size
nz distinguishing characterstics

The "ideal type” for am obsarver is the fype of person that no one would
autornaically look at for a second time.

The age plays a less significant role; if the other prerequisites are met.

hzalth,

physical fitness, endurance, and palience

mental alertness, quickreaction times,;” decisivensss, associative
and creative ahilitiss

talent for chserving and a good memaory

teamwork and cooperation.
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5.2 Training of observers

The subject of obzervation will be included in general training courses for
sEcunty personnel.
Experienced teams will conduct specialized fraining courses on
obhsarvation. They will prezent the subjects of tactice and techniques for
observation. Practical exercizes will show the possibilities for
ohsarvation, how to conduct them, and their imitations.
Feal training of chservers in observation units will include:

- tactice for observation

- fechnigues for observation

- camouflage

- obhszarvation exercises

- map reading

- driver training
Special importancs is placed upon training for the use of oplical and
acoustical aids for obeervation and communications.

Exercises in observation

These exercises should be organized in levels of increasing difficulty.

It iz practical for the frainer to play the role of the obzerved person in the
first exercises.

Obsaervalion exercizes must be prepared thoroughly and should be as
realistic as possible.

The trainee should be able to measure his own progress from the
evaluations of the effectiveness and options that he uses.

The members of a observation unit should practice observation upon one
another. Thiz is poszible through penodic training. The following points
should be demonsirated and practiced in exercises:
- adaptation of the behavior and appearance (cdothing) to the
situation
- drving optimally for observation {diving must meet the
requirements of the given task and also conform to the applicable
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traffic laws)

maintaining visual contact

maintaining adeguate distance (vanable)

field-of-view

shaking off observers

camouflage {basic. rule: camouflage that iz overdone causes
mare harm than good)
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5.3 Organization of observation units

- obzervation units in general
Observation units are organized at 2 hierarchical levels:
- observation command center
- obeervation platoon
- obsenvation squad

Headquarters:
- Comamander -- 1 car {2-lter motor)
. - Deputy Commander — (command car and mobile contral

center)
- Imvestigator - 1 car for investigator
- Secretary
- Laboratory Assistant
Radic-relay squad:

- Squad leader — 1 amall bus or similar
- Technician — {mobile control center)
- Assiztant

Chbservation Platoon A
- Platoon commander 1 car (2-liter motor)
{simultanecusly leader of squad A-1)
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Obs. Sguad A-1:
- Squad leader -- {1 car - zame as above)
(see above)
- 2 ob servers

Obs. Squad A-2:
- Squad leader 2 -- 1 car

- 2 ob servers

Cbsa. Squad A-3:
- Squad leader 3 -- 1 car
- 2observers

Obz. Squad A-4:
- Squad leader 4 -- 1 car
- 2ob servers

- Radio relay squad
This squad maintains the communications equipment, particulary the

stationary and mobile radic systems. It establishes the communications
links: between command center and the observation units, among the
different chservation units, and between the individual observers and

their chservation units.

This squad iz alzo responsible for maintenance of the radio
eguipment.

- Field investigator

The field investigator performs the preliminary investigations but does not
participate directly in the following chservation activities.
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5.4 Techniques for ohservation

Observation technigues include the technical aids for chservation and the
training of ob servers fo uze these aids. They are presented here in the
following categories:

1 technical akds for cheervation

2 communications devices

3 ohservation vehicles

4 eguipment for chservers

5.4.1 Technical aids for cbservation

In this category, we distinguish between
optical aids and
acoustical aids
for cbaervation.
Optical aids for chaervation includs:
binoculars
cameras (for telescopic and camouflaged photography)
film cameras
TV syatems (cameras, monitors, & video recorders)
night-vision devices (infra-red night vision devices and devices
that amplify existing light)
- infra-red cameras
Acoustical aids for cbhservation include:
- audio-tape recorders in a variety of versionz
- automatie cn/off features
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5.4.2 Communication devices

Communications devices include:

= radios

- telephone connections

- radio-telephone systems

- signaling systems (acoustical and optical)
.The radio consist of stationary or mobile stations foruse at the
locations of observations or carried concealed under the clothing of
obaenvers. They are alzo concealed in obaervation automobiles. In thiz
case, the radio antenna iz camouflaged as an ordinary antenna for a car
radio (and a switch connects it to both radio systems). Micro radic
equipment can be camed by observers on foot, concealed under the
clothing or in a bag. The use of ear microphones is not advised.
Telephone connections are reguired at the control center and at the
reporting points.
Radio-telephone systems are required in the command vehicles and
basic vehicles of the obsesreation units.
Signaling systems must be cleary understandable by the user and not

be noticeable by others.

5.4.3 Observation vehicles

An observation vehicle should be made available for each deployment for
observation, even when the basic task is a stationary task or to patrol
on foot. Four types of chservation vehicles are required:

- obsarvation automobiles

- command vehicles

= hasic vehicles

= siaficnary chservation vehicles
The motor pool should contain a variety of different types of cars for use
as obzervation automobiles. These cars should appear like normal
civilian cars
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and should have normal colors. Any kind of noticeable special features or
attachmentz should be avoided. The most powsrful version of the given
type should be selected. All of these cars should have 4 doors. The
special equipment for obeservation automebiles include:
- camouflaged antenna
- radio
- camera
- might-vizgion binoculars
- audio-cassette  recorder with  connector  for the
automokile battery
The command vehicles are used as mobile command centers when they
are outside oft he radio range ofthe command center. In addition to the
features and special equipment of an observation automobile, the
command vehicles alzo have the following special eguipment:
- audic-tape recorder with automatie onfoff features
- auto telephons
The baszic vehicles are uzad az mobile command centers or as radio relay
stations. In addition to the special equipment of a chaervation automobile,
they also have the following special equipment:
- audio-tape recorder with automatie fealures
- radio-telephone system
- radio system for the 2 meter and 4 meter bands
- exira batteries
- pozsibly an exira electrical genarator
- tools and spare parts for repairing radio equipment
- crankakble mast with radio antenna
- veniilation system
- gllent heating system (Qas bumer)
- toilet facilites
- intermnal lighting
- table with drawers
- typewriter
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These basic vehicles can also be uged as stafionary observation vehicles, if
camouflaged observation facilities are available at both the front and the rear.
They are usually camouflaged as a delivery vehicle of a private company.
Stationary observation vehicles have camouflaged facilities for cbaervations
at the front, back, and both sides. The alzo have facilties for camouflaged
photography.

5.4.4 Equipment for observers
The equipment for observers depends upon the type of the task that
is assigned, the duration of the task, and the weather conditions. A
distinction iz drawn betwesn:
- standard equipment and
- special equipment.
Standard equipment for ob serverz on foot includes:
- personal 1D card and official ID card
- cash
- change
- ilank travel tickets
- notebook and pencil
- directory of addresses and telephone numbers
- amall pocket lamg
Special equipment (selected before the begin of the patrol) includes:
- SEMVICE weapon
- picklock tools and skeleton keys
- camouflaged camera
- miniaturs radic device
- miniaturs audio recorder
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- binoeculars

- table of code words

- city map and other maps

- change of clothing and accessones for camouflage
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5.5 Preparation for Observation
Preparations must be made for each observation operation in advance
and can not be made for spontansous observation. Thess preparations
are described in the following steps below:
1 pleliminary investigations
2 planning ohservaticns
3 operational plan
4 operational briefing

5.5.1 Preliminary Investigations

The field investigators of the obzervation unit perform this tazk. It consists
of the following subtasks:

- definition of the target object with investigation of the obearvation area

- definition of the target person

- obtaining contacts for the chservation
Defmition of the target object with investigation of the obzervation area
includes the following points:

- relationzhips of the streets and paths

- nature of the lands cape

- vegetation

- construction

- traffic densities

- traffic gigns

- parking places

- stops for public ransportation

- taxi parking places

- public teleghones
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nearest hotel, restaurant, bar stc.
nearest security station

street lightning

social environment

atmosphernic conditions

radic conditions

o o o o oo

FPhotograghs are taken of the target object and the obeservation area, using
camouflaged cameraz. The investigator completes his investigation with a
report that includes sketches as appropriate.

Definition of the target person is also perfiormed by the field investigator,
who does not participate in the later cbservation and includes the following
points:
- determining the personal data of the target person
- aquiring a photo and description of the person
- determining the official address and/or the aciual address where the
person is staying
- determining the place and time of work
- determining data on any vehicles used by the person and where
they are usually parked (such as garage)
- identifying the members of the family and the friends of the person
- eatablizhing the living style and habits of the person
- determining the political viewpoint of the person
Obtaining contacts for the observation conzsists of determining wheather
the target object can be walched from the property of a friendly person.
(Making contact with such a contact person carries the danger of exposing
the existence of the cbhservation.)
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5.5.2 Planning Observations

These are usually stationary observations, without a large deployment of
personnel. The goal is o obtain additional information on the living astyls
and habits of the target perzon. They also provide information on the
neighbourhood that will be usaeful for the main cbservation later.

5.5.3 Operational Plan

This plan is preparad by the commander of the ogeration. It addresses the
following points:

- general situation

- special situation

- observation instructions

- gh=ervation goals

- tactical obeervation planning

- gssignment of materials

- reserves

- command of the operation

- communications

- reporting point
A list of code names should be included with this plan; that will be
used for camouflaging radio communications. A radio sketch should also
e included if several radio circuits are used.

5.5.4 Operational Briefing

The commander of the operation conducts this brefing before the begin
of the operation. In paricular, if defines the starting positionz. This
briefing should ke as shorl as possible for spontaneous observalions.
The instructions for the observation, the goals of the observation, and
the definition of the initial tactical approach are presented. The walches
of all participants should be synchronized.
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5.6 Tactics for Observation

The factice for observations define the syatematic and appropriate
methods and procedures for the observation. Important basic principles
for observation include:

- aboring the chservation if recognized

- maintaining contacts among the observation personnel

- agwoiding the congregation ofobaervation. personnel

- using the reserves

- camouflaging the observation operations and means

- balance between maintaining distance and contact
The following aspects are presented in more detail below:

= appropriatness

= functions of observation

= types of cbservation

= forms of cbservation

= means for implemanting moving observation
Appropriateness refers fo the guestion of whether personnel and
technical costs are reasonzble in comparizon with the severity of the
potential criminal act and dangsr for public security and order. One must
alzo question whether the same goals could be attained at lower costs
with other criminclogical methods.

The functions of observation includes

- an investigative function and

- & protective function.
The imglementation of observation itzelf iz offensive. However, the uge of
the information from observation to observe the opponent and prevent
crime iz defensive.
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The types of observation includes

- preglanned okbservation, consisting of
- individual chservations
- observations over a penodic of time
- continous obssrvations and
- unplanned obaervation, conzigting of
- spontaneous cbservation.
There ars two forms of cbservation:
- stationary chservation and
- moving chservation.
Mearly all chservation operations begin with a stationary observation. The
cbservation units agsumes its initial positions. A close observer waiches
the target object or person and stays in radio contact with the chservation
personnesl.
The initial positions are usually in the form of a cirele around the targst.
The camoufiage that the sloge ob zerver uzes depends upon the position |
If the target object and the nature of the obaervation area. The starting
positions and the alternate positions should be defined with code names in
the table of code words (attachment to the cperatonal plan). It is often
practical to mark these code words in a magnified section of a city plan or
road map and to inelude thiz as an attachment to the operational plan.
Maoving observation is subdivided further into
= ghservation on foot,
= ghservation with a vehicle, and
= gbservation in public transportation.
Observation on foot iz implemented with the following variations:
- observation in a row
chservation in a doubls row
chaervation chain
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- ohservation pocket
- chservation points

Al least 3 ob servers are reguired to follow a target person on foot, while
maintaining the basic requirement of not being notced. They
communicate with ome another using the agreed upon signals and stay in
radio contact with one ancther uzing the camouflaged radio devices that
they are camying. Az a general rule, an observation wehicle should
always accompany an obsenvation on foot.
Observation with a vehicle iz implemented with the following varations:

- cbservation in a row

- observation in a double row

- observation with achain

- ohservation with a pocket

- ohservation poinis
At least 4 cbservation vehicles are reguired. They stay in contact with
each other and the conirol center by radio. They substitute for each other
freguently. The successful use of observation with a vehicle depends
upan the behavior of the sguad in the vehicle relative to the zsituation and
the behavior of the driver relative fo the observation task.

Observation in public transportation is a special cage of moving
observation.

When feazible, the chservation vehicle should follow the public-
fransportation vehicle. The obeervers traveling in the putlic transportation
atay in contact with one ancther vsing the agreed-upon signals — that they
communicate to the following observation vehicle with their hand-held
radios.

The means for implementing moving observation have besn
presented ahove. . See also the attached skefches. Mo skeich is
attached for the case of observation at control points. This special
mode is only usahle when the habits and behavior of the target person
are known in detail. The following of the target person procseds with
interruptions. The contact with the target person can be dropped between
control pointz and can be re-established al control pointz along the
expectad route.
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5.7 Securing evidence and preparing reports

Evidence iz secured from chservation by visual chservations (supporied
by optical aids for observation), recording the results in an cbhservation
report {supporied by acoustical aids for observation) as well as
documenting events with photograghy and storing piciures from video
cameras. Each observer must present a written report with the exact
times of his chservations to the'' .~ commander of the operation after
each operation {daily for operations that last longer than one day). The
commander of the operation prepares a single consolidated . chservation
report out of the individual reports and the communications that were
recorded on tape from the radioc communications.

The observalion regort goes into the case file and should contain:
- fthe ohservation order and itsgoals

- observation resuliz in their chronclogical order with the exact
fimes

- investigations and their results
- evaluation of the obzervaiion resuliz
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Attachment 1: Observation in a Row

Obaervation in a row is ilustrated for the case of chservation with a vehicle in
Figure 9 elow. This is alzo a mode for cbeervation by foot. It can be expanded
indefinitely with additional vehicles (or on foot).

The vehicle oft the target perzon (TF) i followed Ly the observation vehicles A,

E, and C. Other vehicles may ke in between. The chsersation vehicles exchange
positiong with one ancther.

Figure 9: Observation in a Row
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Attachment 2: Observation with the A-B-C System

The target person (TF) is followed using the &4-B-C system. At the beginning, ob
server A s closest, ohserver Bis next closest, and chaerver C is the furthest
away from the target person. After the target person goes around the
comer, the ohservers change their relative positions as follows:

Observer A — Position C

Olserver B — Position &

Observer C -- Position B
The obssrver C must give signals fo cbservers A and B, after the target
person goes around the comer, to inform them whether the target person has
stopped or even furned around.

Thiz concept is illustrated in Figure 10 below:

Figure 10: Observation with the A-B-C System
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Attachment 3: Observation with a Chain

An observation chain ig pariculary useful when the cbservation sguad has lost
contact with the target person.

Observation vehicles or cbservers on foot move in parallel in the direction in
which it is believed that the target person may have moved.

The observation chain can be combined with the observation pocket.

This concept is ilustrated in Figure 11 below:

Figure 11: Observation with a Chain
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Attachment 4 Observation with a Pocket

The chservation pocket is particulary useful when the observation sguad has lost
contact with the targst person.

Chbservation vehicles or observers on fool move concenfrically towards the
middle of a circle where it is believed that the target person may he
located.

The ohservation pocket can becombined with the ohservation chain.

Thiz concept is illustrated in Figure 12 below:

Figure 12: Observation with a Pocket
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If you would like further Information about ELAMAN,
or would like to discuss a specific requirement or project, please contact us at:

Elaman GmbH

German Security Solutions
Seitzstr. 23

80538 Munich

Germany

Tel: +49-89-24 20 91 80
Fax: +49-89-24 20 91 81
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