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e 1INTRODUCTION
This document it provides an overview of the WBS2500 counter RCIED system. This is a modern,
purpose built RCIED ECM product that represents an excellent solution for simple fitting and inte-
gration with SUV type platforms.
The information in this proposal is grouped in the following sections:
e 2. Heritage
Describes the ECM product roadmap with a brief overview of each current product.

e 3. WBS2500 Vehicle System Design

¢ |dentifies the selected components for this requirement, the overall hardware configuration on
the vehicle, top level capability and system attributes.

e 4. WBS2500 System Components

Provides detailed technical descriptions of all constituent system components at a unit or compo-
nent level.

e 5. Family Characteristics

Details common system attributes such as the man-machine interface (MMI), programmability, BIT
capability, etc.

e 6. System Programming & Operation

Describes the system programming capability inclusive of origination of the mission fill that controls
the system through loading of this into the system and the subsequent system operation.

e 7. Training

Describes the EW Training capability and the proposed training package to be offered in support of
this programme.

¢ 8. Installation
Describes the vehicle installation capability to be used for this programme.

e 9. After Sales Service

Details the proposed maintenance strategy for the equipment.
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2. HERITAGE
2.1. Overview of Product Range

With the rapid rise in the need to counter RCIEDs, Elaman was able to immediately find effective
solutions based on its existing EVW product range but with optimised software fills. This gave
Elaman excellent early exposure to this market allowing the definition of further products with in-
creasingly refined and advanced characteristics. A brief history, the current key products and emerg-
ing products are all summarised in the ECM product roadmap below (Figure 2-1).

KEY:
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Figure 2-1 : RCIED ECM Product Roadmap
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The main features of current products are listed below:

e CES0512 - A flexible, hand portable, battery powered EW equipment featuring receive, trans-
mit and signal processing elements allowing the support of a wide range of ECM and ESM
roles. It covers a frequency range of 25-512MHz at an output power of 10W.

e CESO0512EB - A companion unit to the CES0512 in the same mechanical package but providing
alternative GSM-targeted frequency ranges of 880-960, 1710-1880 and 1850-1990MHz at an
output power of T0W.

e MVS2000 - The MVS2000 is a vehicular/fixed site based modular system using the CES0512
and CES0512EB modules to cover the noted frequency ranges. It also incorporates the
WBAO0512 unit which boosts the level in the 25-512MHz range to 1T00W. A companion booster
WBA-EB increases the CES0512EB level to 50W. Facilities such as remote control, central ze-
roization and GPS synchronisation are available.

e CES0512/CES0512EB Man packs - These are CES0512/CES0512EB units repackaged for use
in a man pack role. All the core equipment features are retained plus forced air cooling and easy
to change battery pack allow for reliable and convenient use in a backpack configuration.

e TMP0512/TMP0512EB Man packs - These products are second generation dedicated man
pack units optimised for weight and size to enhance usability in tactical situations. The same
frequency ranges are covered as the CES range at 10W output power but without a receive fa-
cility. A control panel optimised for RCIED applications is provided giving easy to use alarm and
zeroize features. A high technology carbon fibre body provides excellent strength while meeting
the low weight requirement.

e WBS2500 - The WBS2500 was produced in response to the market requirement for a ‘one
box" solution for vehicle ECM, following on the success of the modular MVS2000 system. The
WBS2500 builds on the technologies and techniques pioneered and proven in the CES and MVS
families, and features an enhanced frequency coverage range of 25-2600MHz with no gaps and
dual power amplifiers providing 100W low band and 30W high band coverage.

2.2. Product Range Continuity

Elaman has pursued an evolutionary approach to ECM product design where common successful
elements are flowed through from one generation to the next. This facilitates a rapid design cycle
while minimising risk and allowing new features to be introduced to a stable core, whether in terms
of packaging or electronic capability.

For example, in the new range of lightweight TMP man packs the transmit card is the same as the
CES range but other electronics and the housing are all new creating a step in product performance
but with a strong heritage.

The same is true of the WBS2500 where signal processing and generation techniques are derived
from the CES range but an all new housing and modular amplifiers allow the unit to satisfy the
compact, one box requirement.

Embedded firmware and GUI software follow a similar strategy of maximum re-use. This leverages
the extensive testing and operational exposure of previous generations while allowing new products
to be evolved in the shortest time and work concentrated on truly new features. It provides indirect
user benefit in retaining the look and feel of operator interfaces particularly the GUI used to create
the defining mission fills for the system. This is the Threat Management System.

Elaman have an ongoing very active PV development programme for RCIED ECM equipment and
users of current generation equipment can look forward to both continuing enhancements to exist-
ing equipment, e.g. useful accessories or appliqués, software feature updates, etc and the future
availability of new, enhanced products which will have a familiar operating pattern.

CONFIDENTIAL — Subject to change without prior notice! 6
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3. WBS2500 VEHICLE SYSTEM DESIGN

In this section the proposed vehicle system configuration is described. Information on the constitu-
ent components is provided to a greater level of detail in Section 4.

3.1. Overview

The selected RCIED countermeasure product is designed for vehicle fitting with minimum intrusion
on the usable vehicle accommodation and for ease of operation. Figure 3-1 shows an external view
of a Toyota Landcruiser with a WBS2500 system fitted. The only visible feature is the roof mounted
ground plane and antenna.

Figure 3-1: Vehicle Installation External View

The WBS2500 unit is fully remotely controllable thus can be fitted where convenient, the remote
control unit normally being located for access by personnel in the front seats. Figure 3-2 shows an
example installation of the WBS2500 unit in the rear luggage area. The detail of the subject installa-
tion would be confirmed in consultation with the customer during a vehicle survey.

Figure 3-2: WBS2500 Unit Vehicle Installation

CONFIDENTIAL — Subject to change without prior notice! 7
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3.2. Electrical design

The WBS2500 unit is a ‘single box" solution for RCIED protection and this level of integration results
in a simple external electrical design with minimised cabling and intrusion on the vehicle space. This
is illustrated in the system block diagram of Figure 3-3 below.
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OPTIONS

HIGH

CAPACITY
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SUPPLY
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SUPPLY RC WIDEBAND
ANTENMNA
................................... T{Only connacted during
I unit programming)
I
[ i '
AL ILLARY
ALTERMATCR
WEBS2500 UNIT
AUKILIARY RCLU
24V BATTERY
N /
AV TRAY

Figure 3-3: System Block Diagram
3.2.1. Power Supply Options

The WBS2500 unit has a power consumption of a maximum of 550W at full RF output power from
a nominal 24V supply (the unit will tolerate supply voltages of 20 to 32V and is equipped with pro-
tection against the vehicle electrical environment).

There are three options for power supply from the vehicle. The most appropriate will be determined
in consultation with the customer following a vehicle survey to establish the vehicle capability as
fitted.

e 24V vehicle supply

If the vehicle is inherently 24V, or is already equipped with an auxiliary 24V capability, and the
supply is of adequate capacity (>550W) the WBS2500 system can be connected to this supply
without additional measures.

¢ High capacity 12V vehicle supply

If the vehicle is 12V and is equipped with a high capacity alternator or dedicated auxiliary 12V alter-
nator/battery system then the WBS2500 can be connected to this supply via a 12V DC Power Adap-
tor accessory (see Section 0). The 12V DC Power Adaptor has a minimum efficiency of 80% at 12V
thus the 12V supply must have a minimum continuous capacity of approximately 700W requiring a
current capacity of >57A at 12V.

e Auxiliary 24V alternator/battery

If the vehicle has a standard capacity 12V alternator then this capacity is sensibly reserved for stan-
dard vehicle functions and the addition of other fitted electrical items, e.g. communications equip-

ment, accessories, etc. Subject to satisfactory vehicle survey, Elaman can fit an auxiliary 24V alter-
nator and battery. The WBS2500 system is then connected to this supply.

CONFIDENTIAL — Subject to change without prior notice! 8
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3.2.2. Electrical Interconnect

Electrical wiring required in the vehicle to accept the WBS2500 system is modest. The power
supply is derived from the vehicle by one of the fitting options described above. The only other con-
nections are a thin umbilical cable to the Remote Control Unit (RCU) and a pair of RF cables to the
roof mounted wideband antenna.

To programme the unit with an updated Mission Fill (see Section 6) a temporary connection is re-
quired to a laptop PC. This is made via a programming cable to the WBS2500 front panel. This only
needs to be connected during the Mission Fill activity — the laptop PC is not part of the operational
system, the WBS2500 operates independently once programmed.

3.3. Mechanical Design

A vehicle survey will confirm the exact location of system components in consultation with the cus-
tomer to ensure best use of the vehicle internal space and to take account of any other equipment
normally carried by the user in the vehicle, or other special equipment fitted. The small size of the
WBS2500 system allows for flexibility in mounting location.

A typical installation location for the SUV class of vehicle would be with the WWBS2500 unit in the
rear luggage space (Figure 3-2). The unit is mounted by locking into a complementary AV tray which
provides protection against shock and vibration while allowing easy removal of the unit for servicing
or transfer to another application.

The only constraint on mounting is that the unit uses forced air cooling provided by integrated fans.
The inlet and exhausts have to be kept clear to ensure the unit is adequately cooled. Consideration
must therefore be given to airflow obstruction by bulkheads, luggage, etc.

The RCU is a small box and is thus straightforward to position in the personnel area at a location
convenient for operation and monitoring of the system.

The wideband antenna has standard US 4-hole and NATO3/6-hole fixing. To avoid vehicle piercings
the antenna is mounted to a ground plane assembly which in turn is mounted to the vehicle via the
standard roof bar fixing system. This arrangement is visible in Figure 3-1.

3.3.1. Weight model

The weight model for the system is detailed in the table below. This identifies the total payload
weight added to the vehicle by incorporation of the WBS2500 system. Some items are indicated as
estimates as the final values will not be determined until the vehicle survey has finalised the mount-
ing and power supply arrangements.

WBS2500 System Weight Model

Item Weight (kg)
WBS2500 Unit 16
AV tray 3.5
RCU 0.5
2G5-500 Wideband Antenna 5
Roof Ground Plane Mount 8 (est)
Cable set 3 (est)
24V Auxiliary Alternator and Mount 6 (est)
24 V Auxiliary Battery and Case 15 (est)

TOTAL 57kg

CONFIDENTIAL — Subject to change without prior notice! 9
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Vehicle changes

The WBS2500 system is designed for easy fitting to vehicles while minimising vehicle modifica-
tions. The following specific items are noted:

A 24V auxiliary alternator and battery may be required. The alternator can be fitted via a
standard mounting kit. The battery would be fitted in a convenient location. If inside the ve-
hicle a closed battery box vented to the outside would be used.

The WBS2500 unit is mounted via the AV tray. The latter is normally bolted directly to the
vehicle floor or other substantial surface.

The RCU is a small box normally bolted to the vehicle in the forward personnel area.

The antenna is mounted via an integrated ground plane to the normal vehicle roof bar sys-
tem fixings without modification

A vehicle survey would be conducted to agree exact locations of the equipment in the subject ve-
hicles. This survey will allow tailoring of various mounting kits for the installation.

4.

4.1.

WBS2500 KEY SYSTEM COMPONENTS

Overview

The WBS2500 unit is the core component of the system (Figure 4-1). The unit is a versatile, com-
pact, state-of-the-art multi-channel programmable active jammer operating over the 25-2500MHz

range.

Figure 4-1: WBS2500 Unit

CONFIDENTIAL — Subject to change without prior notice! 10
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The basic architecture of the WBS2500 is shown in Figure 4-2 (see Figure 4-3 for a more compre-
hensive block diagram). The unit contains a Digital Signal Processor (DSP) that controls six Direct
Digital Synthesizer (DDS) devices, each of which is capable of generating a wide variety of software-
definable jamming waveforms, from narrowband spot jamming signals through to broadband bar-
rage and swept jamming techniques. Five of the DDS outputs pass through programmable fre-
quency up-converters, allowing the jamming signal from the DDS to be steered to any part of the
25-2500MHz range’, while the sixth DDS output is fixed at baseband to cover the 25-220MHz
range.

ALK QUTPUTS
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COMUS FORTS L el
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- =
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Figure 4-2: Simplified Block Diagram of WBS2500 Unit

Each of the six RF jamming channels can be routed to one of two built-in wideband power amplifier
modules — a low-band amplifier covering 25-600MHz at up to 1T00W or a high-band amplifier cover-
ing 500-2500MHz at up to 30W — or routed to an auxiliary output to drive an external amplifier. Each
of the built in amplifiers outputs pass to a separate antenna connector, allowing the WBS2500 to be
connected to an optimised pair of antennas or to a single dual-band antenna.

The WBS2500 is fully field-programmable and can be rapidly reconfigured using a serial connection
or USB from a laptop PC to change its jamming waveforms, target frequencies and operating para-
meters. These settings are stored in non-volatile memory to be activated automatically whenever
the equipment is switched on. The internal operating software can also be upgraded easily to sup-
port new jamming techniques or other enhancements.

The WBS2500 unit is designed to fit directly into an anti-vibration shock mounting tray for installa-
tion in a vehicle or can be fitted into a standard 19" chassis. The unit accepts an input supply range
of 20-32V DC and is designed for a 24V vehicle environment; other supply options, including mains
AC power and 12V DC vehicle supplies can be accommodated via external adapters.

" Note that the 25-2500MHz tuning range is continuous, with no gaps, blind spots, or other such limitations.
This ensures maximum versatility and adaptability to future threats and avoids the limitations of “banded”
jamming equipments that are tied to only today’s specific threat bands.

CONFIDENTIAL — Subject to change without prior notice! 11



GERMAN SECURITY SOLUTIONS

ZHINO0SZ-00S .

140d YNNILNY

ZHIN00S-S¢

140d VNNILNV

LAdNI 1NN SalS Ldod Ld0d 140d 140d /Mmz\_u_wwuw
HIMOd Od  AMILLYE onbiNgg NOISNEX3  no¥  SWWOO XNV SWINOD S49 1x3
A A AV A
VNNILNY
— (INVHEWIIN) 13NV LNOX Sdo _
s 1
J Y Y L ]
advod nsd
SIOVLYALNI y A
Y
) s H3AIZO3H
SH3LTN4 DN ® val asn Lavn dvodadns Sdo
NOILD310dd 2d o010
ELSLVE]
- d3dAVL
-LINY
| AHON3AN advod
Y LINIWIOVNYI ~ soav G.O@MM_”__J._OV HOSIAYIANS HSVd ¥0SS300¥d
IVNHIHL dn
(s)Nsd vd T0YLNOD N4 SNSd |
-
-
4 4 dsa
SNvd
TTO¥INOD TTO¥LNOD %9019
HOLIMS HOLHIANODAN W3LSAS ._omm_moo
vy ﬁ
(zZHN00SZ-009) v Y —
d3HITdNY 3
¥3IMOd o (M8 ZHNOST) ZHN00S2-52 L s [+ <X
L ™ 0078 HOLYIANODAN 2 [+ saa
3
mewmzum sanianoo | 8
YMSA/HY - | (W8 ZHWOST) ZHW00SZ-52 m -— X
Y0079 HOLY3IANODdN [ = [+ saa
- 3
L ] 9]
ANVE HOIH P (W8 ZHWOST) ZHN00SZ-SZ L S |l X o]
H31H11dNY ¥3IMOd HOLIMS [ 0019 HOLYIANODdN [ £ e saa = m
L= e
— Qz
- 8 2z
(zHN00S-52) L. (W8 ZHNOST) ZHN00SZ-52 L. Sl 2 ®
3NNV - Y0079 JOLHY3IANODdN [ =z [* saa ﬂ
¥3Imod L=
. Q
_mw_owzmm _k waniawoo ¥ - (/8 ZHWOST) ZHW00SZ-52 m -— X
_ HMSAHY _ - < ™ MD2079 YOLHYIANODdN 2 [*+ saa
3
8
< s [+ o
auvos aNva Mo snoeese 5[] sqg
HOLINOW 44 H3I4INdNY 43MOd

advod d3.143ANODdN

A

W

(SYIIATdNY TYNYILXT HO4) SLNALNO AYVITIXNY

Figure 4-3: WBS2500 Block Diagram

12

CONFIDENTIAL — Subject to change without prior notice!




elaman OO.C)

GERMAN SECURITY SOLUTIONS

4.2. Detailed Technical Description
4.2.1. Key Features

Key features of the WBS2500 unit are outlined below and described in more detail in subsequent
sections:

e Continuous coverage from 25-2500MHz.

e Six programmable RF jamming channels: five channels with 150MHz bandwidth tunable
from 25-2500MHz, and one with 195MHz bandwidth fixed at 25-220MHz.

e FEach channel may be routed to an integral power amplifier or re-directed to an auxiliary out-
put to drive an external amplifier.

e Dual power amplifiers and antenna ports (25-500MHz at 100V and 500—2§OOI\/IHZ at 30W) to
allow the use of a single dual-band antenna or pair of optimized antennas.

e Each jamming channel has an independent DDS-based signal source capable of generating a
wide range of software-configurable jamming signals.

e FEach DDS is a 2-channel device, i.e. each of the six output channels may contain up to two
simultaneous jamming signals. (Multiple signals will have a reduced amplitude to ensure
that the peak envelope power remains constant.)

e Fully field-reprogrammable via RS232 serial and USB 2.0 (full speed — up to 12Mbps) inter-
faces.

e Internal GPS receiver with integral antenna and also a connection for an external active an-
tenna.

e External timing and blanking inputs to synchronize operation to other equipment.

e Comprehensive built-in test (BIT) and diagnostic features to monitor the unit’'s health, detect
fault or alarm conditions and alert the operator using an integral alarm sounder.

¢ Remote Interface to allow the connection of a remote control unit (e.g. mounted in a driver’s
cab)

e Expansion port to support future add-on peripherals and accessories.
e Powered from an external 20-32V DC source. Power consumption 550W maximum.
e Local (and remote) zeroize function.

e Periodic maintenance and re-calibration can be performed without removing covers and with
the minimum of test equipment. No STTE or tools are needed.

*Note that the maximum power (+50dBm) is only available for a single carrier. Multiple carriers will have a reduced ampli-
tude to ensure that the peak envelope power remains constant (nominally two at +44dBm, three at +30dBm or four at
+28dBm).
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4.2.2. Technical Specification

Article |. WBS2500

Article Il. Key Parameters

Article IlI. No of RF | Article IV. 2

Outputs

Article V. Fre- Article VI. 25-2500MHz continuous

quency Range
Article VII. Output Article VIIl.  Low Port: Up to 100W into 50L1 load

Power Article IX. High Port: Up to 30W into 5001 load

Article X. Fre- Article XI. < +1ppm output frequency accuracy over opera-
quency Stability with tional temperature range

Temperature

Article XII. Fre- Article XIll.  Internal TCXO and OCXO references can be recali-
quency Stability over brated to compensate for ageing

Time

Article XIV.  Signal Article XV. Six independent software-programmable DDS RF
Sources signal generators, one fixed at 25-220MHz range and other five
tuneable from 25-25600MHz. Each channel is capable of generating
up to 2 simultaneous signals.

Article XVI.  Tuning Article XVII.  Up-converters: 1Tms (typical)
Time Article XVIIl.  DDSs: Instantaneous
Article XIX.  DDS Article XX. Depends on operating mode and can be up to
Update Rate 125MHz (8ns).
Article XXI.  All DDSs can be updated in parallel.
Article XXII.  Jam- Article XXIII.  Fully programmable, software defined, including
ming Waveforms & spot, swept, and TDM jamming techniques
Modulation

Article XXIV. Interfaces

Article XXV. RF Out- | Article XXVI. Two antenna ports, 501 nominal, short- and open-
puts circuit protected.

Article XXVII. Low Port 25-500MHz

Article XXVIIl. High Port 500-2500MHz

Article XXIX. Power Article XXX. 20-32V DC 550W maximum

Inputs
Article XXXI.  Prog- Article XXXII.  Via multi-function Comms/Fill connector — new pa-
ramming rameters can be loaded into the unit from a laptop PC via RS232 or

uSB

Article XXXIII. Auxiliary | Article XXXIV. Remote Control Unit interface

Article XXXV. 1PPS input & output ports

Article XXXVI. Receiver control input for responsive jamming
Article XXXVII. Six remote RF channels

Article XXXVIII. Blanking input

Article XXXIX. Expansion connector for future accessories

Article XL. Internal and external (active antenna, 3.3V @20mA)
GPS

CONFIDENTIAL — Subject to change without prior notice! 14
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Article I. WBS2500
Article XLI. Physical & External

Article XLIl.  Dimen- Article XLIII.  380mm x 330mm x 190mm (W x D x H)
sions

Article XLIV. Mass Article XLV. 16kg

Article XLVI. Power Article XLVII. 550W maximum
Consumption

Article XLVIII. Cons- Article XLIX. Cast and machined aluminium alloy chassis
truction

Article L. Finish Article LI. 642/P9001/3 Black powder coat

Article LII. Tempe- | Article LIII. -40°C to +55°C operating

rature Range Article LIV.  -40°C to +85°C storage

Article LV. Envi- Article LVI. Designed to withstand blowing rain, dust & sand.
ronmental Ruggedised to meet shock, vibration & crash hazard. Designed to

be compliant with the following MIL-STD 810F tests:
Article LVII. Low Pressure Survival
Article LVIIl. Low Temperature Operation & Storage
Article LIX. High Temperature Operation & Storage
Article LX. High Humidity
Article LXI. Blowing Rain
Article LXIl. Blowing Dust & Sand
Article LXIIl. Functional Shock*
Article LXIV. Vibration (Operation)*
Article LXV. Transit Drop & Crash Hazard (75g)*
Article LXVI.
Article LXVII. * - these tests conducted using the anti-vibration
(AV) mounting tray.

Article LXVIII. EMC Article LXIX. Designed to minimize conducted and radiated emis-
sions and for minimal susceptibility to radiated and conducted
sources. Designed to be compliant to MIL-STD 461E. Power
supply designed to be compliant with the requirements of DEF-
STAN 61-5 for vehicular systems.

Article LXX. Conducted Susceptibility CS101,
CS114, CS115, CS116

Article LXXI. Conducted Emissions CE102, CE106
Article LXXII. Radiated Emissions RE102

Article LXXIII. Radiated Susceptibility RS103
Article LXXIV. ESD Immunity BS EN61000-4-2
Article LXXV. Transient Protection DEF STANG1-5
(Part 6) 40V

Article LXXVI. DEF STAN 59-41 (Part 3)/5

Article LXXVII. DCSO06 600V transient

Article LXXVIII. Reverse Polarity TRL proprietary
test
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4.2.3. Frequency Coverage

The WBS2500 unit covers the 25-2500MHz range, and can generate jamming signals at any point in
this range — there are no blind spots or other frequency restrictions. This ensures that the WWBS2500
unit can address both current and future threats, wherever they appear within the 25-2500MHz
spectrum, and avoids the limitations of “banded” jamming equipments that are tied to specific
threat bands.

The unit provides six independent jamming channels, five of which can be steered to any part of the
25-2500MHz spectrum while the sixth is fixed at the baseband 25-220MHz range. Each of the six
channels is equipped with an independent direct digital synthesizer (DDS), capable of a wide range
of different software-defined jamming modes and techniques (see section 5.2).

The six independent RF jamming channels allow a single WBS2500 unit to cover a broad range of
targets. Figure 4-4 shows how the six channels might be employed. Channels 1 to 3 are grouped
together to cover numerous targets in the 25-500MHz region, channel 4 covers the GSM900 band,
channel 5 covers the GSM1800 band, and channel 6 covers the 2.4GHz band. Within each channel
the DDS can be configured to generate appropriate jamming signals, using sweep and/or TDM
techniques if necessary to address multiple targets or bands.

Charae ! Chanra 2 Chara 3 Charne 4 Chamn & Chanral b
LR BOdE GENED0 Band GEMIEID Basd 2AGHE Bard

Figure 4-4: Example Target Coverage of WBS2500 Unit
4.2.4. RF Power and Effective Range

The range capability of a system is extremely hard to quantitatively predict as it is affected by so
many factors, e.g. RF output power, antenna efficiency and radiation pattern on the actual platform,
local geography and any local building structures, the deployment of the target device and its an-
tenna, the relative range and characteristics of the initiating transmitter, the jamming waveform
used and any compromises associated with the number of simultaneous jamming waveforms dep-
loyed whether due to peak power or TDM limitations.

Jamming performance can only be proved in a carefully controlled test situation where the system
is deployed against known and calibrated targets to a specific test plan. Even then, experience has
shown that results are to some extent statistical due to the variability of radio propagation, particu-
larly at high frequencies where significant multipath effects are encountered. Results are typically
presented as a range capability at which some high percentage success is achieved, e.g. 85%,
based on a number of test runs.

For these reasons Elaman are unable to provide a conclusive compliance statement on range per-
formance but base their equipment offering on easily verifiable engineering units, e.g. RF output
power.

Elaman has capability allowing it to develop and provide recommended Mission Fills. As these are
programmable they can be rapidly updated in response to changing threats or to suit customer pre-
ferences. The WBS2500 can hold up to four Mission Fills at one time, selectable from the front
panel. Alternative fills may thus be held in the unit if required to cope with particular threat priorities
relating to particular routes or operations.

4.2.5. RADHAZ

The WBS2500 generates up to 100W in the low band and up to 30W in the high band, both radiated
from the ultra wideband antenna. Common to all high power RF equipment this gives rise to a po-
tential RADHAZ. The areas of hazard are to occupants of the vehicle and personnel outside the ve-
hicle.
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In the UK, the National Radiological Protection Board (NRBP) has adopted the International Council
on Non-ionising Radiation Protection (ICNIRP) standard for setting safe limits of radiation exposure.
This standard is also widely used in other European countries and other countries of the world, and
has similarities to other accepted standards, e.g. IEEE, ANSI, FCC.

The WBS2500 has been tested in conjunction with the 2G5-500 antenna in a representative vehicle
(Landrover type) against the Occupational limits of the ICNIRP 98 standard. The results showed that
at all passenger locations within the vehicle the radiation level was within the limits and for person-
nel outside the vehicle the limit was only approached when in very close proximity to the antenna
(<0.3m).

These measurements indicate that there is little likelihood of a RADHAZ arising in practice following
some basic training of personnel in operating procedure. Field strengths can vary with differing ve-
hicle installations and it is recommended that the customer verifies closest distance of approach
figures for the actual installation.

4.2.6. Power Requirements

The WBS2500 has been designed for vehicular operation from a nominal 24V vehicle electrical sys-
tem. The unit has a tolerance of input supply voltage between 20 and 32V and includes filtering and
transient protection for the vehicle electrical environment. Power consumption is a maximum of
550W and will be lower than this if the full transmission power resource is not utilised.

There are a number of power supply options depending on the vehicle capability. These are detailed
in Section 3.2.1. The final option is normally determined in consultation with the customer following
a vehicle survey.

4.2.7. Platform Integration

The WBS2500 Unit can fit directly into Elaman’s standard AV mounting tray (section 4.3.1.) or be
installed in a 19" rack by the addition of a mounting kit. Hence it is ideal for either vehicle-mount or
static base installations.

4.2.8. Upgradeability

The WBS2500 unit has been designed for future expansion in several directions.

Upgradeable Operating Software

In addition to being field-reprogrammable via mission configuration files to change its operational
parameters, target frequencies, jamming modes, etc, the entire operating system firmware in the
WBS2500 can also be field-upgraded via the Fill Gun function of the Mission Editor. This powerful
capability allows entirely new jamming techniques and other enhancements and features to be in-
troduced in response to future threats and changing requirements.

External Amplifiers

In addition to driving the wideband power amplifier modules within the WBS2500, each of the six
RF channels can be re-routed to a port on the rear of the unit for connection to an external amplifier.
This feature would, for example, allow optimised narrowband amplifier modules to be added to the
system to cover well-established target bands while the versatile wideband amplifiers in the
WBS2500 are focused on other areas.

Internal Modularity

Internally the WBS2500 uses modular construction based on functional blocks. Individual modules
could be replaced in future to achieve different or enhanced functionality.
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Expansion Interface

The WBS2500 unit has an Expansion socket that carries a variety of flexible signal inputs and out-
puts that can be defined in software; this is designed to allow the unit to communicate with future
peripherals and be interfaced to other external equipment.

4.3. Other Core Equipment

In addition to the WBS2500 unit, described in the previous section, a number of ancillary items will
be provided for this proposal.

4.3.1. Anti-Vibration Mounting Tray
The WBS2500 Unit is designed to fit into Elaman’s standard AV mounting tray shown in Figure 4-5.

This provides shock and vibration protection for the electronics package in a wheeled vehicular envi-
ronment.

Figure 4-5 : AV mounting tray

The equipment locates on rear spigots and is locked in place by front ratchet clamps. This provides
a secure fixing while allowing easy demounting for service or replacement. The AV mounting tray
has been proven in formal MIL-STD-810F Vibration, Shock and Crash Shock tests.

4.3.2. Omni-directional antenna

To minimise visual signature and for ease of use a single ultra-wideband antenna is proposed, cov-
ering the whole frequency band of operation (25-2500MHz). This is shown in Figure 4-6 below.
The antenna is a dual-band design, featuring two independent elements within the same body: the
larger diameter section near the top provides the high frequency performance while the main body
provides the low frequency element. The two antenna bands are matched to the frequency ranges
of the two antenna ports provided by the WBS2500 unit, allowing the antenna to be directly driven
by the WBS2500 unit without any additional diplexer or other matching arrangements. The antenna
has an omni-directional radiation pattern in azimuth. Optional directional antennas can be provided,
described in Section 4.4.2.

The antenna has a sprung mounted base to provide flexure in the case of overhead impact.
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Figure 4-6: Ultra-wideband 2G5-500 Antenna

The antenna’s characteristics are summarised in the table below:

2G5-500 characteristics
Antenna type Integrated vertically polarised whip
Frequency range Low band : 25-500MHz
High band : 500-25600MHz
Impedance 50 ohm nominal
VSWR <3:1
Colour Black
Weight <bkg
Height 1.65m
Mount Standard 4 hole NATO mount

4.3.3. Remote Control Unit

The Remote Control Unit is a small box, designed to be mounted in a vehicle cab or similar accessi-
ble location, which replicates the controls and indicators from the WBS2500 front panel. This allows
the WBS2500 unit to be mounted remotely where convenient in the vehicle for best use of space.
Figure 4-7 shows the WBS2500 RCU.

Figure 4-7: Remote Control Unit

Note : the remote control unit shown is designed for handheld use. For the subject vehicle installation a unit
providing equivalent functionality with the same front panel layout would be used but housed in an aluminum
alloy housing with mounting features.
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4.4. Options
4.4.1. 12V DC Power Adapter

The 12V DC Power Adapter translates a 12V vehicle electrical supply to nominally 28V to allow op-
eration of the WBS2500 system in 12V vehicles. The unit is shown in Figure 4-8 below. It features
electronic protection and input filtering for compliance with the vehicle electrical environment and
can be mounted into the same design of AV tray as the WBS2500 to provide shock and vibration
protection, and ease of fitting and removal.

The unit has an output capacity of up to 800W and can also operate from a 24V input thus if the
system is configured with this unit it may be operated interchangeably with 12 V and 24V vehicle
supply inputs.

If a direct 24V vehicle supply is available from original equipment or by fitting of a 24V alternator and
battery as part of this installation, then the Power Adaptor is not required (see Section 3.2.1.).

Figure 4-8: 12V DC Power Adapter

The unit is constructed to form a sealed electronics compartment with a cold wall and heatsink cool-
ing the system via integrated forced air cooling operating in the ambient environment. This ap-
proach to equipment partitioning has proved reliable in both formal Environmental testing under
conditions of driving rain and sand/dust, and in field conditions.

4.4.2. Directional antennas

The primary antenna recommended for the WBS2500 is the vehicle mounted omni-directional an-
tenna described in Section 4.3.2.

Optionally, directional antennas can be supplied for use with the system. These can be vehicle
mounted for mobile operation (but present a significantly higher visual profile than the omni-
directional antenna array) or fitted to a mast for static only operation. Low and high band directional
antennas can be supplied with the characteristics described below.

e Low band antenna A0054

The A0054 low band antenna has a frequency range of 100-500MHz and supports coverage of 100-
500MHz when connected to the Low Band port of the WBS2500 system. The 25-100MHz frequen-
cy range is not supported when using the directional antenna option. Antennas to provide significant
gain at these low frequencies are extremely large and only suited to static, mast mounted imple-
mentations.

CONFIDENTIAL — Subject to change without prior notice! 20



GERMAN SECURITY SOLUTIONS

O
elaman & 0

Figure 4-9: A0054 Antenna

The directional antenna provides enhanced gain in comparison with the standard omni-directional
antenna but only over a limited horizontal and vertical field of view. The approximate beamwidths
with respect to frequency are summarised in the table below.

Frequency Horizontal 3dB beam- | Vertical 3dB beam-
width - Azimuth width - Elevation
100 MHz 64° 111°
224 MHz 61° 106°
500 MHz 57° 96°

The antenna’s key characteristics are summarised in the table below:

A0054 characteristics

Frequency range 100-500MHz

Polarisation Nominally vertical

Gain 11dBi typical

Impedance 50 ohm nominal

Power rating 1000W RMS continuous
VSWR <2.5:1

Colour Sand

Weight 6kg (excluding mounting kit)
Dimensions 1.6x1.7m (W xL)

Mount Off-centre on 1.1m fibreglass isolation pole

¢ High band antenna A0067
The A0067 high band antenna has a frequency range of 800-3000MHz and supports coverage of

800-2500MHz when connected to the high Band port of the WBS2500 system. The 500-800MHz
frequency range is not supported when using the directional antenna option.
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Figure 4-10: A0067 Antenna

The directional antenna provides enhanced gain in comparison with the standard omni-directional
antenna but only over a limited horizontal and vertical field of view. The approximate beamwidths
with respect to frequency are summarised in the table below.

Frequency Horizontal 3dB beam- | Vertical 3dB beam-
width - Azimuth width - Elevation
800 MHz 50° 60°
1500MHz 45° 70°
3000MHz 35° 80°

The antenna’s key characteristics are summarised in the table below:

A0067 characteristics

Frequency range

800-3000MHz

Polarisation Nominally vertical
Gain 11dBi minimum
Impedance 50 ohm nominal
Power rating 50W RMS continuous
VSWR <21
Colour Olive green
Weight 7kg (excluding mounting kit)
Dimensions 0.55x0.7x0.15 m
Mount 50mm rear clamps to vehicle mount kit or static
mast.
e Mast

The above directional antennas can be equipped with vehicle mounts though are obviously large for
vehicular applications. Alternatively a mast can be supplied for static operation. Height options are
available from 2m to 15m and the mast features a tripod construction to aid rapid deployment and
quick set up operation under light wind conditions in temporary situations. For more demanding
environments and the taller mast options the supplied guy kit should be used for stability.

An example mast deployment is shown in Figure 4-11 with an A0O054 antenna fitted.
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Figure 4-11: 3m Mast
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5. FAMILY CHARACTERISTICS
5.1. Man-Machine Interface
The WBS2500 is equipped with a comprehensive control panel carrying 4 switches and 11 LEDs.

The function of these is outlined below. Note that, to avoid accidental operation, most buttons
need to be held down for 1-2 seconds to take effect.

ZERO\ZE
PRE HOLD

VOLTS
MISSION ALARM
SELECT —— STATUS
FAULT

BEACON
PRESS & HOLD

(ﬁlﬂ)
STANDBY
ANTENNA 1 ANTENNA 2
ACTIVE SYNC/GPS ACTIVE

Figure 5-1: WBS2500 Front Panel

e The green Power button turns the WBS2500 unit on and off. The green LED adjacent to
this button is lit when the unit is powered on.

e The orange Standby button toggles the unit between standby and operational modes.
When in Standby the unit is not jamming and can be reconfigured with a new mission file.
When Operational, the unit is transmitting using the selected mission file.

¢ The blue Mission Select button toggles between up to four mission files stored in memory.
The four LEDs adjacent to the button indicate which mission file is in use (A, B, C or D).

o A red Alarm LED lights in the event of a problem. When an alarm is active, pressing the
Alarm Status button causes one of the A/B/C/D LEDs to light to indicate the nature of the

alarm:
VOLTS = low battery or supply voltage
ANT = antenna or VSWR problem
TEMP = over temperature
FAULT = other serious problem, e.g. internal PSU or RF failure

e The Sync/GPS LED indicates when a valid GPS and/or 1PPS timing signal is present (e.g. for
timing protocol purposes). Note: This is only applicable for units equipped with a GPS anten-
na and operating in a synchronised system.

e The Antenna Active LEDs indicate when RF power is emerging from the antenna ports;
these indicate that jamming is taking place.

e Pressing and holding down the Mission Select and Alarm Status buttons together for
three seconds will cause the unit to zeroize .

A subset of these controls and indicators are provided on the Remote Control Unit (section 4.3.3.).
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5.2. Jamming Capabilities

Each of the six RF jamming channels is equipped with an independent direct digital synthesizer
(DDS) capable of generating a wide range of software-defined jamming signals. Jamming modes
include:
e Spot Jamming - a basic narrowband signal, either CW or with suitable modulation, de-
signed to target a specific frequency channel.

e TDM Techniques — a spot jamming signal that hops around a list of target frequencies.

e Sweep Jamming — a carrier signal that sweeps repeatedly across one or more bands of
frequencies.

Each of these modes has a number of user-defined parameters to allow it to be tailored for opti-
mum impact on a given target signal. Additional modes and techniques can readily be introduced in
the future via software upgrades to take advantage of new algorithms and technigues.

5.3. Interoperability

The unit is equipped with a number of features to allow it to interoperate in the vicinity of other
ECM, ESM, and communication equipment.

Protected Frequencies

The Mission Editor software provides the ability to define and apply protected frequencies: lists of
frequency channels and/or bands that are not to be jammed by the system. During mission creation
any attempt to encroach on these frequencies will be blocked by the software.

Timing Protocol Support

The equipment provides full support for timing protocols; if a GPS antenna is fitted and this feature
is enabled the unit will automatically mute or blank its RF outputs at software-defined intervals to
allow other monitoring or receiving equipment in the vicinity to operate.

The timing protocol is synchronised to a GPS-derived 1pps timing signal. This signal may either be
obtained from the equipment’s own built-in GPS receiver or from external GPS equipment.

Blanking Input

An external Blanking Input allows the unit's RF outputs to be blanked at any time under the control
of external equipment.

5.4. Security & Integrity

The system is equipped with a number of features to provide security and integrity for itself and for
sensitive data stored within it.

Zeroize

All mission data and other sensitive information in the unit can be erased via the front panel controls
or equivalently from the Remote Control Unit.

To minimise the possibility of accidental operation, two buttons on the front panel must be pressed
and held for greater than four seconds to trigger the zeroize operation. Once commenced the oper-
ation is irrevocable. The unit can be restored to operation by reloading of the firmware and a mis-
sion fill using the Fill Gun function of the Mission Editor.

Mission Configuration File Security

Mission configuration files (mission fills) are encrypted using the AES encryption algorithm to render
their contents unreadable. The file is only decrypted once it is loaded into the unit.

The mission configuration file also incorporates a CRC code, hidden beneath the AES encryption
that allows the equipment to validate its contents. If the CRC code is incorrect — due to a file error
or unauthorised tampering with the file — it will be rejected by the system and an appropriate warn-
ing displayed by the Fill Gun function.
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5.5. Programmability

Force Protection equipment is programmed via Mission Configuration Files loaded into the unit from
a laptop PC running the Mission Editor application. The Mission Configuration Files define the oper-
ational frequencies, jamming modes, and related parameters and are created using the Mission Edi-
tor software. The programming methodology and software are described in more detail in Section
6.

5.6. Built-In Test (BIT) Features

The WBS2500 unit contains comprehensive built-in test (BIT) facilities that are used to check the
unit’s health before operation (during the power-on self-test) and to continue to monitor its status

during operation.
Sensors within the equipment allow a variety of key parameters to be measured and monitored,

including:
e External DC Supply Voltage
e Internal DC Rail Voltages
e Output RF Levels (forward power and reverse power)
e Temperatures (internal air temperature and heatsink temperature)

e Fan Status

In the event of a problem, a red Alarm LED lights on the WBS2500 front panel and Remote Control
Unit. The unit also contains an audible alarm buzzer (which can be disabled in software). During an
alarm, four multi-function LEDs on the front panel of the VWWBS2500 unit provide a more specific in-

dication of the nature of the problem.
The BIT facilities and sensors can also be accessed from a laptop during maintenance and trouble-

shooting via special test commands and menus to help diagnose problems.
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6. SYSTEM PROGRAMMING & OPERATION

6.1. Overview

The WBS2500 unit is designed to be field-programmable, easily reconfigured with new operational
parameters, target frequencies and jamming waveforms to meet changing threats and scenarios.
All the operating parameters are contained in an encrypted Mission Configuration File that is
loaded into the equipment from a laptop PC acting as a Fill Gun via a serial or USB programming
port. Once a fill has been loaded, the WBS2500 will simply perform the pre-programmed jamming
mission whenever it is switched on, allowing it to be operated by relatively unskilled front-line per-
sonnel.

6.2. Concept of Operation
The process of creating, distributing and loading mission files and subsequent operation of the

equipment is illustrated in Figure 6-1. Each of the three stages requires a lower level of expertise
and training.

1. MISSION CREATION 2. BYSTEM PROGRAMMING 3, OPERATION
Mission configuration files created Caonfiguration file lcaded and WBS2500 provides zone of
and Bswed 1o users system aperaton checked protection against RCIEDs

FIFLD LAFTOR FC
with FILL GUN

MISSION lunction
COMFIGURATION FILES

MIZEICH FROGRAMMNG LAFTCR
wiin MESEICH EDITOR

Figure 6-1: WBS2500 Basic Configuration and Operation Process
6.2.1. Mission Creation

Mission creation would be performed by a nominated highly-trained individual with EW/ECM expe-
rience and access to the latest intelligence material, target information and threat priorities. Based
on this information, he will use the Mission Editor to select appropriate jamming waveforms and
frequencies to suit a particular theatre, operational location or group of users. These parameters are
saved in an encrypted Mission Configuration File that can then be distributed via appropriate
channels to the users in the field.

Mission creation is typically carried out away from the front line in a secure environment (given the
sensitive and classified nature of the intelligence and data used to guide the jamming configuration).

6.22. Mission Programming

Before operation, the WBS2500 unit must be programmed with the appropriate Mission Configura-
tion File. This would typically be performed by a technician with some specialist training, who
would use the FillGun function of the Mission Editor executing on a laptop PC to load the mission
file into the unit’s memory via its Comms port and then perform some basic checks to verify that
the unit is ready for operation.
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6.2.3. Operation

Once it has been loaded with a Mission Configuration File, the WBS2500 unit will perform the spe-
cified jamming operation whenever it is switched on. Hence the operational user requires only
some basic training to instruct him how to turn the unit on and off and how to monitor and interpret
the status and alarm indicators on the equipment.

6.3. User Software

WBS2500 system is supplied with a user piece of software - the Mission Editor GUI - to support
the creation and editing of Mission Configuration Files and the loading of these into the fielded
equipment.

6.3.1. Mission Editor

The Mission Editor is a standard Windows GUI application that is used to create and edit Mission
Configuration Files. It allows a user to select the jamming modes, target frequencies, and related
parameters to be used by the system. This data is then stored in an encrypted Mission Configura-
tion File that can be forwarded to users in the field to load into their systems.

A library of Mission Configuration Files can be built up and managed via the Mission Editor, allowing
any number of configurations to be created to cover different scenarios and situations.

Protected frequencies and bands can be defined, marking areas of the spectrum (such as Blue
Force communications) that must not be jammed. The editor will then prevent the user employing
any jamming frequencies that conflict with these regions.

Due to its nature, the Mission Editor is not recommended to be used by unskilled operators. It
should be operated by an experienced EW specialist with access to the latest threat intelligence,
technical details of target devices and signals, and an understanding of the advantages and disad-
vantages of the different jamming waveforms and techniques in order to create mission files that
are well optimised for a given situation. Elaman can provide high quality EW training led by person-
nel with recent service experience in counter RCIED operations and also optimised fills for various
theatres of operation.

-/ ManPack Mission Editor 10| x|
File M ettings  Help
= il B ‘ Special Wide Band Jamming |
Filename Propertiss |p3,m5ms| Frequendies | Date Modified Modifier
E=Copy of SWE] 2005-08-12 L... 12/08/05 11:09:05  _kessell
E=Copy of WB1 2005-07-25 10.., [ Properties. 02/09/0508:58:15  c_kessell
[E=ISWE] 2005-08-03 12-15-12 File Name 31/08/05 15:19:07 c_kessell
EISWE] 2005-08-12 11-04-52 02/09/0508:57:38  _kessell
EEISV/B] 2005-08-12 11-08-27 12/08/05 11:09:25  ¢_kessel
SWE] 2005-09-02 08-59-00 ittt Do ol Speaa Wideand T nﬁqffzs 09:00:36 ¢ kessel
g :00: ¢ _kessel

EISWE] 2005-09-02 09-03-33 02/09/0509:03:56  ¢_kessell
ESWB 2005-05-02 09-03-42 02/03/0509:25:34  c_kessel
ESISWE] 2005-09-02 09-12-23 02/09/0509:13:49  c_kessell
ESISWE] 2005-09-02 09-14-02 06/10/05 11:32:41  C_Kessell
EESWBI 2005-05-02 05-16-03 Locked r 06/10/05 11:32:47  C_Keszell
EISWE] 2005-09-02 09-16-59 Encrypted v 02/09/0509:17:08  _kessell
ESISWE] 20050902 09-13-16 02/09/0509:18:29  _kessell
EISWB] 2005-05-02 09-21-30 02/09/0509:22:15  ¢_kessel

EEISWB] 2005-09-02 09-43-24
ESISWE] 2005-09-02 09-46-28
E=ISWB] 2005-09-06 12-26-25
ESISWB] 2005-10-06 11-30-59
ESITDMA 2005-08-02 16-35-58
[EEITDMA 2005-09-07 10-55-03
[EEITDMA 2005-10-06 11-31-46
81181 2005-07-28 10-34-54

[EEWB)] 2005-09-02 09-45-25

07/10/05 10:40:34
02/09/05 09:47:41
06/03/05 12:25:51  c_kessel

06/10/05 11:31:36  C_Kessel
07/09/05 10:58:22  c_kessel
07/03/05 10:59:16  c_kessel
06/10/05 11:32:23  C_Kessel
| | N 29/07/0509:59:44 ¢ kessel
2540 B0 B0 100120140160 180200 220 240 260 280 300 320 340 360 380 400420 440 460 480500 | 06/05/05 11:16:58  c_kessel
07/10/05 10:42:52  C_Kessel
< B
Ready [Admin NOM 4

Figure 6-2: Mission Editor GUI

The selected Mission Configuration File is loaded into the WBS2500 using the FillGun feature of the
Mission Editor. This allows selection of the required file from a file directory and provides feedback
that the file has been successfully loaded into the unit. Connection from the laptop PC to the unit is
via a serial (RS232) or USB interface. Loading of the Mission Configuration File is rapid, the opera-
tion takes less than 30 seconds. The FillGun function can also be used to load the WBS2500 with
updated firmware.

005-10-07 10-41-42
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7. Training
7.1. Training Ethos

The aim is consistently to deliver world class training solutions that exactly meet the customer re-
quirement. In addition, our mission is to build a partnership so that customers feel confident in
Technology's people, products and practices throughout a long-standing relationship.

Each of our instructors are field-proven experts in their respective fields, who combine teaching
with the ability to assist in developing customer doctrine and tactics.

A flexible training approach means that training can be delivered in the UK, or at customer-specified
locations throughout the world.

7.2. The Training Courses

Whether you operate in the civil or security sectors, the specialist’s knowledge and expertise pro-
vides flexible high quality training, designed to ensure that personnel have knowledge to excel
when conducting operations. While our training courses have been carefully designed to meet all
our customers’ needs, we can also offer specifically tailored courses to meet specific customer
requirements. Our training programme covers the entire spectrum from Electronic Countermea-
sures (ECM) training equipment, and Counter Radio Controlled Improvised Explosive Device
(CRCIED) equipment, to satellite monitoring systems and cryptographic equipment.

7.3. Product Training

Elaman offers comprehensive product training courses for both Operators and Maintainers. Our
dedicated training team has an in-depth understanding of the entire product range, which is further
enhanced by extensive individual experience of operational scenarios.

The WBS 2500 training can take place in the UK in conjunction with a factory acceptance test (FAT)
if required.

7.4. Specialist Training
Elaman can provide personnel with wide-ranging ECM experience and expertise. This includes spe-

cific knowledge regarding ECM in relation to Explosive Ordnance Disposal (EOD) operations, VIP
protection and Force Protection.

CONFIDENTIAL — Subject to change without prior notice! 29




If you would like further Information about ELAMAN,
or would like to discuss a specific requirement or project, please contact us at:
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German Security Solutions
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