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The system «FALCON D+» will be delivered as follows:

. Monitoring system for standard GSM-networks (GSM-900/1800) operating in
the following modes

. without application of encryption algorithms;
. application of encryption algorithms A 5.1 when Ki is known;

. application of encryption algorithm AS5/2.

Please read through the user’s manual thoroughly before operating the system!
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1. General Definition of Purpose

The Falcon D+ system is designed for surveillance tasks and monitoring of telephone
conversations within the GSM 900/1800 networks. The system provides the option of both
stationary and mobile operation.

2. Technical data

* The system ensures that monitoring of audio and data traffic within standard GSM

900/1800 networks:

- Without application of encryption algorithms

- Application of encryption algorithm A5/2 [real-time] (decoding time: 0.01 sec )

- Application of encryption algorithm AS/1 [real-time] when Ki is known

Default configuration of the system - 8 reception channels

The system ensures registration of radio-electronic circumstances within the radio cells to

be monitored (frequency and characteristics of BCCH-channels)

Channels which are to be monitored are, according to task, manually selected by the user.

The system contains a database (up to 100,000 calling partners), operating in real-time,

which can be accessed corresponding to the selected search criteria and parameters.

# Calling partners are identified according to the IMEISY, IMSI, TMSI, ISDN number (local
and international number)

* Assessment of presence of calling partners to be monitored and identification of specific

parameters (TMSI) accurs automatically by means of a mobile phone with special

software. The special software is contained in the scope of delivery.

Registration and storage of telephone conversations occurs on system’s hard disk.

The system ensures registration and storage as audio codec - types FR, EFR, HR.

Playback of recordings may be carried out by the system itself (CoolEdit-Software).

Identification of SMS and DTMF data.

Systems’s coverage:

Down-Link - up to 10 km

Up-Link - up to 500m in city

Assessment of coverage between calling partner and base station;

accuracy of up to 550 m

Delivery format: in a special PC casing and Motebook

e Operation System software: Windows XP

3. Scope of delivery

FALCON D+, main components:
¢« PC Pentium 4-1.7 GHz or higher, 2 GB RAM, 80 GB HDD
Circuit board with main generator and power supply module for receiver
Circuit board with 8 duplex-channel receivers
Circuit board with main processor ADPG6201PCI for digital signal processing

Data input module ADM214x10MX
Antenna system with integrated amplifier
Notebook with LAN interface and cable
Special software for analysis and evaluation
User's manual

CONFIDENTIAL page 1




oo
elaman & O

GEAMAN SECURITY SOLUTIONS

«  Optional: Mobile telephone with special function for assessment of calling
partner’s presence within the monitored GSM-cell (Ping-Handy)
e  Optional: Mobile telephone with Netmonitor

4. Technical operating conditions

4.1. Technical data and operating conditions

In order to avoid destruction of the system, pay attention to the following:

«  Power source (type and voltage) must correspond to PC power supplyl

«  Ambient temperature and humidity must comply with the operating standards of the
respective devicel

«  Operation and storage must not put in rooms of dust, acid, alkali and corrosion gas!

«  No operation under conditions which might lead to unfavourable mechanical, chemical, or
atmospheric influencesl
Do not expose the device to heavy vibrationsl
When the device was exposed to low temperatures, do not turn it on immediately! Minimum
temperature must be reached first; perspiration water must evaporate

« When the device was exposed to extreme conditions (storage, transport), it must
“acclimatise” under optimum conditions for at least 2 hours.

5. Description and function of FALCON D+

5.1. Preparing the system for use

Make sure the device is not damaged. If, however, there is anything to complain about, please
contact to the manufacturer.

5.1.1. Security advice

. Make sure the power source complies with the specifications of the PC’s power supply before
connecting the device to the mains supply.

Do not shut the louvers of the devicel

The device must be turned off before any alterations in configuration are carried out.
Alterations on the system require approval of the manufacturerl

Do not use the antenna nearby power transmission linesl

Do not use the antenna nearby transmission antennael

5.1.2. Installation for Falcon D+ system

Note: For installation software direct on Falcon D+ Controller, you need external monitor, mouse
and keyboard. If LAN connection is working you can setup by Notebook client {remote controlled).

5.1.2.1. Installing the driver for ADP6202PCI module

Install the driver by means of the standard tools of the system software. The driver Adp6201a.sys
is to be found in the installation file FALCON Adp6201 Driver.
Restart your Falcon D+ Controller after successful installationl
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5.1.2.2. Installing the «<FALCON D+ Controller» system

In order to install the software, activate setup.exe from the installation file Falcon. The installation
assistant guides you through the selection of files and software configuration. You may install the
full version by choasing the installation option Typical. On successive “starts” the setup.exe
program allows complete or partial reinstallation of the software. On system installation a single
user (root) will be created, who has no password or administrator’s rights. The system will be
assigned the IP-address 127.0.0.1 and a database gsm39 will be created.

Restart the system after successful software installation!

Installing USB Cable driver for connection of the PING-mobile phone (If in delivery
scope)

Connect the PING-mobile phone to the system using the USB cable and install the driver by
means of the enlosed CD.

5.1.2.3. Installing the software on Notebook client

Before installation, please check some parameters in your Notebook client PC as follows:
- Right mouse click in My Computer on deskiop PC and select properties. Select
Remote window and setting parameters as below:

15
Gerweral ! Compter Hame I Hardwzre l Adyanced
Gyztem Aestors | Aulomalic Updatss Remats

@ S alent the ways that thes comouter can be wsed hom anate

lacation.

- Remote Azsistancs
I alios A emcie &ssistante invtations to be went o s compute)
Learn maie abou Bemple Aszitance.

Remoie Deskioo
T Allowe esrs o conmect ramated b this computer

Full comeuter nams:
R

Learn moe about Hemole Degklon.

Selec! Aemole sz, . |

DK - I Cancel I Aoy I
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Select Advance window. In “Performance” press Settings bution to setting parameters as below:

System Properties i Jird 2| Performance Options i 2l =l
Spstem F!elstnla | Mnmalhzz Upcates | Femole I Visud Effects I."\dvﬂnmd |
Generd Computer Mame Harowan Advanced
Sele: the settngs you want bo use for the sppearance and

ou izt be looged on as s Admiriziralor b makie moet of these changes. performance of Yindows on this computer,
i~ Perlormarce 1 Lek'Windows choose what's et For my compuker

Visual effects. processor schedul ng, memarg usage, and vitual memarg W e

L % Aduct For best performance
—
| " Custom:

~ Llser Frfiles [ Animate windows when minfrizng and masximizing -

[ragkton gathings ralated bo your logon E I'::jz :: Z:z :;;]L_I:j::j:b:::”

Cati O Fade auk rienu iters aftar dicking
&I [ Shew shadows under renus
D Show shadows under mouse poinker

- Staitup ard Recoven O show transucerk seleczion rectangle

Syetem staibp, syetem Falurs, 2nd debuggng information O Show window contents while dragging

O slde cpen combo boxes
Setiings | [ Shde taskbar buttons
| M1 Smookh =dqes of soeen Fonks LI
Erwitctrment Wariatles | Enar Reporting i
0k I Carcel J B J OE I Cancsl ALY

Now you can install software Falcon D+ on your Notebook client

In order to install the software, activate setup.exe from the installation file Falcon. The installation
assistant guides you through the selection of files and software configuration.

InstallShield Wizard

Preparing to Install...

G5 Setup iz preparning the InstallShield wizard, which wil
guide pou through the program setup process, Please
wait,

Configuring “windaws Installer

I

Cancel
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You should select 2 setup features on your Notebook Client as below:

GSM - InstallShield Wizard B3
Select Features ]I"\_

Select the features wetup will instal.

Select the features you want ta install, and deselect the features you do not want ta insiall

—Description

é----DEontrnller Inztall Audio Codecs for Full
Rate, Enhanced Full Rate and
- OyseL Hal Rate

?----DDataba&e

v Terminal

i Decrypter A52
E----|:|Drivers

230 MB of zpace required on the C diive
4827.14 MB of space available on the T driive
|metallshield

< Back | Mext > I Cancel |

On successive “starts” the setup.exe program allows complete or partial reinstallation of the
software. On system installation a single user (root) will be created, who has no password or
administrator's rights. Database gsm39 will be created.

Restart the Notebook client after successful software installationl

5.1.3. Preparing the system for use

Connect network cable (LAN cable) from Notebook client to Falcon D+ Contraller.

Note: Cross over cable can be connected from Falcon D+ Controller direct to Notebook client.
Normal cable connection can be used for connected from Falcon D+ Controller to Notebook
client by means of Hub or Switch.

Connect the antenna cable to the BNC socket on the rear side of the Falcon D+ Controller.

If you have ordered the optional Ping-Mobile phene, then connect the Ping-mobile phone to the
COM or USB socket of the Falcon D+ Controller. An extension cable (USEB) can be used so that
mobile phone and antenna are suitably apart from each other

¢«  Connect the power supply cable to the mains supply; thereafter, turn on the Falcon D+
Controller. Green LED: hardware is ready for use. Red LED: Turn off hardware's power
supply; wait for about 10 sec and turn it on again. If LED is red again, turn off power supply
and contact the manufacturer.

¢«  Hardware of the Falcon D+ Controller is ready for use after approx. 10 mins of warming.
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Power LED

—l Power Supply Switch

Power Supply Switch & Power LED

Figure below shows operation of the Falcon D+ Controller in decoder and Controller mode.

2 status of the decoder mode (Loader A52) as follows:
Green: calculation data are loaded in main memary

Red: loading process is running
Lo AQLO 1105
Controller Loader A52

«  Turn on Notebook client after startup completed double click on “Terminal” Icon on Deskiop.

Note: the first time running “Terminal”, please selects correct server’s name and Database

(gsm39) as below:
E

Usemame
ﬁ !I'Dﬂt
TN Passwod
|
Logn | Setings | Cancel |
Server

Ilalcnn3 R4
Database

]gsm33 :I
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5.1.4. Starting the system

Be sure that Falcon D+ Controller and Notebook client is completed startup.

Double Click on the Icon “Terminal® (on desktop Notebook client) to start the system. Enter a
name and password into the dialog box (as figure below).

Select a data base in the Settings file.

%\ User registration x|
Lsemame
[mnt
Fassword
%\ User registration I 35] I
Username Login | Settings | Cancel |
Irunl
Server
sl [faicon3 Ry
I [Database
Login | Settings Cancel gsm3g :J

On first starting, you can interrupt the starting process by press Esc button.
After the loading process the menu window Control center will appear on the screen.

E| Terminal “IN =10l =i
Ooeraton  3ettings  Yiew  Window

‘ b G (] &) & i) [ i |

| Hosts Tazks Callz Cells Tagets Messages Userz Setlings Search Exi:

| main menu main menu bar

control bar

[Hest: WANLI |Liser: rank Server: Faleend [Pt ahace: gen3d

Main menu operation.
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5.2. Operating the «<FALCON» system
5.2.1. Main menu items

5.2.1.1. Main menu item «Operation»

imix
Cperation  Settings  Wisw  Window

L Hosts e [ @ @& ) o q |
m Tasks Chl+r  Cale Cells Targets: Meszages zarz  Soblrgs Search Euit
(0} cats Alb+e

O cels Cirl+C

& Targets ChrleT

i) Messages  Chrl+M

Exit Alt+HF

|H|:\st: WARLM Lzar: pock |Seruar: Falcond |Dal:abass: gsmn3d

Menu item Operation

5.2.1.1.1. Menu item <Hosts>

The menu item Hosts will show you one or more Hosts in system if you have. Falcon system can
have one or more Hosts receiver. In this menu, there are more information relatived to GSM
network and Falcon receiver. Open the menu window Hosts from the main menu Operation >

=

Hosts or click the icon Hosts on main menu bar.
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5.2.1.1.2. Menu item <Tasks>

In this menu, you can see tasks of receiver. Channel monitored, Rx level, percentage of
decripted.__also displayed in this window

Open the menu window Tasks from the main menu Operation > Tasks or click the icon Tasks o
main menu bar.

=10 x|
G @ ,| v & & ‘
Edt  Dekte Fiter Fefresh  Defadt
Hos! Started I uge - ARFCN 7| P kel RuloveldBm |Jabbers  |Ewois%  |Evcrypied  [Decryped | Decrypled,
FALDONZ | 20050304 0 s 00:50:08 |2 |
FALCONZ | 2005-03.04 1038:33 | 0daps (5206 15 | - ar o | ZEED IR 7B
Ll o

Menu item Task
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5.2.1.1.3. Menu item <Calls>
Menu item Calls serves for Live listening in highter priority.

@
Open the menu window Calls from the main menu Operation > Calls or click the icon Calls on
main menu bar.

creaea ol
I s ? r
Ston Fital  RAefresh Defzul
[ M5 [es: e | ate lime |paa _ |arCH
Taigetl 165 Tawrinaiig _ J314267070 J005-03-04 11 29,44 (5030411284821 By 1515,
T 2 Z1way 3.8
B.8:
K| ]

Menu item Calls
5.2.1.1.4. Menu item <Celis>
The menu item Cells serves for network provider, base station, channel number._.

Open the menu window Cells from the main menu Operation > Cells or click the icon tels on
main menu bar.

(@cais27 =10l

g o | 5

Ede Dekle Fiker  Feles Dh=fauil
Hast ARFCH <[ R level 8w | Provder LaC n COCCH coré |T3212. |CA B -
FalCOWNS |2 BB Winaprione k| a6z | EDCCHA 1B 232527 2345684381011121415
FALCONZ & |70 ‘inaphone 1131 @111 |SDCCHA 1B 31 2ABEAIA0NN215
FaLLONA B 44 inaphoes 131 A%l sDCCHA 1B 2128 2ARR7ASIIZ1A1475
FalCONS 12 |70 Winaphone i B SDCCHA 1B 046 234E89111214 15
FalCON3 13 HE Winzprore 133 172 SDCCHA 1B 18.31,%8 1234567 831314153¢
FALCONZ 18 4B inapHons 131 e  sDocHA B 1734 1BEEAI2131E
FALCONA Ex] |58 VietTel 11171 106E2 |SDCCHAY 4D 4359 43.95.48 50,53 55 56,58 5]
FALCONI [45 2 Wil [11111 m5 |sboocHa 4D 4571 47,45.49 50,52 51 56,57 53,
FalCONS 45 B2 WietTel 111711 10242 SDICCHA Al 4E74 464343 53,50 65 57 9 B0,
FALCON3 4 B} ietTel 111111 100d2  |SDCCHAD 4D 4B72 4344 45 4550 51 B3 FE 65
FALCOND 51 B WietTel [ mEr sproie an B ATERESEEIGIEY
FALCONS E 62 Wil [11111 @1 [sbocHA 4D 55,76 434545 47 48 51 5355 5,
FaLCONS | b4 =70 Wit Tel 111111 10941 SDCCHA A0 h1.33% 4344 47 51,54 57 BOLES B4
FALCONE 55 | BE it Tel 1111 10542 EDCCHAT 40 BEES 4344 45 48,99 51 5559 63
FALLONI = |75 VietTel [ s |spooHa o ERER 43144 45 47 41E] B2 15
FALCONI w9 £ Wil [11111 1MEz  |SDOCHA 4D 55,79 45,46 43,49 51 51 6659 2.
FALCONZ B4 &7 WiaTe 11111 10722 [SDCCHA 4D 64,77 430547 49,51 51 55,56 60,
FALCONE L4l 4z | MabFane 11 I0E03 EDOCHA 45 873 456,92 36,5743 100 1021
FaLCOND 100 56 Mo 1 1642 SDCCHAT 45 95100 0455 05 00T LARTH. -
rr 2

Menu item Cells.
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5.2.1.1.5. Menu item «Targets»

The menu item Targets serves for retrieval of the entry window for editing the data base of targets
to be monitored. Furthermore, automatic search for targets within the radio cell to be monitored
occurs in this menu item.

In order to retrieve the Targets window, either select Operation > Targets from the main menu or

L)
click the icon == on main menu bar.

iy
@ B |0 4 | -

| Load Save | Add Edl Deele ‘ Filgl F!e?esh Dg.l': P“iz R

Hame Fogidx |y [Golp. IS0 IEIEY [H] o THEL [THS) pded Hurher o cal= |
Taigat?h Urbnopn (255 &= Unknoin L SR u

Taigat#i 5 Urbnomn |25 == Unkrown | CHEI9PEE 1 o
Taigetisl & Urbnokm 125 = Unkrown 0312153648 0

Tagerdial & Urtinoem 2 E Unkrown 3205248 i

TaigetiFsz IRy 2 B2 Unkrown +EM 20ZEERS 1

Taget#22 Urbnosmy =2 . Linkraossn +B4303491571 | 1

Tamgetabds Uraphane | &5 . Linkraan FIENIISEGIT? | 322800 05030410506 0

Tamel#3ED Urknomn I8 Link rosen 1 3356766 i]

Tagel#aan Urknomn ] Link rcaan +B43032E5ERS | 1

Taigel#AE0 Unsphone (355 R Unkrovn | S FOETA00EN N0 | 3%0AEFE 0050304104026 1

Taigetl 225 Urbngem |25 E Lk rosn 08N 3

Taipal#i&r Unbnioke 12595 = Unknovin +B43381 080 1

Taigat#il Urknore o] E Linkrowsn Rkl 1

Tagatiides Umbnomem 2 = Unkrown ME35T3ET 0

Tangetsdst Urtinnem i) Linkroan 31202271 3 1

Taigeti2ag Urbnosm ) Linkraossn Caa3246708 o

TamgetHREE Urbmmumy el . Linkraain (2343608 1]

Tagelft] 2 Urknawn |2 Linkresn L BRI RER ] !

| aigeititirs Vinephone |20 Link it | FEFLAF amnasidinzds U

Tagal#ii147 Miephone 1205 Linkrcasn 22061 51402 AL A0R0304105343 1

Tagerdli 08 Virephane 23 Linkraossn WHDIH1M1 AAMBETI MOOS0304105433 2 =
. Vi H &

Menu item Targets
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5.2.1.1.6. Menu item «Messages»

The menu item Messages serves for retrieval of the search window wherein audio recordings can
be played back as well as messages can be displayed.
In order to retrieve the Messages window, either select Operation > Messages from the main

)
menu or click the icon Mesage: on main menu bar.

-|of =]

= % | v .
Capp Expait Filer  Helesh  [Dielad
F o -

Daletire.
05 T aiminzhing 04 11100 0i b L H ey g;
TaopetlB23 Tameth1830  Teimnsling | 20050304 11.3236 | D301 A it D003 1ER3 L way 4,
Urkrown Lt ricae | Drignztng | 20050300 172522 | OO0t 07 it D001 250 B way 16, 15;
Urkrawn Tangethi1574 Taiminzting 047614978 20050304 172311 | D301.07 it DBOE0T12801953T waw ;8
Tageliiz (Tageth1098 | Taminsbng 047332219 HOFHE04 106513 DI0053  Cwieh DR030410551 4562 wav L ERIS
Terg=ti1340  Tangeti1341 Temwmn=bng 0451 00254 2005304111350 | 030051 it DGOI04111 2587ES waw R

Urkrovn TamgetiBa8 Tmwnnshng  O91348E13E | 200503-0417:1258 | 000050 it DROA04T112I8ER T waw a; B
Urkravn Tagett$16  Ongnetng 09095462059 00SR04104252 | D00048 Wi (SOITA24E T nay 151515
T i3 | Unksniowe Ongnetng CA00FTE04T0 25T 00047 wWEY ISIE0T T 2 ray ot

T T Tagehiehi?2 Ongnetng ON2470096 | 2005000410 40093 D000 47 A [SOOMTOESH0 ey OB
Urhrawn Linkr oy Ongesteg LA T0-4AT6 00045 W DRIHD4TDAEINENT waw 15:16:15:
Uk rawin | TargetW1060 Teminehrg  D4STIS090 | 2005004105317 ORO04S  wev  (SOI4ISZIFBway 151515

TorpoHfI0S6 | Torgeb#1097  Tomnnching D4EREREIZ | ZO0SCB04 105550 DO0035 WAV (SOI04VIE612562 may 0 B:B: 15
ToroeMHIED | Taiget#1383  Ongnetng 045114578 20050004 171552 00045 WaY  GOI041TTEN0Emay 1515 15
Targattta]2 Taget1298 | Ongrztng  O9127E7714 | 20050200 112520 | 000043 wWAY 16:15: 8
Targatliasd Targeth10E5  Onghztng 065519132 |200S02.04105402 DLOGAZ  wiAY  [(SOI09IS320M3Tear 151515
Tageth220 [ Tagethi231 Taminsbng 045522040 20050304 110530 DR:0041 WAV [EDIOAIOMSTS0may  3:E:E:

Urkrawn Urihowm |Ongratng 050304112204 DGO0AT WAV DS0IMTI213363may 1516

Urkrawn Unishowr | Drigiating | F0SC304112848 OIOGAT WAV (S0AMI280707G mav 161515
jialﬂﬂﬂ? Tagetiti 138 Temnnzting 0913566761 20050304 10:5525  DO0CG40 WAV DR03041D5BER waw 15;15;15;12;_Ij
1 ¥ 'é

Menu item Messages

5.2.1.1.7. Menu item «EXit»
The submenu item Exit serves for terminating operation.

@
Click the icon E& on main menu bar, program will be exit if you select Yes and not exit if you

select No
5

\?) Are you sure you wankt to exit?

Yes MNo |
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5.2.1.2. Main menu item «Settings»

-lofd
Cperation | Sethings  YIEW  WIndom
o

J 0 sers kil & ) el iH
_-Scarch Ex

Haats MSettlngs crl+s Taiget:  tdzszages Users Sethings

Change passwiord,, .
[Change datebass..,

Bacup datahase, .,
Restore databasze ..

[Hest: YaRLI [LUser; ront Server: Falcend [t abase; gsn3d
Main menu item Settings

5.2.1.2.1. Menu item «Users»

The submenu Users serves for retrieval of the authentification window wherein user rights can be
defined.

In arder to retrieve the Users window, either select Operation > Users from the main menu or

(1]
click the icon "#% on main menu bar .

There are various functions that define the rights of the respective user:

0
. Add Add - new user
® Delete wﬁm - delete user
“ Disable - disable user
-
. Update =l _ storage of alterations in Access

The Users window displays name (Login name) and description of the user {Description) in the
form of a table. User rights are defined within the Check Box by ticking the respective options
within the Access pad.

Solely the root user may administrator users and assign them their rights.
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pusers =101 x|

O ® & =8
Add Delete | Disable | Update
Login name | Deseription Access root

W View tasks
¥ Delete task
Callz

W iew calls

¥ Delete cells

B Add tasks

Targets

W \iew targets

¥ Add targets
targets

F
¥ Delete
W Impot/export targets
W Stealth calles
Messages
View messages
¥ Edit messages descriptions
W Delete mess anes

D
I

sers

W iew users
Seftings

W View setting
W Edit zettings

Command analyzet
Wiew commands
«| | |

Submenu User

5.2.1.2.2. Menu item «Settings»
The menu item Setting serves for setting parameters of Falcon D+ Controller
In order to retrieve the Setting window, either select Settings > Settings from the main menu or

»
click the icon 52 an main menu bar.

The menu item serves for retrieval of the playback window, selection of loaded protocol data,
selection of the path for connection to the Audio file and retrieval of the folder containing decoder
data.

Types of loaded data:
- «" outs - file for loading ADP6201PCI
- «" hex» - loading file FPGA,;

- «_\cool2000 exe» - playback with CoolEdit software
- «.. \WFalcon3\Sounds» - path for connection to the Audio file
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Corrroller
Corgraller
Coreraller
Coriraller
Coriraller
Corrraller
Cortraller
Corraller
Cortraller
Careraller
Caoreraller
Coriroller
Coreraller

4 |

| FALCON3

FALCONI
FALCTINA
FALCON3
FALCON3
FALCONI
FiLCON3
FALCONS

(FALLIONG

FALCON3

| FALOON3

FaLCONI

| contiolier

contioler
controlier

| controlker
| contolier

contoler

| contioler
| controlkar
| contiolier
| continlier

cantiolier
contiolier
controlier

Parameter

| Deciypt A2 - Startup ondata
| Targets check piioiity

| Defauk priorily

| Cracte re targets bp (SO
| Create new tarpets by IME
| Crzate new targets by IM5]
| Cisete nisw bargets by THSI
| Mezsages foidar

| FPGA file

| D5 il

| Defauk minirum TaA

| Defaulk masimum TA,
Simplex iegister flag

e

(Mo

[NFALCON A Scunds -

e\Program Files\GEMA\Loadhy 1 443m 31 hex
:WProgram FilestG Sk oach0emid out

o

|63
Mo

Il:::'\.F"rogram Files"Cocl20004codl2000.cne

[ Cencel |

5.2.1.2.3. Submenu «Search»

The menu item Search serves for find essential parameters. This menu only activated when
another menu was opened before.

Menu item Settings

In order to open Search menu, click the icon 58ach  on main menu bar

[ search

Seaich far |

Geachin | - e

Search |

Cancel |

j Search for I

L+

Lol

M5

BS
Drection
15DM
[ratetirme:

Churation )
Tupe
Diata T

Menu item Search
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5.2.1.2.2. Menu item «Change password»

The menu item Change password serves for retrieval of the password window by the current

user of the FALCON system.

Change Password x|

Current Password: |

New Password: I

Confirm New Password: I

Ok Cancel

5.2.1.3. Main menu item «View»

B| Terminal

=10]

Cperation  Settings | View  Window

#2 v chowcagtions 5 ) o ] Q
Hozlz Tazkz al 53 Tagels Meszapes Users  Settings Search Exit

|I—b§:: VAL Lsar; rook Sareert faloona |Da_tabasa: gsnds

Main menu item View

5.2.1.2.5. Menu item «Show captions»

The menu item Show capitons serves for pasting/deleting captions for keys of the main menu

bars and submenu bars.

CONFIDENTIAL

page 16




5.2.1.4. Main menu item «Window»
The main menu item Window serves for placing and aligning dialog boxes on the deskiop.
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1ol =
Operatian  Settnos Mew | Window

D @ (e[ @& @ | € W | Q

Hosts Tazks Ce e Targets  Meszages Users  Seltings Seach Ewmt
Host: YN Lser: rook [server; Faloona Database; gsmag

Main menu item Window
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6. Radio monitoring GSM 900/1800

6.1. Installation and use of antenna

The antenna is an essential part of the system. Effectivity of the FALCON system depends on
thorough installation and use of the antenna.

6.1.1. Connecting the antenna to the system

Connect the antenna to the system by means of the cable. The amplifier's PSU has an integrated
resetting fuse in order to avoid damage to the system through short circuit within antenna or
antenna cable. Resetting of fuse lasts approx. 1 hour.

Short circuit within PSU of the amplifier might cause reduced reception signals.

In such case you should:
* turn off system’s power supply
fix antenna or antenna cable (remedy the cause for short circuit)
Turn on the system again after approx. 1 hour
perform system start
If the problem cannot be solved, please contact the manufacturer.

Other causes for reduced reception signals could be a tear-off or damaged contact within the
antenna cable.
In such case you should:
*  turn off system’s power supply
. make sure the antenna cable is not torn
* turn on system’s power supply again
. perform system start
If the problem cannot be solved, please contact the manufacturer.

6.1.2. Operating conditions

The antenna is not designed for operation under conditions of precipitation. If the antenna is
operated on any roof, you should equip it with an additional weatherproof casing.

Do not fold or compress the antenna cablel Do not damage its slipcover or its plugl Do not use
any antennae which are not supplied by scope of deliveryl Screw the antenna tightly onto the
antenna casing and Falcon D+ Controller!

6.1.3. Recommendations for installation of antenna

By selecting the place of installation, pay attention to the following:
« do not operate antenna nearby power transmission lines
« donot operate antenna nearby transmission antennae
« do not shield antenna with any metal constructions
e  secure maximum distance between reception antenna and Ping-mobile phone (If in the
delivery scope)

The selection of place of installation should comply with the criteria required by the base stations
to be monitored (BCCH channels). Thus the place should ensure minimal numbers of errors and
maximum reception level for all channels.

Concerning this, the menu window Tasks provides all necessary information.

CONFIDENTIAL page 18



oo
elaman & O

GEAMAN SECURITY SOLUTIONS

7. User’s steps to operate the system

7.1. Net-monitoring — mobile phone (Optional)

The NET-monitoring mobile phone serves for quick definition of main parameters of GSM-
netwarks as well as definition of control channels of the base stations. In order to activate the
NET-Monitoring mobile phone, select the menu item “Net monitor” and the corresponding pages
from the opened window.

Important pages are:

page 1 — Information about BCCH-channel's number of current base station and distance between
base station and MS in relative measuring units (1 relative measuring unit = 550m)

pages 3...5 — Information about BCCH channel numbers of neighbouring base stations

page 10 — Information about TMS! and the channel number of current base station

page 11— BCCH channel system information of current base station

page 12 — Information about activation of encoding and encoding type (CIPHER: A5x) and
activation of HOPPING. These parameters are only displayed by Net-Monitor mobile phone during
active phone call.

The «Netmonitor.pdf» document provides detailed description of all pages of the “Netmonitor®.
Note: Use for your NET-Monitoring maobile phone a SIM-card which is supplied by the respective
GSM provider to be monitored. Conduct all measurements nearby objects (targets) to be

maonitored.

7.2. Analysis of radio-electronic circumstances
Open the window Hosts to analyse the radio-electronic circumstances. Therefore select the main

o A
menu window Operation > Hosts or click the icon Hes=  on main menu bar. Click Sen fo start

scanning process. To interrupt scanning process, click %=

After that, within Cells window the following parameters appear in table form:

ID — 1D Number

Hosts — Hosts name

ARFCN — Radio channel number of base station (ARFCN) BS;
Rx-level — Signal strength of BS dBm;

NCC — Colour code of network;

BCC — Colour code of BS;

MCC — Radio code of country;

Country — Name of country

MNC — Radio code of netwaork;

Provider — Name of provider

LAC — Code of zong;

cl — Network identify

CCCHconf - Configuration of CCCH

T3212 —Timer 3212

CA — Number of channels used by BS;

BA — Number of channels of neighbouring BS;

Errors,% — Number of processed data packets, number of erronecus data packets;
Date/time — Date and time of recording;

Comment — operator's comments on recordings.
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The line ARFCN BS displays current resulis of analysis (Last:74)
Right mouse click to display desired parameters in this window.

Click left mouse to align selected parameters on the display.

i %)
| g4 O ‘ b4 &

Edr Delee Fite: Fefiesh D efault
Hasl ARFCH 57| FxlercldBm | Frovider [ v DiCHcont [T3212  |CA B, -
FALCOMN |2 |53 Vinaphone 131 BOS2  SDCoHA (13 | 23252 [ 23456331011.1214.15
FALCON3 6 -7 “inaphone 131 E111  SOCCHA (18 B4 2,45E891011.12,15
FALCONE B 4 Yinaphane 131 B3ZI  SOCCHA 1B 21,28 ZABETAINIZII4IE
FalCONE Iz -7 Winaphune 131 B33 IsOCCHA 8 | 3036 2345837112.1415
FalCONG 113 -5 Yinaphane 133 1172 sOCCHA 118 11931 36 {1.234567891314153¢
Fal DN 15 -5 Yinaphone 131 B3E  SOCCHA 18 17.34 2REBIIZIZNE
FaLCONG |43 -5 WielTel 1111 10832 [ SOCCHA (40 14363 | 4745 48 55355 55 68 F1L
FalCONG 45 |-f7 VielTel 1AM SOCCHA 4D 4571 47 45,49 5052 57555759,
FALCONG |45 |- YietTel 1111 10242 SOCCHA 40 (4E74 | 45,4049 57.55.56.57 59 £,
FALCONG |48 |-54 WietTel 1111 10M2 SOCCHA 40 a7 | 47,44 46 49 5051 535556
FALCONT 151 -5 YietTel 1111 1033 SOCCHA 40 51,78 | 47.51 5455, 60)61,63
FaLCONZ |53 |-62 WietTel 1111 10211 S0CCHA |40 | 5376 43.45,46 47 46.50,53.55 56,
FaLCONG |54 |-70 YietTel 1111 1031 S0CCHA |40 | 54,83 4744 47 51.54 57 BO63 £4
FALCON3 |56 | -B&i YietTel 1111 10542 S0CCHA (40 |EEES 4344 46,4943 51,55.59 52,
FALCONZ 158 -6 YietTel 111 10041 SOCCHA 4D |EBEB | 43,4445 47 4850,52.53 55,
FALCONZ 159 -6 VietTel 111 10432 SOCCHA 4D |B8.7D 45,46,48 49 51 53 5559 52,
FALCONZ |54 |74 WVietTel 111 10722 SOCCHA 40 (E477 14345 47 4051 51,5550 50,
FALCOND 91 42 WokiF ories 1 10202 SOCCHA 45 o7, 04,95,92,95,97.90,100.1 021
FALCONZ 10 -5 MokiFone 1 10542 SOCCHA (45 (EE10D | 54,05, 96,9991 92 9597 0,

To define base stations for monitoring, select Cells window from the main menu Operation >

=]
Cells or click the icon Cele . ARFCN channels of the manitored base stations can be entered by
double click on the line of Cells window.

Notice: System have 8 receivers, but you should switch on maximum up to 5 receivers.
Remaining receivers are used for free ressources (hopping and handover)

The data base provides several functions, which can be accessed by clicking the icons from the
tool bar:

Edit <F4> gdtit - Editing comments on selected BS;
Delete <Del> DEEM " - Deleting BS;

Filter <Ctrl+F> ﬁgﬂ - Cells filter

Refresh <F5> Rietiesh - Renewal of list of BS.

Default D?ﬂ - Restore default
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7.3. Data base
7.3.1. Data base «Targets»

In order to work with the Targets data base, open the data base display and editar window from

the main menu QOperations > Targets or click the icon et

Targets: 1651 = ‘I I X
Wi
I o5 " Fil=: H:gsh g Dit PT?.u I tealih calar
T e
f 7 1
Tamett™ 235 Unkravin 04a=780 ]
Tagetk1527 256 B Linknovn OMERTTSR i _I
Taigeth 515 5 & Unknowin D511 GIE4E i :
Tamgeth a1 2 55 B Lnknown 01206248 0
Taigeth 5z A5 E Unknavin ~E4 5 e i
Tagethz03 | 255 %_uhkmwn +E45024415T1 | el | - il
Tangetk B4 Vinephore: &5 B2 Lnknavin | | BIRINNESEHEITT dHEAN0 | A0S0 TEIEDR 0
TagetfS0S Urknown 55 Unknavin 05 25587 6E 1]
Taetha40 | Unkngen 25 Unknawin +BAD0Z2EOEES | | | | 1
TangekEA0 Winaphore &5 Linkrawn | AR AME N0 JEEMEFE | CODG0-04 1040 56 ()
Tagetf12:6 U rknown 255 B Lnkrown 151 5208591 | | | 3
Tamgeth 1572 Mrkagen 25 = Unbrown BEEHEC !
TamekEll | Urkricen 235 _Unkravin B ERI0EN 2
Tagetf14E3 Urknown 255 B8 Unknown DAHESEIET 1]
Tangetita51 | Unkncren 55 = Unknowin 4BE 2022713 1
Tanget 4R | Unknown &5 B Unknovin 0583246795 0
TametEAE U ko i) Linknavn I i 1]
Tangeth 135 Urhnown 295 Unknawin 4B 304142533 | | I e 11
Tagetk 575 Vnephore 55 Lnknaven | AIGFFCAF 0050402556 (0
Taigetil 147 Vinsphore 235 Unknasn 223800061 71902 J80TCE 20050304 109343 |
Tagetle 10 Yinaphore 55 . ik pavin FImImsaTam MRt Fied IR T UV T ST R R b
L) L}

Menu item Targets.

The window displays the following object data in table form:

ID — Own identifier,

Name — Object name;

Provider — Name of provider

Priarity — Assigned object priority;

Group — Name of object group;

ISDN — ISDN-number of object;

IMEISV — IMEISV of object;

IMSI — IMSI of object;

Ki — Ki of object;

TMSI — Current TMSI of object;

TMSI updated — Renewal time for TMSI of object;
Comment — Comments an recording;
Number of calls — Number of received messages from object.
Host — Host name

Right mouse click in this window to change number of data to be dispalyed within corresponding
window.

Within data base those objects are processed whose priarity is higher than it is defined in the
Check priority window.

Messages from low priority objects are only registered on availability of sufficient resources.
Registered low priority objects will be saved in the data base as new objects with a priority of 255,
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All object data is entered into the data base. Messages from objects, whose priority is not less
than the assigned one, are preferredly processed and resources of the system are made
available. All object data is stored on HDD.

The data base provides several functions, which can be accessed by clicking the icons from the
tool bar:

* Load
» Replace... <Ali+R> =l - exchange of current object list for object list from file.
« Append... <Alt+A> - extending the object list with objects from file.

« Save E - Storage of current object list in file.

*  Add target <F2> D 2 a{.éjding new object.

=l loads Targets data base from file.

s \iew detailledit target <F4> Edt _ editing of selected object.

Delete target <Del> Dekte - deletion of selected object.
Delete the list - deletion of all objects or selected groups.

Delete all Targets - deletion of all targets
i
*  Filter <Ctri+F> fies _ window for system settings and display of objects.

¥ Targets filter T x|

Fielde SR Lokl Valye

R — (i =] [0 3

Name

Provider

Pricrity o AND
Group

ISDM

IMEISY

[MSI E
Ki 4
THSI

TMSI uodated = Add filter

Current fiter parameters

Ok Cancel gy
Target Filter.

Activate CheckBox to show abjects and enter the required parameter.

&
» Refresh <F5> Rstesh _ renewal of object list.
The tool bar contains the Find on pad, wherein you can search for objects.

The upper part of the window displays number of objectst,
eq. Targets #
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For each message data of two objects (calling and answering object) will be updated
simultaneously within data base.
If invalved objects are not contained in the data base, they must be added to the darta base.

Double click on abjects with left mouse to view messages from the selected objects.

0
On adding a new object (Add target <F2= &dd ) or editing a newly selected object (View detail /
K|

Edit target<F4= Edit) an extra window with identification criteria will be opened.

Craomsoms ol
w . B (O @ @ ,| v 8 .49 3|
Load Soawve | Add  Edt Delebe Fiter  Aefrezh Detsoll Pars Ir Sl i)
Prewider =]
T argetit1 2050 1
Tagel#1i15 | L | Irknm | 3507191 H0EE0 3}
Targati] 3181 Unkinawn | 258 E Urknown 0914334515 1
Taigeit 0434 Unkrown o] | Urknowin | 094220532 1
TamgetF] 1245  Unkrow 28 ' Urknoan O09gd1258 1
Tangetlil 4258 Unkrown 250 = Urknoian 0912458037 1
Taigel#l 2565 Unkrovn &h E Urknman | +B4T 435065 | | | 1
Tangeti] 19236 Unkrome 2] E Urkinown | l9sz2ne | | 1
Taiget 4387 insphore ] Urknowin | ZH03FI600ET 2700 | 330585 200500619 3001 (1 _|
TangetF] 4282 _ Unkrowm 208 Urknoan (0304424483 o i o Al
Tagetit1T183 Vinzphone s} Urknown 60E04400290831 33675E11 | 20060305 13:10:10 1
T a1 (64 Linkrovn 24 B8 Urknoan 0905265740 1
TargetF 1573 Unkravn 28 E:Ur'knmn 090024272 1
Taioelt] 2039 Unkrowe #F = Urknoan 485041 FEREF 1 _'II
A »
~ Priani Frcavickes Giroun
= [z taige] |.'5. ma ;! a8 iDu ﬂ g_’
I | [SDKN |ME] L5
| ki 151
=% | Cowment
|EﬁE I Carcel |

Menu item Targets
The following object data is displayed in the editing window:

Priority — priority of object;

Name — object name;

Provider — name of provider
Group —name of object group;
ISDN — ISDN-number of object;
IMEI — IMEI of object;

IMSI — IMSI of object;

Ki — Ki of object;

TMSI — current TMSI of object;

Comment —comment on recording;

On entering of new data or editing of existing data, the changes must be made within the
corresponding line.

Name of provider and name of object group can taken from data base.

Editing of displayed parameters occurs in dialog boxes by clicking the icons E and @ The
changes are stored in the data base via : Save.
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Click Edit Edt if you do not want to save the changes made in the editing mode.

Real time listening-in occurs via:
Open window Calls then live listen telephone conversation

You should switch off the operating mode Calls, when either no listening-in or listening into
messages of only a small number of objects is necessary.

7.3.2. Searching an object within monitored zone (with optional Ping-
Mobile phone)

Search for an object within the monitored zone can occur easily by means of the Ping-maobile

phone (If in delivery scope). The Ping-mobile phone makes a “silent” call to get access to current

parameters of the object.

Note. You must use a SiM-card of the monitored provider for your Ping-mobile phone

There two options for searching an object:
«  manual search;
« automatic search.

7.3.2.1. Manual search

¢  Select call diversion for Ping-mobile phone;

Go to system’s control panel «Ping-mobile phone»; tick Stealth caller in CheckBox of the

Targets window;

Turn off Automat in CheckBox;

Open field Caller ISDN: enter ISDN-number of Ping-mobile phone;

Select object with phone number from Targets window.

Dial object's phone number with your Ping-mobile phone and press Call.

When the message “diversion of all phone calls” appears on your display, abort phone call

immediately. Repeat this procedure at intervals (5-10 times at intervals of 5-10 seconds).

* When the message “diversion of all phone calls” appears on your display, abort phone call
immediately. Repeat this procedure at intervals (5-10 times at intervals of 5-10 seconds).

e«  Thereafter, press stop key on your Ping-mobile phone.

If the wanted object is within the monitored zone, idenfification criteria of the object such as
telephone number, IMSI, IMEISY and current TMSI will appear on the display of the FALCON
system.

7.3.2.2, Automatic search

«  Connect Ping-mobile phone to the FALCON system by means of the interface cable;
COM- or USB port. The window Settings = Devices > Phone connection shows the port to
use. Secure maximum distance between FALCON system and Ping-maobile phone.

«  Activate Ping-mobile phone from the tool bar of the Targets window; Stealth caller in
CheckBox;

Click Automat in CheckBox;

. Settings for Ping-mobile phone:
field Caller ISDN : ISDN-number of Ping-mobile phone.
field Call duration, ms : duration of impuls in msec;
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field Standby, ms: - duration of break between calls in msec;

field Number of attempts: - number of calls;

field Start analysis, ms: - start time of analysis of received message in msec;

field Stop analysis, ms: - end time of analysis of received message between calls in msec.
. Select object with [SDN-number from Targets window.

Press Call and Stop to start and finish search.

=
. W |

Li%d i S[agt!e Al:gd g_?t DE&: T e H:ﬁsh i Dg,u Pﬁ pi

Harme o[ Pronider [Fricity [ Giows [1z04 I EED [ims1 (sl [ThS updated =]
TaigetH! B243 Unk.niawe 2% B Urknown 484504264405 J
Tanpeth 242 | Unkrawn |25 E.Urhnon-n 0412591 078

Targetfl! 241 Urnknaee 255 &8 Urknown 0913356579

=ce e B30 295 = | Unknown DA 4R850

Tangeth1 B339 Winachaons 255 2 Unknawn 36126200:39565215 IEEOECEA | 2005403406 162610
TaigetH! B30  Unk o ei=] = Urknoen +E4F125726T1

TangatH] B337 Unknawen 255 E. Unlsnawn Ognz2zg=gs

T=cetHE396 Minaphone | 25 E_Urknnwn | | 5TIRRO004ATANE | TEECATE | 200G 1625 2
Tangatfl B335 Unknawe 255 Unknawn 04622600 | | |

TaicetH! B34 Winachone |25 E Ll ooty SR0AS4A0T242035T FEtaPALl | 200503406 16 24 5
Tanoetd! 5203 | Unknawen 1255 = Urknorn 097 3387Es | o | .
Targeth! B232 Vinachons 255 E Urinown FE0E9090534625 F2E2EZED | 200503406 16:2T0E

T angetH) 61 | Unkrasen (255 = Unknawn +B40EIREAR 30

Targetl B30 Unk.rawse 255 2 U rknawn 0912845506

Tageth] 5329 |Vinachon= | 255 &R Urknown | (3511030084872 AEETALTY 200503406 16:2E X
TanoatH] 6228 | Unk.nae | 255 = Unisnown +045184565

TmigetH! BT  Unkrowe |25 E.Llrknunln +04 5126853036 | | |

= -

ﬁjmms Unikrive 25 = Unknosn 0904273201 AP'_I
Ed.hl 150N Cal duatiory, e Skardby, me -
T L o i * i

Humher of alt=mpis Stat anslyzis 5_!1:1:_.:_@3'&5__. _
|1I:I = | 4000 | Stat anaksis Stop anaksic ilél

windows Targets

Operator’s tasks:

1. Define optimum pulse length of Call duration (green indication) on Ping-maobile phone
panel as well as length of Standby between calls (blue indication) in order to avoid that
the call is put through to BS. Optimum settings can be identified by means of the NET-
Monitoring mobile phone (serves as virtual target).

2 Define optimum intervals for analysis of received messages (red indication), with
measuring time of call uniil reception of message and time of Start analysis until Stop
analysis.

Any test telephone with known IME!, IMSI or TMSI can be used for this procedure.

The NET-Monitoring maobile phone (optional) can be also used for easier identification of call
parameters for the Ping-mobile phone

If the object is found within the monitored zone, search will be stopped and identification criteria of
the abject such as IMSI, IMEISY and current TMSI will appear on the display.
Note 1. The recommended search algorithm for an object does not guarantee absolute

information. It serves only as auxiliary means for the operator of the system.

Note 2. Erroneous handling of the Ping-mobile phone might lead to complete exposure of the
aperation of the system!
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In order to work with the Messages data base, open the display and edit data base window from

the main menu Operation > Messages or click the icon Messages

Daouble click in the window database Targets with left mouse button to view in the windows

Messages only the selected object.

4 IMessages: 7

&

Copy Edil

M

T oigetH2d27 aetHEATE 0 005-03-04 17 36:0 |0 i 5:15; 15
Tageth2927 | TagetZ56A  Termnatrg | 0612261400 | 2005-0304 165720 00: WAl DGNIMIFSEESE2 may 15:15:15:
Tagethz327 Tagethz578 Teamnatrg | 0512261400 2005-03-04 165323 00:0073 el DG0E041E5S05555 may 115215015
Tagetz927 Tagetd?5P8  Tarminatrg | DS122A1400  2006-030413 6309 000016 witdd | OAOE041 2EEEA0T] way L L L
Tagethz337 TagetHZ52d  Tarminatig | 0912261400 2006-0304 166805 00:00 11 WAL DANE04ERTRIITE way | 15;15; 15;
TagetH=537 TagetHz=:a T=eminatig | 0912267400 | 20050304 174882 00:0371 WAl 0503041 FASIEEES way 15;15;15;
TalgetH927? Tangatizses Terminating | 0912261400 SO08-0204 173808 | 00:02 06 WA DE0E04 F2E01R0S may 159:19:18;
Ll 3|

window Messages

The windows displays the following data in table form:
ID — internal identifier;

MS — object name of MS for current connection;

BS — object name of BS for current connection;

Direction — direction of connection for MS object;

ISDN — ISDN-number of object via BS;

Date/time - date and time of message;

Duration — duration of message;

Type — type of message;

Data — Content of text message or file name containing audio recording;
ARFCN — channel number of BS, wherein message from object occurred;
DTMF — content of DTMF message;

Comment — comments on recording;

Status — state of processing of messages

User — name of user working with data base;

Checked - date and time of editing of file containing recording of message
Host — host name

Right mouse click to determine number of displays on screen.

Click on headline with left mouse button to define position of the selected parameters on the
display

The data base provides several functions which can be activated by clicking the icons from the
ool bar:
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« Copy file <F2> ﬂ - Copying the file containing recording of selected message;

« Edit message <F4> Edl - Editing comments on selected message;

Delete message <Del> Peki= _ Deletion of message;
Delete file <Shift+Del> - Deletion of file and recarding of selected message;

Delete the list - Deletion of all messages from data base;
v
«  Filter <Ctrl+F> filer _ refrieval of system settings window.
x|
Fields Condition Walue
= ~| |9527 =
o [ | |
BS
Direction +  AND
ISDM
Date/time
Duration
Type .
Data -iﬂ,
ARFCN
DTMF -7 Add fiter
Curment filter parameters
Ok Cancel Loy

Window Message Filter
Within Message Filter window you may create user-defined filters on the basis of varying criteria

and parameters. Creation of filters containing symbols occur in the Value window, e.g. % ._..%
symbols: parameter DTMF-Filter: % 34%

&
Refresh list of messages <F5= Bsbesh _ ypdates message list.
The Find on.pad serves for search of messages within data base.
The upper part of the window displays overall number of messages,
e g Messages: 4.
Play back of the selected messages occurs via double click with left mouse button or pressing
<Enter=.

The following entry windows will be opened for editing of messages (Edit <F4> Edt):
Check Box Processed - operator ticks <=play back message==
Comment - operator's comments on recording.

All changes will be stored in the data base by clicking
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GSM 900 GSM 1800
Reception channels a8
Target numbers up to 1000
Identification through IMSI, TMSI, IMEI, Class mark, Telephone number,
Distance
Frequency range of Downlink 935 . 960 MHz 1805 .. 1880 MHz
(BTSTMS)
Frequency range of Uplink 890 .. 915 MHz 1710 1785 MHz
(MSIBTS)
Channel spacing 200 kHz
Number of channel 124 375
Frequency deviation 45 MHz 95 MHz
Frequency stability 003 ppm
Receiver type wide range receiver
Receiver sensitivity -105 dbm
Antenna impedance 50
Time of frequency change in < 500 ps
Hopping mode
Dynamics range =75dB
Volume range 25 dB

Demodulator

GMSK, asynchrony

Decoder

for Protocol Ab-2

Speech codex

RPE/LTP: FR, EFR

Channel structure

TDMA/FDMA

System software

Windows XP

Audio format

standard Wave-format

Power supply

220 VAC, 50 Hz; 110 VAC, 60 Hz
or external battery 12V DC

Operating temperature range

Model No: 580 200 0012

+5°C...40°C

9. Scope of delivery

Main unit FALCON D+

Caontrol unit (Notebook)
network-connecting cable

Power supply cable 230VAC
Dual-band antenna {magnetic mount)
User manual

Transport case
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10. Support

10.1. Guarantee

It applies a legal guarantee period of 24 months for material and faulty manufacturing.

There is no further, explicit or tacit guarantee possible.

The manufacturer is not responsible for sequence damages.

The warranty claim expires if repairs or interventions are done by persons who were not
authorised by the manufacturer.

Errors which occurred due to an inappropriate use of the device, incorrect maintains or the use of
accessories or special accessories not advised by the manufacturer do not fall under guarantee.

Itis in no case allowed fo open the device. I

Any installation procedures for the programs presuppose an in itself conflict-free operating system.
Problem solutions for it require either an intensive detail knowledge of the used system or its
compromise less reconstruction.

The manufacturer does not take over any guarantee for that the programs or systems used by the
user will furnish the striven utility.

Should any warranty return take place, it has before to be agreed by the manufacturer. Otherwise,
it will not be handled.

The manufacturer does not take over any transport damages or transport insurances.

Any unfranked letter or parcel will not be accepted. If there is no error of the product found, a
handling charge will be raised.

10.2. Customer Service, Hotline
Support is generally done by

IBH-IMPEX Elektronik GmbH
Friederikenplatz 55 a
D-06844 Dessau

Tel.: +40 340 2400242
Fax.: +40 340 2400244

E-Mail:  mail@ibh-impex de
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If you would like further Information about ELAMAN,
or would like to discuss a specific requirement or project, please contact us at:

Elaman GmbH

German Security Solutions
Seitzstr. 23

80538 Munich

Germany

Tel: +49-89-24 20 91 80
Fax: +49-89-24 20 91 81
info@elaman.de
www.elaman.de



