Bluecoat

The proposed solution is based on BlueCoat appliances to provide users with a safe and productive Web environment.

Blue Coat appliances are deployed at Internet access points across the distributed enterprise, providing an effective solution to control security for all Web applications and content - including encrypted SSL content.

Blue Coat proxy appliances are based on a custom, object-based operating system providing flexible control with wire-speed performance, and enterprise scalability and reliability. It is a high-performance web proxy.  There is a full range of models, which, properly sized, deliver <4 milliseconds of latency.  The largest model is capable of over 450 Mbps of throughput, still with <4ms latency.  Most applications are accelerated with the implementation of Blue Coat SG, by virtue of Blue Coat SG's integrated caching.

The flagship product, the Blue Coat SG appliance family, provides comprehensive proxy services for 15 protocols with deep visibility and control of web content. Blue Coat SG runs 9 different on-proxy filtering databases managed through a graphical policy table, and enables extensive reporting capabilities. 

Blue Coat also develops Blue Coat AV, an AV scan engine-agnostic Web AV appliance, which, paired with Blue Coat SG, is the highest performance Web AV solution on the market. Blue Coat AV in enterprise configurations scans up to 405 Mbps of traffic for viruses, worms, Trojans, and spyware.

SGOS - Security Gateway OS - processes objects using custom algorithms, a unique object store, and an integrated cache engine. SGOS is not a general-purpose file-based operating system, therefore general-purpose software will not execute on Blue Coat SG.   The SGOS footprint is less

than 20MBs, runs only services relevant to Blue Coat SG operations and utilizes a custom TCP communication stack.  Blue Coat SG is ICSA certified and EAL2 certified and pending FIPS 140-2 certified.

The key benefits of the solution are:

· Secured Appliance with an hardened and proprietary OS

· Scalable 

· Proxy Secured Web Services

· Seamless Integration into existing Environment

· Integrated Manageability

· Performance and Scalability

· Redundancy

Bluecoat High Availability component

The BlueCoat SG offers the capability to implement a redundant configuration of Blue Coat secure proxy appliances. This Blue Coat failover solution is based on a subset of VRRP, that uses an active/passive approach and rely on different concept that we will describe now.

Failover

Using IP address failover, it is possible to create a redundant network for any explicit proxy configuration.  Using a pool of IP addresses to provide redundancy and load balancing, Blue Coat is capable to migrate these IP addresses among a group of machines.

Load Balancing

Load balancing is handled by specific Load Balancers. Proxies can load share the traffic within VIPs. SGs will not take any actions in the load decision and will simply interact with Load Balancers.
Bluecoat Authentication Services component

Determining and configuring the type of security (such as LDAP, local list, and IWA) to implement on your network (authorization) is a critical part of managing enterprise security.

The ProxySG provides a flexible authentication architecture that supports multiple services with multiple backend servers (for example, LDAP directory servers together with NT domains with no trust relationship) within each authentication scheme with the introduction of the realm.

Multiple authentication realms can be used on a single ProxySG. Realm sequencing enables to search the multiple realms all at once.

NTLM, IWA & Kerberos

Integrated Windows Authentication (IWA) is an authentication mechanism available on Windows networks. 

IWA is a Microsoft-proprietary authentication suite that allows Windows clients (running on Windows 2000 and higher) to automatically chooses between using Kerberos and NTLM authentication challenge/response, as appropriate. When an IWA realm is used and a resource is requested by the client from the ProxySG, the appliance contacts the client's domain account to verify the client's identity and request an access token. The access token is generated by the domain controller (in case of NTLM authentication) or a Kerberos server (in the case of Kerberos authentication) and passed to (and if valid, accepted by) the ProxySG.

The server side of the Kerberos or NTLM authentication exchange is handled by the Blue Coat Authentication and Authorization Agent (BCAAA).

BCAAA must be installed on a domain controller or member server.

Bluecoat content filtering engine 

Blue Coat SG uses its unique object store and cache engine to optimize performance 8-10x over general-purpose operating systems, plus provides a wide array of controls over Internet content beyond the binary nature of URL categorization.   Content lists are automatically updated and configurable by administrators.  Allow/deny lists can be created on Blue Coat SG, plus new categories, overrides and exceptions.  Administrators can define flexible policies using header request elements not provided by content filtering solutions.  With the rise of image search engines, these header controls complement URL filtering to ensure SafeSearch modes are always enabled, no matter what the user selects. Blue Coat can also apply policy to embedded URLs commonly missed by traditional filtering platforms, such as translation sites, archives, and image searches. Blue Coat can apply policy based on the category the embedded page is in, since that is the actual "destination" URL.

Blue Coat SG policy further compliments the security capabilities of all filtering databases, by blocking many vulnerability exploits regardless of source URL, blocking unapproved drive-by downloaders regardless of source URL, blocking potential spyware downloads from sites in high risk categories, but allowing page views to maximize business use of the Web.

Blue Coat SG policy can also block spoofed files (e.g., claiming to be a JPG but actually an EXE) regardless of source URL. In concert, these techniques make maximum use of specific and generic techniques for blocking malware and spyware, for the greatest possible protection from known and unknown spyware threats, etc.

Bandwidth management

Blue Coat SG enables administrators to manage content, users and protocols for bandwidth  optimization, plus protecting networks from flash traffic loads.  Policy based bandwidth limits can be created with access controls based on user, group, network address and time of day.

Caching provides the foundation of bandwidth optimization, as end user requests are normally 40-60% content redundant and thus cached.  With Bandwidth Management the base notion of allow/deny policy development is expanded to allow, deny and throttle.  Rather than deny an application that is port-agile and forcing it to migrate to port 80, the application can be throttled to be less of a nuisance and out of a larger congested port. With SGOS 5.x, Blue Coat adds Quality of Service capability, TOS bit control, and the ability to flag specific traffic so that intervening switches and routers can prioritize important traffic. 

Compression services

Bluecoat ProxySG provides compression support in HTTP. It can compress or decompress content on the appliance and cache the response in various forms. For example, you can fetch the content in the uncompressed form, and deliver it to client in compressed form. If the content is cacheable, both compressed and uncompressed forms are stored on the Blue Coat SG for future use. Similarly, you can fetch compressed content from the server if it provides compressed content, and decompress it on the Blue Coat SG if the client is not capable to handle compressed content. 

Regardless of configuration, the Blue Coat SG always decompresses the content if page transformation (for example: active content removal, Two-Way-URL-Rewrite, or popup blocker) is configured. 

The co-release of the Blue Coat SG200 Series appliances and SGOS 4.1.x allows enterprises to extend the same level of Web security and control to the branch offices that exists at the corporate core with TCP object compression. 

To support WAN optimization, Blue Coat SGOS 5.x allows compression by a sending branch or centralized SG appliance and decompression by a receiving branch or centralized SG appliance. This capability is particularly valuable when combined with Blue Coat SG’s ability to proxy CIFS and MAPI traffic. 

SOCKS compression enables customers to reduce bandwidth usage and improve latency between the main office and remote branch office locations. This can be used for non-Web protocols, such as Microsoft Exchange, ERP applications, and tunneling protocols, which constitutes large percentage of traffic on most enterprise networks. 

In conjunction with the SOCKS compression feature for TCP objects, the Endpoint Mapper Proxy allows for reduction in bandwidth usage between the core and the branch for dynamic Microsoft RPC service traffic. 

Blue Coat also offers unique Application Delivery Infrastructure capability that accelerates WAN traffic, intranet and ASP applications, multimedia eLearning content, and SSL-based applications. Blue Coat SG appliances possess 5 varieties of Multi-protocol Accelerated Caching Hierarchy (MACH5) techniques to deliver LAN speeds over WAN pipelines. MACH5 optimizes CIFS, MAPI and TCP protocols, utilizes object caching and byte caching, compresses content, and delivers bandwidth management with Quality of Service capability. Typical environments experience 10-100x performance improvements and 10-1000X bandwidth savings. Blue Coat SG appliances in an ADI role are typically deployed at the Data Center and branch offices. Branch offices wishing to go “direct to Internet” particularly benefit from Blue Coat’s WAN optimization and Web gateway acceleration capabilities combined in a single device.

Central Management with Bluecoat Director

Director optional component provides enterprise-wide management from a central console appliance to multiple BlueCoat SG appliances.  Director provides centralized configuration and policy management with backup and rollback services, allowing administrators to:

· Rapidly configure and deploy new devices using an embedded version of VPM in Director

· Remotely upgrade Blue Coat SG appliances for policy and configuration changes

· Job scheduling to automate updates at off-peak hours with reporting to provide visibility into job status and outcomes

· Centrally manage policies and configurations by device, group of devices or region and distribute globally

· Optimize network bandwidth with content pre-positioning in Blue Coat SG caches   

· Monitor device statistics, configuration backups and disaster recovery

Director can be remotely managed via a graphical-user-interface (GUI) or command-line-interface (CLI).  The CLI can be accessed via a serial console, telnet or SSH.  Both the GUI and CLI have authentication options. 

From a usability standpoint, policy management provides three-tier architecture with hierarchical policy management for an enterprise environment. Configuration interfaces are provided in a GUI or CLI to match the preferences of your administration team.

The Blue Coat Director product provides extended Management with the ability to distribute, backup, restore policy files for multiple BlueCoat SG appliances. Additionally, an administrator can manage policies by device, group, or region and perform job scheduling/job status reporting.

Real time statistics and reporting capabilities

The optional component is called Blue Coat Reporter; it is able to displays real-time data on an

administrator's monitor of an enterprise's Web events and activities. It can be customized to show a variety of information, ranging from desktops likely infected with spyware to data about Web surfing activity, requests for software updates, downloading activity and level of encrypted traffic. Data for each area of monitoring can be updated periodically or streamed continuously. Reporter's dashboard allows a real-time view of these activities and enables for administrators a real-time response. 

Blue Coat Reporter offers outstanding performance of log file imports and intuitive drill-downs for easy viewing of log data. 

· More than 150 pre-defined reports for comprehensive traffic, performance and security.

· A cross-platform processing and reporting engine that runs on Windows and Linux platforms 

· Compatibility with a wide range of log formats

Blue Coat Reporter creates flexible security, IT and network reports for your entire organization. With centralized log aggregation and geography-based reporting, Reporter 8 scales to the volume of log information even the largest enterprises can generate. With role-based administration via an easy-to-use browser interface, reports with read-only privileges can be distributed to multiple administrators and HR personnel on a scheduled basis.

Bluecoat AV component

Working with Proxy SG aapliances, Blue Coat AV uses the "cache intelligence," which ensures maximum performance and preservation of cache-derived bandwidth gains.  With cache intelligence, both the Blue Coat SG (the proxy/cache appliance) and the Blue Coat AV (the AV scanning appliance) have full knowledge of object scan and cache timestamps, as well as time and date of virus signature updates.  This means an AV signature update never dictates a cache flush - which is necessary in any non-integrated solution to prevent the cache being used as a threat propagation point.  Performance is maximized with Blue Coat SG and Blue Coat AV working as an integrated system to perform and protect. 

Blue Coat AV uses one of five third-party AV scanning engines.  Blue Coat AV supports full versions of industry-leading AV scanning engines from Kaspersky, McAfee, Panda, Ahn Lab and Sophos.  These engines detect all viruses that have been discovered to date. Kaspersky and Panda include full spyware prevention capabilities as well. 

Signature files are automatically updated - on an administrator-defined interval. Signature files, by default, are downloaded from Blue Coat's servers (regardless of partner scan engine used), but organizations can specify their own download location.  Signature file updates are coordinated with proxy cache timestamps to maximize bandwidth gains (often 40-60%) and only rescan cached web objects when requested, this feature is known as "cache intelligence".

Blue Coat's solution has no limitations on scanned file size and type, and can be configured to scan all types of files, but the scanning engine vendors do have some differences in the way they support nested compressed files and directories.  For the most part, the vendors Blue Coat supports go deep into nested compressed files (e.g., Sophos, with DeepScan, scans an unlimited number of levels deep).  For large files with nested compression, a patience page with a status bar can be provided to users so they avoid jack-hammering the enter key to get their large download.

Blue Coat AV and Blue Coat SG use a streamlined (6 handshakes as opposed to 8) version of ICAP that is optimized for maximum performance and reliability between appliances.  Blue Coat has further improved ICAP with advanced error and exception handling for increased reliability and flexibility.  Blue Coat SG supports both this optimized version (ICAP+) and standard ICAP, for integration with the widest array of ICAP servers.

Blue Coat AV appliances can be clustered on a single Blue Coat SG for fault tolerance and load balancing.

Both Blue Coat SG and Blue Coat AV use Web interfaces for management, Blue Coat SG provides an optional command line interface.

Spyware prevention, detection and reporting

Blue Coat's proxy-based solution offers gateway prevention of spyware, stopping spyware installers before they install on the desktop.  Furthermore, Blue Coat's solution doesn't rely on a single technique to combat spyware.  Finally, Blue Coat SG/Blue Coat AV does all of this spyware prevention without client-side software and, more importantly, without impeding business critical web traffic or applications.

For most organizations, email is the first line of defense for phishing (since email is the transmission vector for phishing attempts).  With phishing (and pharming), however, the actual fraud occurs over the web. Blue Coat SG is able to understand and elaborate on masked or hidden URLs.  Furthermore, Blue Coat's ability to block undesirable pop-ups at the gateway disables most phishing attempts.  

For IM and P2P, Blue Coat has native proxies that allow organizations granular control over these applications - allow, deny, throttle - across specific applications (AIM, Yahoo, eDonkey, etc.).  The

granularity extends to some specific actions within applications as well (e.g., block IM attachments).  IM worms can use different techniques to propagate and deliver their payload.  Blue Coat Labs tracks IM worms and creates policies to thwart the different techniques the worms use.

Administrators are notified via email or Blue Coat Reporter's canned reports, while end-users can be notified via browser splash-screens - instructing them to either clean their desktop via a desktop utility or intranet-based tool, or to call the helpdesk.
Stima costo di prodotto

[20.000€ - 50.000€]

Stima costo dei servizi

[7.000€ – 21.000€]
