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Web application security- a known problem @

. KAVADD

“The most damaging targeted attacks — those against specific

businesses — have focused on
and custom-developed software." --Gartner, July 2004

"By 2006, Gartner claims, of application development teams
will have a person or team "

--eWeek, September 2004

“The battle between hackers and security professionals has moved

themselves.”
-- Network World, May 2004
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Enterprise IS Budgets - 2005 Projections (AN

. KAVADD
h -

Yankee Group 2004: “Web application security gateways are
positioned for growth”

Don't Know
None of 4%,

E-Mail
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&

Web
Applications
28%

Database
20%

SSL VPNJ

1 0
6% Applications Security Solutions Ranked 1, 2 or 3

in Importance to Respondents’ Companies

Source: The Yankee Group 2004 Enterprise Security Spending Survey
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Recent Attacks @

N KAVADD

“Pet retailer Petco Animal Supplies
Inc. has agreed to beef up its
computer security to settle charges
that it left customers’ credit-card
numbers vulnerable to hackers..."

“Hackers took advantage of a known
vulnerability on an unpatched
computer to potentially gain access
to some 1.4 million names, Social
Security numbers, telephone
numbers, addresses and dates of
birth at University of California at
Berkeley .”

--Reuters, Nov. 2004

“Guess.com was open to an "SQL
injection attack,” permitting anyone

able to construct a properly-crafted

URL to pull down every name, credit “A security loophole at internet bank
card number and expiration date in Cahoot briefly allowed customers to
the site's customer database -- over access other people’s accounts ...”
200,000 in all...” --BBC News, Nov. 2004

-- SecurityFocus, Dec. 2003

Increase in attacks to high profile sites show hackers are now
targeting the application layer

January 2005 PROPRIETARY AND CONFIDENTIAL



Threats-Now Exist at the Application Layer @

. KAVADO

Companies in financial services, healthcare, government, and other industries
are moving supply chain, CRM, and other critical applications online

\/
However traditional security measures — Network IPS and firewalls — fail to
prevent attacks at the application layer

\/
Strong security at the network layer causes hackers to pursue
attacks at the vulnerable application layer

[

\/
This failure leaves sensitive customer data (e.g. credit cards) and corporate

assets (e.g. financial information) exposed to business and compliance risk

Kavado’s solutions protect enterprises from attacks
to their most critical Web-based applications
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Web Application Attack - '®
SQL injection example

\.  KAVADO
HACKER navigates WEB SERVER passes _
to a standard form the “normal” request DATABASE potentially
page, but inserts AND the “HACK” sqQL  responds to SQL injection
SQL command into a command to the with private customer
data field (e.g. NETWORK database data or corrupts corporate
password) FIREWALL passes database
the request - it
appears as “normal”
traffic
e Compromise
_HTTP/H TPS@ HTTP/HTTPS 4--..................[ w
TG 5 YL LR LT EEEE > G sarssssssssssEEnnEEs >
Enterprise
Network Firewall/IPS Web Server DatabF;se
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Potential solution #1 | @

. KAVADO

Doing nothing leaves critical Web applications vulnerable to attack,
and can expose the business to significant regulatory and business risks

Technical Risks: Business Risks:

*Theft of corporate intellectual *Lost sales or customer

property dissatisfaction

-|dentity theft, loss of *Regulatory & audit exposure
sensitive customer data / -Legal liability

Destruction of corporate Loss of credibility with consumers
assets and the business

«Critical application downtime sIncreased IT cost
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Potential solution # 2 @

. KAVADO

Addressing vulnerabilities in development conforms with best practices
and is a less costly solution for new applications during coding

“Removing a security vulnerability during test is < 2% of the cost of
removing it from production system” --John Pescatore, Gartner 2004

But...

*For applications in production,
new threats are continuously
emerging

*Vulnerabilities can’t always be
addressed immediately
(resource prioritization)
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Potential solution #3 ®

. KAVADD

Addressing threats in production protects against known and
unknown attacks, with immediate protection for applications in/close to deployment

“Gartner believes it will become increasingly common for attacks to occur less than 30
days after a patch release. Gartner projects that by 2006, such attacks will represent 30
percent of all attacks, up from 15 percent in 2004.” ----John Pescatore, Gartner 2004
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Security Is a continuous process @

. KAVADOD

Web applications are in a constant state of change, so security isn’t a one-
time fix. “Where to start” depends on where the application is in the lifecycle.

Risk Management

¢
. Vulnerability Management .
Threat Management
4
CSO & Development QA Teams & Change Mgmt IT Operations Managers
Security Team Teams Consultants Test Team & MSSPs & Auditors

Metrics

Enterprise In-House Application Integration Production
Policies & Development Vulnerability Test & Operations

& Trend
Analysis

Risk Analysis Unit Test Testing Staging & Forensics
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Case Example #1 @

. KAVADO

Background Challenge Solution
Global 500 company is Significant vulnerabilities Kavado won the
moving its procurement were discovered at the bid after an
applications online application layer that could not extensive
using a leading CRM be fixed quickly in the code. evaluation versus
solution, supporting / The company was seekinga /' Checkpoint and
over $1B in transactions security solution that could Watchfire

be deployed in production

\/
Results

Company is now planning to deploy Defiance TMS across over 680 Web
servers, protecting its critical Web applications across the enterprise
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Why Defiance TMS? ®

KAVADO

Adoption of threat management solutions for Web applications
security is increasing

» Receiving increasing numbers of RFPs from Global 500 companies for
enterprise-wide deployment; several large pilots in progress

« But current products in the industry are point solutions, and don’t
meet the needs of large, distributed enterprises

v’ Scalability & centralized management

v" Maximum security without impact to performance
v Visibility across organizational roles

v Rapid deployment

v" Flexible architecture

Defiance TMS addresses the needs of Global 500 enterprises
deploying large-scale Web applications in a distributed environment
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Case example #2

Background

A major multinational
operates one of the
largest consumer e-
commerce sites in Asia,
supporting tens of
thousands of
transactions per second

Challenge

Solution

Vulnerabilities allowed
a primarily young
target audience to
steal valuable music
and other media
content, resulting in
revenue loss

®

. KAVADO

Kavado won the
bid against Teros &
Netcontinuum, due
> to flexibility and

— / ease of use

\/
Results

Company has budgeted over $3M to deploy Defiance TMS as the corporate
standard for Web applications in 2005 and beyond, across all subsidiaries
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Introducing Defiance™ TMS | @

KAVADO

Defiance TMS is the first comprehensive Threat Management System
to support large-scale deployment of Web applications and
Web services security for the distributed enterprise.

Key Components:

Defiance Monitor - > Web application Intrusion
Detection System

Defiance Gateway @ » Web application Intrusion
Prevention System

Defiance Security Console - » Centralized administration,
management, reporting, forensics

Defiance Management = » Consolidated repository of Web
Server application security data and logs
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Defiance™ TMS @

Patent-pending Intelligent Escalation technology | kAADD

With Intelligent Escalation™ technology, Defiance Gateways & Monitors
work seamlessly to detect threats, generate alerts, and block attacks

@ Benefits:

Web  Defiance ﬁaéf,‘g:gs'r;:'a"y Maximizes attack protection
Application Gateway Passive Mode « Threat at a single location
results in coordinated response

by Defiance Gateways and

—— —
— = N Monitors across the enterprise

——— — _-—\
2 — = - mgm
OHM P 4 @ Internet Provides flexibility and control
onitor detects
a threat it — * Adjust level of security based
escalates Gateways Defiance on business and information risk
into Active Mode Monitor

(non-intrusive)

January 2005 PROPRIETARY AND CONFIDENTIAL 16



Defiance™ TMS

Security Console \_ KAVADD

Provides centralized administration, management, reporting, and
forensics for Monitors and Gateways across the enterprise

(® pefiance - Security Console M=%

Eile  Edt view Tocls Help DEFIANCE-SECURITY CONSOLE

| Dashboard | | Se(uty policy | [ Administration || Forensics | i ® Be n efi ts :

\Search.|  Server: Mercury (Running) | | |Stop | |Refresh | |LogOut | | Apply Changes

& || (e D Mercury (Gateway server) | IP:123456.783.012 | Group: Group123 | Cluster: ClusterABC (master serven) | ServerTime: 12:43:02 pm.cST ()
E Hoiliste
a G 123

Finance Properties

Emup B2 summary || Popertes || seechciiy || secuiybiens || adminisivetvens | . aea
— Enterprise-Class Scalablllty

so

o

ClusteraBC nning Curtent Mode: Active
= Name:  Mercury Group:  Group123 | . .

o |_|Em : 135628002 | Clusor B ) °
o [ Tre Gamy | CHeARCImarene e | o) ) entralized management 1or vetiance
o [ | Plio Stage:  Production o 0 | w0 | o) . . .
o [ Z0N Y N onitors an ateways enterprise-wide
o || Mercury Tunnels 15 Web Appi

e

([ Meve vork bypose 3
Passive: 5 Usaga
Most  HastNamel Usage: All rocesses
View Details
Visibility A o izational Rol
PN P | ISIDHITY ACroOSss JUrganizational roies

Severity Key:
web app 07: (227 Violations!
&0 15

» Supports needs of senior security
officers to IT operations, audit, and the
business

ety ap 05181 it
25
‘webapp 05: (80 Violations)

L

Escalation Status
Escalated to Active v Server003 for 15 minutesen 12/15/04
at 12:14:04 pm. €5T. Time Remainina (HH:MMSSH 00:08:12

I

Consale: (43 Events)
10

| View Escalation Log | | View Security Violations Log | view consoleLog| | view SystemLog| | View Boot Log|

Provides 4 views into Security: 1) Administration,
2) Security Policies, 3) Dashboard, 4) Forensics
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Defiance™ TMS @

Flexible architecture

. KAVADO

Defiance TMS architecture is highly flexible, and can be deployed quickly
and scalably to secure Intranet, Internet, and Extranet applications

__________________________ . Benefits:
: Public Web Web Defiance Monitor
| Application Services (non-intrusive)
= — == e | Supports existing IT
O g - Qd /W infrastructure, standards, and
B oo B S = Internet procedures
Lm0 \ ! b %
e — - _—::::E «Linux, Windows or Sun Servers
a‘ '@' / RO Network Firewal *Host-based or separate server
= = . *Soft appliance option
Intranet Web Defiance Monitor Defiance Gateway .S u p pOftS Iead | ng E M S
Application (non-intrusive) (host based/in-line server/soft appliance) (Sym an te C, | B M T| VOI | )
— —— *Supports existing organizational
iv- / Router N ro'es
Internal Users Nﬂw_orm;a"
INTRANET DMZ
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Defiance™ TMS

Policy management

. KAVADO

Out-of-the box security policies provide immediate protection, allowing
more customized security policies to be established over time

[BEE

i active selection,
un
Web Application [KavadoForu...] > Tunnel [KavadoForu..] > Host [<Any Host=]
Application Paths List:
RegEx Application Paths | add
i
-
4 3
Select Filkers to apply to the selected Application Path
Filter Name Enable Learn Disable
T, Click Apply when ready | ulnerabilities e
Datahase (O] [} (]
Cookies
HTTPMArhnrs & i 2] _|L‘
4 »
] e ] (s ) [ ]

January 2005

Benefits:

Immediate protection

 Out of the box security policies protect
against known & unknown attacks

Easily customizable over time
*Learn mode & quick click refinement

*Refine policies on Defiance Monitor
without impact to operations, and quickly
replicate to Gateways

PROPRIETARY AND CONFIDENTIAL 19



Key-Points Summary @

KAVADO

Enterprises are moving beyond point solutions and are budgeting
for large-scale deployment of Web application security in 2005

« Defiance TMS is the first solution to provide scalable Web application
security for the distributed enterprise

« Defiance TMS is the first solution to incorporate coordinated intrusion
detection and prevention to detect threats, generate alerts, and block
attacks without impacting day-to-day operations

« Defiance TMS can be deployed rapidly with existing IT infrastructure
and provides maximum threat protection
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Company Overview @

KAVADO

 World-class business, technology, and security expertise

« Visionary senior management with experience from technology leaders Radware,
Netegrity, Gartner, Computer Associates, Transcentive, Segue Software, Intel, Yahoo

« Leading international investors — Pequot Ventures, 3i, Platinum Neurone Ventures,
Banc of America Equity Partners

« Deep technology expertise — Israel-based R&D
« Established 2000, experienced industry player

« Strong market position and customer base

« 200+ production installations, including 5 of the top 12 Fortune 100
« Worldwide operations in US, Europe, Middle East and Asia

 Leading-edge products and technologies

« Award-winning Web application security suite based on patent-pending technology

January 2005 PROPRIETARY AND CONFIDENTIAL 22



Customer Success @

. KAVADO
Financial Services Government
HSBC < © bank hapoalim m
w7 TENNESSEE VALLEXY AUTHORITY
@}mentech The Federal Reserve Board
Reglons i TR

: = Communications

UUP.- =4 Commission

i NORWICH UNION

Pharmaceuticals Professional Services
! ‘ Ell ERNST & YOUNG
Boehringer “ Aventis Quality In Everything We Do
I"Il Ingelheim

PRICEWATERHOUSE(QoPERS

FOES‘I"’THE

BIlStOl MYETS Sql-“-hb COTUPEHY Delivering the business value of IT*

¢ ) Bayer @
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Key-Partnership Development " @

. KAVADD

Technology Alliance Program Ty [BM@server
Partnerships with leading technology \/

companies to deliver integrated =L , symantec.
solutions for our customers

Protected Path™ Program

Enables Value Added Resellers, JPEAPOD Hlt

System Integrators, and Service _—
Providers to resell Kavado’s

Web application security solutions F@rsvyThHE 2“

Delivering the business value of ™

Consulting Partnerships
Supports security consultants
in using Kavado’s solutions

to help customers meet regulatory I l |
and audit requirements
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Recent Media Coverage

@ NEWs.CoM .
TECH NEWS FIRST

CNET tech sitss: | Price comparisons | Product revisws | Tech news [ Downloads | Site map

alerts | Hews.com Extra

Get more news with News.com Exdra, Sasaveo svonies [V Sennen] SDUENEED

[Perspectives]

<« sdvertizement

Insight

) ) Persp » Strategy & you're gonna need a

Phishing crooks aren't staying still-they're getting smarter.

bigger stocking!

Phishing--who's taking the
bait now?

Hovanbar 23,2504, 0 AP

oy visam e

S email | | print]| @0 Trackback
D, TalkBadk

Phishing is a technique used by hackers in which spammed e-rmail

draws you to a phony Web site that looks amazingly like that of a

trusted institution such as your bark. Once there, wictims unwittingly

disclose personal financial information that the phisher uses to defraud

the e-business and conduct identity faud and thefl. Because of el » This week's headlines
publicized phishing attacks, most people are now sensitized to these

scams,

There is now an even scarier develapment on the phishing harizon-
one in which e-businesses may become unwitting accomplices,
because it is diffcult for sven the most sawy of Web users to detect
“Blended phishing” attacks emplay a trusted organization’s legitimate

Latest headlines
o Comcast subscribers flock to free Tivo
tecarders

“Phishing—who’s taking the bait now?”
--CNET News.com, Nov 2004

i Pan ofthe Sl e Teohnobogy Newor

White Papers

eline e

owp securitypipeline e

Lnsssmsneasin FEATURING SECUR

SEARCH advanced ssarch —‘ FreeNewsletter Glossary ContactUs  AboutUs

NEWS | TRENDS | HOW-TO | PRODUCTFINDER | DESKTOP

Decernber 08, 2004

Symantec Certifies Third-Party Security Tools

| NETWORK | INFRASTRUCTURE | POLICY & PRIVACY.

RELATED LINKS

0 Microsoft Buys Anti-Spam, Anti-Spyware Software
Company

By Judy Mottl Security Pipeline

Symantec Carp. has cerfified solutions from four security vendars (Kavado,
NFR Securiy, Qualys and TippingPaint) as part of its Technolagy Pariner
Program

The program, which is focused on ensuring third-party an\utmna are

with the Symantec Securt m (35MS) and
the Symantec Anfivirus Sean Engine, establishes atandavdafm diverse
products to work together to simplify security managementissues.

"Symantec and its certfied technolagy parners are helping enterprises
mitigate security risk and maximize husiness oppartunity by keeping
cororate assels safe and employees productive,” said Rowan Trollope
Symarttec vice president, security management solutions in a press
statement,

"Each partner solutian contriautes to the overall security and availanility of
enterprise customers' information by aggregating and normalizing security
events Tor rapid analysis and remediation”

According to Gerhard Eschelueck, CTO and YP of Engineering at Qualys,
QualysGuard Integtation with Symantet Enterpris e Security Architecture

streamlines the process of handling security events by agaregating and

comelating winerability intelligence.

"The tesultis more efieclive thieat and

0 UPDA To Acquire Veritas For $13.5 Billion

0 Microseft Acquires Anti-Spyware Vendor

mantec To Acquire Veritas For $13.5 Billion
0 Feds Failing To Protect Adainst Cybersecurity Threats
0 SAP Launches Security Service

Affordable servers
for small/medium-
sized businesses.

m @SETVET"  Get ihe while paper >

Infosecurity Europe 2005

JJ europe

Homepage,
ews)

Feattires & Contents.

ne Information!
atine Registration)

ertising nformation
Enevsietter

Contact

12 Naverber 2004
Security firms leap into Cahoot debate

Brian McKenna

At least three IT security companiss were prompt to comment on the avoidability of Cahoot's well-
publicized security breach of 5 Hovember. RSA, Kavado, and Netegrity stepped forward to offer advice.

The BEC exposed Abbey’s anline bank to be guilty of a security blunder intraduced during a systs
Uparads telvs ey previously - The Upshot of the breach was that cusromers were bl &5 see devails of
ather people’s accounts, but unable to mave money araund.

Tim Pickard strategic marketing director RSA Security, Emes commented: "This is graphic proof of RSA
Security's assertion that username and password securlty is tatally inadequate for taday's ecommerce,
Enlightened electronic traders such as AOL in the service provision sector and Credit Suisse in the online

nking enviranment, have already cammitted to the next generation af secure lag-on service. Strang,
two-Factor authentication, incorporsting something that the user knows and something that the user has,
would dramatically improve the security of consumers in this type of environment

Netegrity, meanwhile said, in a statement ‘although no financial loss was suffered, the damage to
Cahaot's brand and custorners' canfidence could be lang-lasting”

And Vik Desai, CEO of web application security provider Kavado said that "banks owe a duty of care to
pratect their customers privacy and also a legal abligation under the Data Pratection Act, We alread
pratect many financial institutions custamers fram this sart of security breach, but some are yet to take,
inor investment in the inexpensive technology available which can be quickly and easily
installed to protect customers from both the mistakes of IT departments and also attacks by cyber

inals
“This security breach could easily have been prevented by installing web application firewalls which
prevent agplications allowing unauthorised sccess, sven i the F epartment maki

mistake. In this instance the technology would have prevented acoess to account details without the user

pame ang password hemq supplied, and secandly would have alerted the bank ta the security prablem in
e system opara

“Symantec Certifies Third-Party Security Tools”
--Security Pipeline, Dec 2004

KAVADO

Explore the TechTarget Network at

© starchsecurity
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Buy time, patch virtually

By Mathew Schwartz, Contributing Viriter
11 Now 2004 | SearchSecurity.carm

S bl Is speed the answer for patching e

o EXFLORE THIS ARER: RICH MEDIA ADVERTISEMENT

Unbiased expertise
for IT security pros

quarter, my sales people need access' - that Sort of thing

O course securily managers can rush every new

writical ficinto produstion. Toa oflen, however, theyre
stymied by events beyond their control, including
business resistance and insuficient testing fime.

Wihile a vulnerability management pragram can speed patching, such an
approach often encourters radblocks, said Jim Slaby, a senior analystat
the Yankee Graup, a Boston-based research firm. "For example, security and
IT sy, 'Look, we're going to need to take the application ofline to administer
3 patch.' And the line-ofbusiness people say, Absolutely not, its end of

The need to surmount this problem, he says, is driving interest in application
yateways." Available from such vendors as Kavado, Imperva and Teros,
these sit between the agpiication and the rest of the netwark, and mimic

View the webcast,
Tuesday, December 21.

Back to news index

patches to prevent exploits, dropping suspect packets before they reach the
application. While a temporary solution, this approach “allows IT and security
10 head fthe most nressin threats in 3t i disrntive * Slaby szid

“Security firms leap in

to Cahoot debate”

--InfoSecurity Today, Nov 2004

“ Buy time, patch virtually”
--Search Security.com, Nov 2004

January 2005
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Recent Awards for Kavado’s solutions @

KAVADO

"Kavado customers say ScanDo is a hew necessity for organizations that execute
critical business processes over the Web. It will typically identify a hole big enough
to drive a truck through on the first pass, so payback can often be achieved during
the evaluation or pilot period. "

Nina Lytton, president and principal analyst of OSA [:HM-E

ROADS

"The 'InfoWorld 100' recognizes companies like Paymentech that made the best use of
technology to enhance their businesses. Paymentech built an innovative and
proactive Web application security strategy using Kavado's ScanDo to meet critical
technical and business objectives." 200 5]

Steve Fox, editor-in-chief of InfoWorld

VENTURE

The Twenty Venture-

"The Web application protection space is a key space, and Kavado is at the forefront." mm"ﬁ&“&

Venture Reporter

"Our annual awards highlight the passing year's key IT trends and unveil our Test IEEHﬁﬁ["HII' :
Center analysts' picks for the most innovative and effective products in 2004. LA

Steve Fox, editor-in-chief of InfoWorld W
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