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Penetration Tester/Security Analyst

Professionally skilled with at least 5 years of experience in Information Security with capacity
to make Penetration testing, Application pentesting, Wireless security and Vulnerability
assessment.

Skills:

Excellent knowledge of TCP/IP

Good knowledge of Solaris/Linux/Unix, installation/administration/hardening

Good knowledge of Intrusion Detection system, Firewall, Application level firewall
Good knowledge of trap monitoring, log correlation

Good knowledge of C/C++ languages

Ethical Hacking (Appscan, Coreimpact, Canvas, NGSSquirrel, Aircrack, Metasploit, ISS,
Nessus, Retina, Qualys)

Good knowledge of ISECOM Open Source Security Testing Methodology

Penetration testing (exploit development, manual testing)

Penetration testing TCP/IP advanced: spoofing (Level 2 ARP, IP, application level) , DNS
cache poisoning, Man in the Middle, VPN tunneling, dynamic routing protocol forging,
packet forging, Crypto protocol downgrading

Penetration testing of complex applications (Web, DB, Application framewaork)



