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HT History

Cert-IT founders
CryptoNet and Intesis founders
15 years of experience in IT Security

In 2003 spinoff Ethical Hacking division of Intesis — Hacking

Team

June 2007 — Venture backed
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Key advantages

Our Customer Care

Our Team (security specialists)
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Our Project (ad hoc and high customizable)

EXxperience

Methodology
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HT References

Finance: ING, DB, Barclays, ABN, Unicredit, Postecom, ABI, MTS,

etc

Insurance: Axa, Ras (Allianz), CNP, Royal&Sun, Toro, SAl/Fondiaria,

etc.

Industry: Ducati, Coca Cola, Sirti, Thales, etc
Telco: TIM, I.Net

Services: RAI, TSF (Italian Railway), E-Utile

Public Admin: Italian Ministry of Internal, Lombardy Healthcare
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Offensive Security

e Law Enforcement solutions
e Security Intelligence solutions
e Computer Forensics support
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Defensive Security

HT Solutions

System Integration
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Vulnerability Assessment

Security probes (network, application, logic,)
Internal and external

Stress test, discover network and application
bottle-neck

Definition of Security Policy, Security Plan and
Fixing Strategies
Analysis and project of secure code; study and

control of software security; sensibilization to
secure development

Wireless and bluetooth network assessment
Wardialing and Wardriving
Social Engineering
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o Security Study & Security Plan
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e » » | Advanced Ethical Hacking

First Ievel:-Second level:

Attack from Attack from
External network Internal network

HT
ETHICAL HACKING
Forth level: Third level:
War dialing Application

War driving Security check
Social eng-

OUR SECURITY ENGINEERS ACT AS
IF THEY WERE REAL HACKERS

Methodology
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OSSTMM methodology supported
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<c|ient side

Oud

® Application Assessment & Stress Test
Client-side Web server Application server | Database server
Threats Threats Threats Threats
Cross-Site Scripting | Known attacks Cookie poisoning DB Exploits
Spoofing Web Exploits Parameter tampering | SQL Injection
Trickery
Misconfigurations - OS bugs - Buffer Overflows
STRESS TEST ANALYSIS
< @ < b | : : : )|
Web Browser _ EB APPLICATION DATABASE
Internet or
extranet

server side>
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L Advanced
Troubleshooting

e Consultancy for
network security
application security
eterogeneous e complex environment
multi-vendor, multi-platform
e Criticity
e System optimization
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System Integration

e Experience:
ldentity and Access Management
Strong Authentication, SSO, Web SSO
Log management e Event/Business Correlation
Network Security (FW, IPS,VPN, VPN SSL)
Proxy, Reverse Proxy, Web/Content Filtering
Application Security (FW Applicativi)
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System Integration

Database Monitoring&Security
Data Loss Prevention (DLP)
Desktop Security

Antispam, Antimalware
Disaster Recovery

Hight Availability

Network Access Control (NAC)
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Technology partners

Blue®Coat Actwvidentity
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Enterprise Security Management
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