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H ki THacking Team
HT Srl is a 100% Italian company founded in 2003
by Valeriano Bedeschi and David Vincenzetti.
Venture backed in 2007 by two Italian VC fundsVenture-backed in 2007 by two Italian VC funds

The company is an active player in the IT security
market and it offers Ethical Hacking (pentest)market and it offers Ethical Hacking (pentest)
services, security tools and intelligence instruments
for governmental institutionsg

HT has developed a highly innovative offensive IT
security system which, in specific circumstances,y y , p ,
allows Law Enforcement Agencies to attack and
control target PCs from a remote location
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Wh t t ll hWhat actually happens

IT offensive security represents a new and highly
innovative technology
It’s growing very fast because of phenomena such
as terrorism, industrial espionage and insider trading
Advanced use of the Internet by terrorists makes
LEAs increasingly nervous
E l th ti l th f t d V IPExample: the exponential growth of encrypted VoIP
communications (Skype claims 300+ millions of
users) by residential and business users is ausers) by residential and business users, is a
nightmare for LEAs
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Wh t t ll hWhat actually happens
If…

Skype encrypts online conversations by default
Sk i bi it ( h b l tiSkype is ubiquitous (same phone number, location
independent)
Skype is likely to be one of the favourite ways ofyp y y
communication by tech-savvy criminals

Then...
Governments should use spyware-based wiretapping
technologies (that is, offensive technologies) to foil
tech-savvy criminals’ communicationsy
(Some countries still lack a law that would allow the
authorities to spy on suspected criminals by secretly
inserting “remote forensic software” into their computers)
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Passive monitoring is 
useless against most 

encrypted communication 
systems (such as Skype)
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Offensive security 
monitoring is highly 
effective on most 

communication systems
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Offensive security 
monitoring is highly 
effective on most 

communication systems
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Wh IT ff i itWhy IT offensive security

Cyber space is a very attractive place for criminals:
It’s cheap, quick and easy to accessp, q y

IT offensive security systems can beIT offensive security systems can be
complementary to more traditional passive IT
monitoring solutions

Governments need to have both defensive and
offensive (IT) capabilities
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IT ff i itIT offensive security

Operational scenarios:
“Standard” criminal investigation (evidenceStandard criminal investigation (evidence
gathering) performed by Governmental
Organizations such as Police and Tax Police.

Intelligence gathering activities performed by
Security Agencies when cracking downSecurity Agencies when cracking-down
terrorism and serious organized crimes.

(Corporate scenario: when fighting white collar
crimes, I.P. theft, insider trading)
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R t C t l S tRemote Control System

Remote Control System is an IT stealth
investigative tool for LEAs (It is offensive securityinvestigative tool for LEAs. (It is offensive security
technology. It is spyware. It is a trojan horse. It is a
bug. It is a monitoring tool. It is an attack tool. It is a
tool for taking control of the endpoints, that is, the
PCs)
It permits passive monitoring and active control of
all data and processes on selected target
computerscomputers.
Such computers might or might not be connected to
the Internet
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M it i d L iMonitoring and Logging 
Remote Control System can monitor and log any
action performed by means of a personal computer

Web browsingWeb browsing
Opened/Closed/Deleted files
Keystrokes (any UNICODE language)y ( y g g )
Printed documents
Chat, email, instant messaging
Remote Audio Spy
Camera snapshots
Skype (VoIP) conversationsSkype (VoIP) conversations
…
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PC hit tPC architectures

Windows XP
Windows 2003
Windows Vista

Q109 MAC OSQ109: MAC OS
Q409: Linux
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M it i d L i
Remote Control System can monitor and log any

Monitoring and Logging 
Remote Control System can monitor and log any
action performed by means of a smartphone

Call historyy
Address book
Calendar
Email messages
Chat/IM messages
SMS/MMS interceptionSMS/MMS interception
Localization (cell signal info, GPS info)
Remote Audio Spypy
Camera snapshots
Voice calls interception
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S t h hit tSmartphones architectures

Windows Mobile 5
Windows Mobile 6

Q109: iPhone
Q409 RIM/Bl kBQ409: RIM/BlackBerry
Q409: Symbiany
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I i ibilitInvisibility
Allows monitoring (all) PC user’s activities
After the installation, Remote Control System cannot
b d t t d b b d tbe detected by any bugged computer user

Existing files are not modified
No new files appear on the computer’s hard diskNo new files appear on the computer s hard disk
No new processes are executed
No new network connections are established
Antivirus, antispyware, anti-key-loggers cannot
detect our bug
► E g Gartner Endpoint Security Magic Quadrant► E.g., Gartner Endpoint Security Magic Quadrant
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Fl ibilitFlexibility
Goes beyond logging and monitoring
Allows performing actions on a bugged
computer
►Search and view data on the hard disk
►Execute commands remotely
►Possibly modify hard disk contents
►Trigger actions in response to events

• Start sending data only when the screensaver
is acti e remo e itself on a preconfig redis active, remove itself on a preconfigured
date, etc.
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Att k/I f ti tAttack/Infection vectors

Remote Control System is software, not a 
physical device

Which can be installed remotely
►Computer can be bugged by means of several p gg y

infection vectors
►Intelligence information about remote target 

mandatory
… but local installation remains a  option
►Usually very effective
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R t i t ll tiRemote installation

Remote infection vectors
Executable melting tool
HTTP Injection Proxy
HT Zero-day Exploits library (library is 
“indirectly” accessed by customer)indirectly  accessed by customer)
HT consultancy: anonymous attack 
scenario analysis attack cookbookscenario analysis, attack cookbook
►E.g., Moving target using Skype
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L l ( h i l) i t ll tiLocal (physical) installation

Local infection vectors
(Bootable) CD-ROM(Bootable) CD-ROM
(Bootable/Autorun) USB pen drive
Di t h d di k i f ti b fDirect hard disk infection by means of 
tampering with computer case
Fireware Port/PCMCIA attacks
HT consultancy: anonymous attack y y
scenario analysis, attack cookbook
►E.g., Internet Café using DeepFreeze► g , te et Ca é us g eep ee e
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C iti l iCritical issues
Remote Control System could not work 

without the following features
1. Invisibility, at system and network level
2 Flexibility (event-based logic)2. Flexibility (event-based logic)
3. Infection capabilities (attack vectors)

R b t & S l bilit (b i d b4. Robustness & Scalability (being used by 
many clients in real security scenarios)

5. Centralized management of unlimited 
HETEROGENEUS targets
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