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The New Front Line

Dealing with the retained
communications data explosion
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History of communication

= 1660:
= 1876:
= 1976:
= 1979:
= 1988:
= 1989:
= 1992:
= 1993:
= 1995:
= 1997:
= 1999:
= 2004
= 2007:

National postal service introduced

Bell patents first telephone

First commercial email services

First commercial cell phone service
IRC introduced: birth of IM

DSL developed

First SMS sent to Richard Jarvis of Vodafone UK
Prepaid cellphone tariffs introduced
Vocaltec introduce first VoIP service
First social networking site

Modern peer-to-peer file sharing begins
YouTube launches

Fuser & other aggregators launched
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Current state of communication

= 600M webmail accounts on top 4 webmail sites
» 30% Americans have more than one email account
= 1.2B social networking accounts

= 500M DSL subscribers

60 Exabytes/year (15000 Gbps) internet bandwidth

Wealth of data to exploit
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I What can we use this for?
= |dentify relationships that were previously impossible e.g.
cellphone number to email address

» I[mprove detection of crime e.g. online exploitation, phishing,
identity fraud

» |[dentify patterns in criminal behaviour

» Go undercover without being exposed to high risks

The Internet Is a platform for new crime

The Internet can be a platform for new
crime-fighting
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Dealing with the explosion
» Engage CSPs & online providers in a partnership to
develop solutions & tactics

* Make use of the data that is available for ‘free’ e.g. open
facebook profiles, blogs, linked-in CVs etc.

= Need to understand the data. How does it relate to the
‘real’ world? How do LEASs use this to solve crime?

S
Ocbo @ facebook 4
XBOX 360 vodafone

Wil Linked @ GoOOgle B e o
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http://images.google.co.uk/imgres?imgurl=http://navigationuncharted.files.wordpress.com/2008/05/google20logo.jpg&imgrefurl=http://navigationuncharted.wordpress.com/&h=478&w=1197&sz=204&hl=en&start=2&sig2=G4yZouOMm5jkgMQ_oqOQVA&um=1&usg=__75PH-Dl-89CiDPb2QZFz0RmlOv8=&tbnid=ylwf-XkJVe34QM:&tbnh=60&tbnw=150&ei=5C7ISLPZKIHo1gar_N2KAQ&prev=/images%3Fq%3Dgoogle%26um%3D1%26hl%3Den%26sa%3DN
http://images.google.co.uk/imgres?imgurl=http://xataka.com/archivos/images/Blogger.Logo-thumb.png&imgrefurl=http://4clubbs.blogspot.com/2006_11_01_archive.html&h=248&w=250&sz=8&hl=en&start=5&sig2=_gQIVWWCVpmYt9wDkH8AZg&um=1&usg=__R6ixXvwcKJJXAOuwLxjt_L90xsA=&tbnid=R2OC38Tv2KLY8M:&tbnh=110&tbnw=111&ei=PC_ISN_-PJH-1QbfpuSGAQ&prev=/images%3Fq%3Dblogger%26um%3D1%26hl%3Den
http://images.google.co.uk/imgres?imgurl=http://lastshepard.files.wordpress.com/2008/05/xbox-360-logo.jpg&imgrefurl=http://lastshepard.wordpress.com/&h=395&w=584&sz=54&hl=en&start=9&sig2=DfkiJ3hvU01kFTRCGeafyg&um=1&usg=__XN4s_xDBUtMXmSG1MVDcw76MYJo=&tbnid=qQsoCnI0DyP9FM:&tbnh=91&tbnw=135&ei=Vi_ISIXmD5P21gbU1dCEAQ&prev=/images%3Fq%3Dxbox%26um%3D1%26hl%3Den
http://images.google.co.uk/imgres?imgurl=http://sickr.files.wordpress.com/2007/12/wii-logo3.jpg&imgrefurl=http://sickr.wordpress.com/2007/12/05/nintendo-wii-nintendo-wii-dominates-search-engine-queries/&h=992&w=2770&sz=71&hl=en&start=16&sig2=XoLV89ZXL39R-a6YR72gZg&um=1&usg=__cQseQyyQL2lcHw6ooJuRWtCttHg=&tbnid=9QmGxgxA58mZRM:&tbnh=54&tbnw=150&ei=ti_ISOvOKIOo1gbYq7yCAQ&prev=/images%3Fq%3Dwii%26um%3D1%26hl%3Den
http://www.linkedin.com/home?trk=ppro_pbli
http://images.google.co.uk/imgres?imgurl=http://www.bu.edu/celop/faqs/i/logo_msn_mac.jpg&imgrefurl=http://www.bu.edu/celop/faqs/mll-policies.html&h=150&w=150&sz=5&hl=en&start=1&sig2=mygHrmkIvNjxrzYbcyRAhA&usg=__OTmrf_34pDEuMpwTu0OHO0sIUmU=&tbnid=jAc42iBMWuPPcM:&tbnh=96&tbnw=96&ei=rzLISPzkD4m-1wby_eGGAQ&prev=/images%3Fq%3Dmsn%2Bmessanger%2Blogo%26gbv%3D2%26hl%3Den

Detica>



Cell Phone
Records
Records

Postal Address

The Real World

Geographic
Location

The Internet

Email Address

Detica>



The Challenges

» Technical Challenges

« Enormous quantity of data

 Internet Services diversity & rapid rate of change
« Complex and varied encryption
« Huge number of providers

» Legal Challenges

» Public acceptability & required legislative
changes

* |nternationalisation — service hosted across
country boundaries
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The technology mix

Lawful Intercept Online Content Data Retention Well Trained Effective

Systems Systems LEA User C””_‘e
Fighting
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Summary

Lots of data readily available
= Significant challenges to analyse everything

* Need a good technology mix and knowledge of how to
Integrate them

» | earn to use the internet in the way that your targets do

This Is an opportunity not a disaster
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Contact detalls

Simon McHattie
Head of Interception and Compliance
Tel: +44 (0)1483 817154

Email: simon.mchattie@detica.com

Richard Jarvis
Data Retention Manager
Tel: +44 (0)1483 816798

Email: richard.jarvis@detica.com

Head Office

Surrey Research Park
Guildford
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GU2 7YP

UK

Tel: +44 (0)1483 816000
Fax: +44 (0)1483 816144

London Office
6t/7th Floor

2 Arundel Street
Arundel Great Court
London

WC2R 3AZ

Cheltenham Office

1220 Lansdowne Court
Gloucester Business Park
Gloucester

GL3 4AB

UK

Tel: +44 (0)1452 632400
Fax: +44 (0)1452 632424
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