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Utimaco Safeware
Celebrating 25 Years in the IT security business

» Founded in 1983

» Listed on the German Stock
Exchange

» €59.2 million (fiscal year 07/08)

» 300+ employees
in offices worldwide

» Headquarters in Germany o of
ICeS

Reseller/Distributors

*

» 12 subsidiaries and established
distributor and partner network
around
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Utimaco LIMS™

Competence in Lawful Interception

» Utimaco has been providing LI solutions since 1994

» Worldwide operations: more than 130 installations in 60
countries

» LI systems for 10 thousand to 50 million subscribers,
from 100 to 10,000 targets

» Strong partnerships with many of the leading telecom
infrastructure vendors

» Compliant to international LI standards of ETSI, 3GPP,
ANSI/ATIS, CableLabs

» Conform to numerous national telecommunication laws
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Utimaco DRS
Data Retention vs. Lawful Interception

4 )

Past a Future

Data Retention Lawful Interception

% % Call Detail Records

Call Detail Records
Subscriber Data Qy Call Content
(N J

» Complementary means to assist law enforcement and anti-
terrorism

» Technically many similarities

e
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Data Retention — a quick recap

What?

>

>

>
>
>

Storage of subscriber traffic related data (CDRs) and subscriber data for 6-24
months, depending on country regulation

Data that is generated or processed in connection with the provisioning of telecom
services

For telephony (fixed, mobil, VolP), messaging, e-mail, Internet access
However no content of communication
Delivery of data upon lawful authorization with undue delay

Why?

>

Support law enforcement agencies

References

>
>
>
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National laws and regulations
EU Directive 2006/24/EC
ETSI standards
¢ TS 102 656 (LEA requirements)
+ Draft TS 102 657 (Retained data handover, aka. TS LI-00033)
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DR reference model according to ETSI

CSP Requesting authority
HI-A
< g Issuing Authority
Administrative | | 0000 | iemmeaaaooo]
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Network
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Data store
management
function
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CSP = Communications Service Provider
HI = Handover Interface
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DR reference model according to ETSI
two workflows
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Challenges
‘Operator concerns’

» Costs
Data Retention does not add any value, but is pure cost of business.
Hence operators need to minimize costs for installation (CAPEX) and
operation (OPEX).

» Collection
Required data is available at various systems and must be integrated.
Large operators process more than a billion CDRs per day.

» Compliance
Operators must respond to dozens and hundreds of requests per day
with ‘undue delay’ while there is no common request format and interface
between law enforcement agencies and the operators. Yet operators
must validate each request against various laws for data protection and
public safety.

© Utimaco Safeware AG 2008
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Utimaco Data Retention Suite
Design goals

» Automated workflows for warrant management and request
processing

Cost-effective HW&SW

Carrier-grade architecture (availability, security)

Optimized and compressed storage of billions of small records
Very fast search

Smooth integration into existing networks

Scalable for small and large operators

vV v v v v v v

Compliant to national legislation

© Utimaco Safeware AG 2008
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Utimaco Data Retention Suite
Overview

Law Enforcement
Agency

Operation and

Administration DRS Management Server ETSI

Graphical User Interface HI Module (ETSI RDHI)
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Web Server HI Module (E-Mail) — - —
GUI Module HI Module (Fax) m
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DRS Backend Server Data Warehouse @ @

Warrant, User, Authority,
Node, Systern Management
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Frontend
DRS Manager

System Monitor
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DRS Collection Devices
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Data Archive

Device 1 Device 2 Device N

Billing System Customer
AAA Server Log Fixed Database
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DRS Session Recorder cpRr Mediation
E-Mail Plattform Mobile

DRS Session Recorder
Web Services
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Telecommunications
Network

|
el



NN1001000010 10000008

Features
Collection

» Collects CDR and subscriber data from different sources

» Provides mediation (integration, correlation, normalization, reduction) to
universal data format

» Supports various data formats and protocols from

¢+ CDR mediation systems

+ Billing systems

+ switches, routers

+ AAA servers, e-mail servers
» Remote queries at available databases (at search time)
» CDR generation by passive probes

© Utimaco Safeware AG 2008
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Features
Storage

» Central storage of all CDRs and subscriber data in a universal format

*

L 4

*

per service
per operator/network
encrypted

» Column-wise organization of data

*

L 4

*

*

L 4
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Each data field = one column
Optimized for queries (not for transactions)

Column data can be compressed (typically 40-80% depending on
cardinality and data type)

Optimized indixes per data type (per column)
Less disk 1/O for searches — only relevant columns must be searched

- much faster search times than traditional databases
» Optional integration of available databases; e.g. subscriber database




01001000010 1000000 _'

Features
Administration

» Secure web-interface (https)
» Automated warrant processing
+ Receive warrants over electronic interface
+ |mport request details (ETSI RDHI)
+ Translate request into database query
+ Deliver results
+ Archive warrant documents
» Comprehensive user management
+ Segregates user roles by different access rights (admin, operator, auditor, ...)
+ Separates tenants (operators/networks, authorities)
+ Enables hosted service models, supports MVNOs

© Utimaco Safeware AG 2008
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Features
Administration cont’d

Authority management
Node management
Alarm monitor

vV v v VY

Full audit trails of all user
system events

» Accounting for billing
to authorities

» System administration
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Features
Delivery

» Electronic interfaces to law enforcement agencies (in & out)
+ ETSI interface (IP interface)
+ Fax interface
+ Emall interface

» EXxport of reports in various formats
(*.csv, *.pdf, ETSI ASN.1, ETSI XML)

© Utimaco Safeware AG 2008
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System configurations

» DRS Small Storage Server
¢ Single X64 server, Sun Solaris 10
¢+ <10Mio CDRs per day
+ [ntegrated disks, 1.5 TByte net, RAID-Z

» DRS Medium
+ Two X64 servers, Sun Solaris 10
+ <50Mio CDRs per day Server + JBOD
+ JBOD storage, RAID-5, 4-48 TByte

» DRS Large
+ 3-4 X64 servers, Sun Solaris 10
+ 150Mio - 1Bill CDRs per day
+ SAN, fiber channel, RAID-5, 21-112 TByte and more

Server + FC SAN

© Utimaco Safeware AG 2008

» Customized configurations
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Proof-of-Concept

» Performance Test
+ Retention of 37 billion data records (100-500 byte each)
+ |Load performance of up to 390.000 records per second
¢+ Compression rate between 41% to 83% dependant on service

+ Response times for typical search queries 1.2 to 5 seconds

© Utimaco Safeware AG 2008
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Utimaco DRS
Key Features & Benefits

© Utimaco Safeware AG 2008

Central management of all requests for retained data
Benefit: Easy of use, high automation, low OPEX, strong security

Modularity and scalability
Benefit: Cost-effective integration in existing networks of any size with various
communication services, low CAPEX

High performance for load and search
Benefit: Suitable for large networks with several billions of CDRs per day

Granular user and security management, multi-tenant capability
Benefit: Strong data protection as required by law, suitable for multi-provider
networks and hosted service models
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» Please visit us at booth no. 5 from Thursday to Friday
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thank you!
dékuiji!
gracias!

Bbi!

merci!

tacka dig!
grazie!
dank u!

OaG EUXAPIOTOUNME!

danke!

www.utimaco.de

René Nitzinger
Utimaco Produktmanagement

Rene.nitzinger@aachen.utimaco.de
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