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A New Complex Situation Creates a Number of

Challenges to Correctly Identify Targets...
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How do you accurately identify targets across multiple applications, multiple

¥ QOSMO

S physical locations, multiple terminals and multiple identities?
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Challenge #1: Identify Users across all Types of
Communications

"u New challenges for LEAs

m People are no longer linked to
physical subscriber lines

m The same person can communicate
in several ways
m Example: VolIP, Instant Messaging, 1. Trigger = VoIP activity on

Webmail, FTP, etc : .
: : ' monitored user login
m How to launch interception across all

communication with a single trigger?

u Answer 2. Link user login to:
m |dentify users and intercept all type of -User MAC

communication initiated by the same -or IP address
user when a trigger such as “user l

login” is detected -or IMSI
m |dentify Internet access point and ‘
physical device of targeted user
m Link trigger to IP address, MAC 3. Intercept VoIP + Webmail

address, IMSI, IMEI, etc.

m Show all communication on the same
screen, in real-time: Webmail, Instant |
Messaging, FTP, P2P, Financial
Transactions

+ Chat from a particular
user on a certain PC or
mobile to a specific person
in real-time!
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Challenge #2: Need to Understand Different Applications
Behind The Same Protocol

" HTTP is not only used by Web
browsing

m HTTP is also used by: LiveMail,
Gmail, YahooMall,

- o m putterriy W CATEPESS M hmtnn L cumers “Siibenm Chal ™

GoogleEarth, GoogleMap, haguet) Satendl’ Mctiptice oraris | Groemer  COMGE _, crmmarrnss ¢ Connotea
Salesforce, iGoogle, mashups

) ’ ' boat Crunch g e DATNE I8 siione
and hundreds of e S e 9310011 o on [ETETY
other applications... SHISTe] - [ ——— ,,w m

" A user typically has different IDs in croe R o o0 [ forpopt @ fvor
different applications

rezeresos peaoy [ETO ressoee - filangy flickr Flock®

= Answer @ fotoliz Frapp/l, Froogle Geast
m Understand all the applications using cmvmsaseme citagzing - GIZITE) obetiogi Gasil BETTETE GOOgle st mans

a particular protocol (such as HTTP)

= Deep and stateful analysis of IP
packets

= Connection context and session
management

= Connection expiration management
= |P fragmentation management
= Session inheritance management
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Challenge #3: Ability to Recognize Regional Protocols

© Piotr X
Gadunﬁkggngmm . m(::d;:;om
"= Targets may use regional | TR R
services for Webmail, Instant Poland
Messaging, Social Networking,
etc.
m Used by large a number of
people in local country and local
language
m Targets can also use services
from outside their country of 2
origin, in local language or other .\ F&1H
languages \=®' QQ.COM
China

" Answer

m Extend protocol expertise to
local Webmail, Instant
Messaging, Social Networking,
etc.

Q02007
Chinese
Version
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Examples of Regional Protocols

Americas

Hushmail
Lavabit
FuseMail
LuxSci
Trusty Box
Webmail.us
ATT webmalil

Meebo
VZOchat
BeeNut
Xfire

fotolog
Bebo
Sonico
MiGente

¥ QOSMOS

EMEA

Jubii

Mail.ru

02 Webmaill
Orange Webmaill
Pochta.ru
Runbox

GMX Mail

Mxit
Maktoob
Paltalk
Gadu-Gadu

Lunarstorm
PSYC
vkontakte.ru
Cloob
Grono.net

APAC

QQ webmail + Chat
263 webmaill

SOQ (Sohu) IM
POPO, IM

UC (Sina)

Fetion

NateOn

India Times webmaill

Rediff.com
ZAPAK

Mixi
Taobao
naver.com
youku



Challenge #4: Many Applications have Evolved from their
Initial Use

73% completed - Skype™ Receiving file

" Applications are used differently e
than their originally intended oo
purpose .
m File transfer in Skype o e e
m Instant Messaging in WOW
m Financial transactions in Second

Life
m Use of “Dead Mailboxes” within - :
Webmail => shared storage f;,

space and folders (same
login/password for different
users)

% Answer

m Understand real application
usage by correlating multiple
sessions and packets

m Ensure a full view of application /
service / user, independently of
protocol

| |
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Challenge #5: Recognizing Correct Identity Means Going

BEYOND OSI Reference Model

Users can easily hide their identity

New, complex communication
protocols do not follow OSI model

m Examples: P2P, Instant Messaging,
2.5G/3G (GTP), DSL Unbundling,
(L2TP), VPN (GRE), etc.

Protocols are frequently
encapsulated

m Example: multiple encapsulations in
an operator DSL network (ATM /
AALS/IP/UDP /L2TP /I PPP /IP/
TCP /HTTP)

Answer

m Extract user identity information in
real-time, independently of OSI
model and dig into encapsulation
within several complex IP layers

¥ QOSMOS

Qosmos protocol graph
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Example of User Identification within a Tunneled
Protocol: L2TP

= It is important to
accurately identify
encapsulated protocols
such as L2TP (Layer 2
Tunnel Protocol)

¢ . |
— wuu

oy

i

- o0

% This enables the tracking i
of VPN connections

b etween remote \ / Authentication Authentication \ /

Remote worker & Authorization & Authorization Corporate

employees and Headquarters
enterprise networks
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Challenge #6: Not Possible to Rely on IANA Ports to
Track Applications and Users

s Applications can no longer be :
Ilnked tO SpeCIfIC pOftS ‘ Use port | 7778 | For incoming connections

] Port 80 = “The Cnme "\, Privacy . I [Juse port 80 and 443 as alternatives For incoming connection:

boulevard” 1

m Skype runs on port 80, port
443, or on random ports Skype Connection Preferences

m RTP does not use predefined
ports

m SIP negotiates and defines the
ports used for data

communication (RTP) BE=n 7
Service
— Critical
.‘ Answer Application information

m Inspect complete IP flows
rather than “packet by packet”  Protocol J

m Track control connections: e.g. ———
FTP data, SIP/RTP or P2P Packet T m (B [= = E
traffic

m Ensure a full view of application IP Network Traffic

/ service / user independently
of protocol
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Challenge #7: Adapt Rapidly to New Protocols

" Difficult to handle an increasing

numbers of protocols with dedicated
ASICs '.

m Long development times (MONTHS)
m Limited flexibility

u Answer

m Use a software-based approach,
ensuring greater flexibility, easy
updates and short development time .
(DAYS) Gmal YouTube

m Shorten lead times to answer quickly Fonkey i |
to mounting threat patterns - QQ . eO'ace

= Ensure high packet processing e # 1 g
performance by using the latest S|P SAP
standards-based, multi-core MGCP  sitTorrent
architecture RADIUS AP

m Make the software portable across RTP  MMS
different hardware platforms - MySQL

= Appliances, routers, IP DSLAMs,
GGSNs, Set-Top-Boxes, PCs, etc.

| QOSMOS Page 12



A Short lllustrative Demo
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A Short lllustrative Demo

Organization Options Action Drizplay Properties
i .
[Mon_eniren.. || © ® 8 N, Aocess attiues e | Giobal view -
Propetties ==
[ Edit Refresh period (=) Find |:|
Modules =
Tree |Incomin...| Outgoin...l Incnmin...l Outgnin...l Properties u_’,S)
::; =TGRk playerd ~
_ [E-Application Service 1892k n.oo Instant Messaging
Ll sy i@ Audioivideo 479M 169.48k  0.00 0.00[ | _
/ o1 Datahase 3800 352.00 0.00 0.00 Family
[#-5 File Server 38,14k 921k 0.00 0.00
Caonfiguration = Instant Messaging ) . ) L
- -3y aim EO7k  125Bk 000 0.00 T_hlsfarr?lly contains appllcatlanslaf
K1) A msn 38916k 736 89k 000 000 discussion by channel and by using
Player H ymsg 973.00 000 instant messenger.
#- Mail 29112k 3748k 000 0.00
‘ﬁ : ﬁmmdleware 11.01k .38k 0.00 0.00 Wolume (bytes)
Usars -8 Matwork Service 436,57k 402N 0.00 0.0
f = 525 0k
7 MonClassified 4.25M 1.99M 0.o0 0.oo
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A Short lllustrative Demo

Qrganization
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Oe3
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A Short lllustrative Demo
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A Short lllustrative Demo

e =)

Access attributes

REFERER
Source address frormwhich the client obtained the requested URIL

Filter
FProtocal path : msn

Frotocol path | hase.eth.ip.udp.atp.iptep http.msn =
(@ Aftributes per protocaol ) i
Access to inherited attributes : select a couple sonifather | ko selection -

() Multiprotocol attributes

atp ip tcp hitp msn

[] access_poaint « | [C] client_addr « |[C] client_as « |[C] charset « | [ callee

[T create_ctd_delay I [7] elient_addr3z ~ || [ client_port || [ code || [ caller

[] lowe_Iahel [ client_net [ ere_duration [ cantent_lan [ client_status
[T gsn_address || [ defrag_len = || ] ast_port [T cookie _|| ] contact

[T imei [ dst_addr "N flag_fin - || [C] directary =[] contact_id
[Timeisvn N[ dst_addraz [T flag_reset "N filename [ cantact_login
[Timsi [ dst_as | [ fags [ forward_addr [ cantact_nickname
[TTimsi_ece [ dst_class [TTloss_count [T Incation | [] contact_status
[]imsi_ne [ dst_mask [T mss W [] method [ encoding

[ location [ dst_net [ previous_lost [T mime_twpe [ group

[ 1ocation_tvpe [ frao_id [t [ prowy_auth [ login

[[] message_code [ nexthop [T rit_app [ proxy_login [ message_len
[ message_type [ pkt_len [ sack [ prowy_realm [ methad

[ ms_addr_org = |[] prot - | [[] server_port = |[] referer = | [] online_principal

I

¥ QOSMOS
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A Short lllustrative Demo

¥ Monitor : Display values in real time

Incoming
haseftime] hase[application] msnflogin] ip[src_addr] ip[dst_addr
1084358579 msn _mike@hotmail.cam 207 .46, 10.94. -
1084358530 msn wat@hotmail.com 207 48, 10.95.
1084358580 msh _mike@hatmail.cam 207 4B, 10.95.
1084358580 msn _mike@hatmail.cam 207 .46, 10,495,
1084358581 msn d@@hotmail.com 207 .48, 10.95.
1084358582 msn _mike@hotmail.com 207 .46, 10.94.
1084358583 msn watigghotmail.com 207.46. 10.95. |
1084358583 msn wat@hotmail.com 207 46, 10.85. 3
1084358583 msh tapoam@hotmail.com 207 48, 10.95.
1084358534 msn _mike@haotmail.cam 207 48, 10.95.
1084358585 msn ala@hotmail.com 20748, 10,85,
1084358585 msn watighotmail.com 207.46. 10.95.
1084358585 msn _mike@hotmail.com 207 .46, 10.94.
1084358585 msn rmhotmail.com byl mso |lateway.edge.mess... 10,95
1084358585 msh ttapoomg@hotmail.com 207 .46, 10.95.
1084358536 msh ala@hotmail.com 207 48, 10.95.
1084358536 msn wat@hotmail.com 207 48, 10.95. 1
AN2AIE0EOT RS atEnhotraail corn 0T AL AN Qs
Outgoing
haseftime] hasefapplication] msnflogin] ip[src_addr] ip[dst_addr
1084358430 msn 28@hotmail.com 10.95.17 207.46. -
1084358430 msn ikti@hotrail.cam 10.95.14 20746, =
1084358430 msh awati@hotmail.com 10855, 207 .46,
1084358432 msh Aapoomighotmail.com 108517 207 .46,
1084358432 msn 28@hotmail.com 109517 207,45,
1084358432 msn I_mike@hatmail.com 109514 207 .46,
1084358435 msn awati@hotmail.com 10955, 207 .46,
1084358435 msn wialaigghotmail.com 10.895.4. 207 .46.
1084358435 msn iktiEhotrmail.com 10.95.14 20746,
1084358437 msn dghotmail.com 10.95.1% byl mse leway.edge.mess...
1084358437 mshn ktigghotrnail.com 10.95.14 207 .46,
1084358439 msn ala@hotmail.com 10.945.4, 207,45,
1084358439 msn 28@hotmail.com 109517 207 .46,
1084355440 msn awati@hotmail.com 10.95.5. 207 .46.
1084358441 msn 28@hotmail.com 109517 20746,
1084358445 msn awati@hotmail.com 10.94.5. 20746,
1084358445 msn la@hotrmail.corm 10.945.4. 207.46. B
AN2AIE0AAT Fch walasabatraail o 1005 A INT AL
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A Short lllustrative Demo

» Application_Per_IP

¢ [/] Résolution DMS & fij X
Entrant

hase[application] ip[client_addr] sumiethtot_len])

bxml 10113, 82 -

hit 17217, 6526 (M

bl 10113, 126 m

http 104955 T80

gt 203170 288

WS 10113, 263

hit 104956 1484

WS 10113, 2R2

atp 203170 63

hittg 104851 a7l

yia] 101541 10497

kil 10113, 2142

hatmail 104953 3838

bl 111173 187 i
Sortant

hase[application] ip[client_addr sumiethftot_len])

icmp 203171 a0s0 -

hittg 10112, 478 |§|

heml 10113, aa —

hitg 104851 1296

heml 10113, 226

otp rmail.mi oaa

hittg 104956 G445

tep 104955 Qa0

kil 10113, 280

heml 10113, ar

dns 104851 125

tcp 10851 27480

hit 10.95.4 1081

WS 10113 131 i
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A Short lllustrative Demo

&5 Prévisualisation Iﬁ
f index  “hase®applicatio.. ~hotrnail*login not null *hotrail =sender not null  “hotmail.=receiv.. ®hotrnail = subject not null rhase.. ..
“h hiotrail whotrnail.corm stress <est3fzE.. a1 @shi.. [Refresh.mermorymood and Mentalenergy  [27006/.. i..
9 2 hotmail ‘@hotmail.com .siress =<est3vz@... iUa1 @shi... |Refresh.memory,mood and Mental..eneray 27060 |i...

3 hotmail @hotrail.com sterg@hostmaung... krit@hotrm... [3'B'0 Host "O=COASACGEUS PNESIALE JE- . |27I060 .. i..
4 hotrail @hotrail.com ster@hostmaung... kriti@hotrn... |2'B'0 Host "OxCOASALCEUS pRESIALUE JE- .. |2TI06).. |i...
g hotmail i@hotrmail.com sterg@hostmaung... krit@hotrm... [3'B'0 Host "O=CO0ASACCEUS pNagIALE jE- .. |2TI06L.. i..
6 hotmail @hotrail.com sterg@hostmaung... krit@hotm... [3'B'0 Host "O=COASACCEUS PNESIALIE JE- .. |27I060.. |i..
7 hotrrail @hotrnail.com ster@hostmaung... kriti@hotr... |3'B'0 Host “O=COASALCEUS pNESIALUE JE- ... | 27106/, |i...
8 hotmail i@hotrmail.com ster@hostmaung... krit@hotrm... [3'B'0 Host "O=COASACCEUS uNEgIALE jE- . |2TI06! .. i..
9 hotrnail @hatrnail.corn sterg@hostmaung... krit@hotrn... [3'B'0 Host "O=COASACCEUS PNESIALIE JE- .. |27I060.. |i..
10 hotrmail @hotrail.com ster@hostmaung.., kriti@hotrm... |2'B'0 Host “O=COASAL CEUS pNEgIAUE JE- ... |27/06)... |i...
11 hotmail @hotrail.com sterg@hostmaung... krit@hotrm... [3'B'0 Host "O=CO0ASACCEUS pNESIALE E. . |2TI06/ .. |i..
12 hotrail @hotrail.com ster@hostmaung... kriti@hotrn... |3'B'0 Host "OxCOASALCEUS pRNEGIALUE JE- .. |27I06).. |i...
13 hotrmail @hotrail.com ster@hostmaung.., kriti@hotrm... |2'B'0 Host “Ox=COASALCEUS pHNEgIAUE E- ... |27/06)... |i...
14 hotmail @hotrnail.com sterg@hostmaung... krit@hotm... [3'B'0 Host "O=COASACGEUS PNESIALE JE- . |27I060.. i..
15 hotrrail @hotrail.com ster@hostmaung... kriti@hotrn... |3'B'0 Host "O=COASALCEUS pRESIALUE JE- .. |2TI06) .. |i...
16 hotmail @hotrmail.com sterg@hostmaung... krit@hotrm... [3'B'0 Host "O=CO0ASACCEUS pNagIALIE jE- .. |2TI06L.. |i..
17 hotrmail hotmail.com ‘@airasia.coms= i@hotrmail.... | Travel finerary 2TI06S.. i
18 hotmail photmail.com @airasia.com= i@hotmail.... | Travel Rinerary 2TI06S.. |i...
14 haotmail nghotmail.com - ailand =micranth... | & 1 Thailand"._.|Splice Product 2TINAES i
20 hatmail ngghotmail.com NUCHSALA =wic... an@hotm... |price list 27I06S.. i
21 hotmail ‘@hotmail.com siress <est3vzi... i1 @shi... |Refresh.memory,mood and Mental..eneray 27060 i...
22 hotrmail ‘i@hotmail.com siress Zestarzd. iLa1 @shi... [Refresh.memory,mood and Mental.energy 2T i
23 hiotrail |lenclos@hotrail.com ister via Travelpric... delenclos... [5 euros offerts sur PriceMinister | 27I06)... |...
24 hotmail enclogi@hotmail.com cer@mistergoodd... delenclos... |GRAND DESTOCKAGE 2TI06L... |...
28 hotrmail _eliasg@hotmail.com @elyo fr ne Eliag" ... |REf.: besain de conseils 2TI06(.. ...
26 hatmail _eliasg@hotmail.com ‘i@e o fr ne Elias" ... |REf: besain de conseils 2TI06S.. ...

Configurer | | OK |
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A Short lllustrative Demo

#* Monitor : Display values in real time = | E] |
WWeb_sites_accessed
V| Refrast [¥] DMNS Resalution ® fi %
Incoming
haseftime] ip[client_addr hitp[server]
1214554618 10.95, vty thaimate.com -
12144554618 10494, us. 401 . mailyahoo.com ;
1214554618 10.95. wanrwy QUild fortress.in.th |:|
12144554618 10494, rtradeinfo.bualuang.coth
1214554618 10113 vy mobilelife.co.th
1214554618 10.95, vty Siamsport.coth L]
12145854618 10.95. stocknet.seamico.coth
1214554618 10.95. ety bbznet.com
1214554618 10.95. whnty, settrade.cam
1214554618 10.95. CMSn.cam
1214554R18 1095 s Innd 24 corm ik '
Outgoing
haseftime] ip[client_addr] hitp[=erer]
12144554618 1044, vty FUEmkatanyu.or.th -
1214554618 10.95, vty kormechadiuelk.com |_E|
12144554618 10.95. iy, LB cty . carm _
1214554618 10112 i hotsweets.com
1214554618 10.95. wanny thaimate.cam
1214554618 10117 wnay mabilelife coth
1214554618 10.95. whnty free-applets.com
12144554618 10494, rtradeinfo.bualuang.coth
12144554618 10117 wwap. mohiclub.net
12144554618 10494, download.windowsupdate....
1214554618 1095 wty, bibiznet.com i
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Qosmos Legal Intercept Solutions

Provisioning Provisioning
l Communication Communication
[ Data / Signaling Data / Signaling
- <> <>
3 @ QOSMOS
- Media Content Media Content
> CDRs Database B ——
& Traffic recording
for replay
e transcoding \ /
. . . . LEA
Packet Acquisition Application transcoding

" Qosmos and its integrator partners offer a complete interception solution
iIncluding:
m Flow classification
m Applicative classification
m Information extraction
m Selective recording
m Application transcoding (mail, etc.)
m Visualization
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Summary: It Is Possible To Accurately Identify Users!
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\G Access Network
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Alternate
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Mobile

Networ

/
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SPECIAL OFFER: Get your free evaluation of ixEngine at the Qosmos booth!

¥ QOSMOS
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= QOSMOS
Your Network is Information




