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Lawful Interception Septier”

The interception of telecommunications by
Law Enforcement Agencies (LEA's) and
Intelligence services, in accordance with
local law and after following due process
and receiving proper authorization from
competent authorities.

Get to the source. Capture more.



About Septier Septier’

~ounded in 2000

Privately owned

Develops advanced Telecom and IP solutions
More than 40 customers around the world

O2 VPGl marracor: WEFON — TELUS
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Technology & oem partnerships with:
@ comerie

MOTOROLA
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Legislation Forces Communication SE;W

Service Providers (CSPs) to Act pq—m

Dozens of countries around the world have legislated
lawful interception and intelligence gathering

Communications services providers must comply with
local laws and regulations in order to get and maintain

their licenses

The Results

Heavy investments are carried out by CSPs and LEAs
m Systems procurement and installation
= Systems maintenance

Get to the source. Capture more.



Economical Challenges 2L

Extract more security out of LI budgets

m LEAS

Recuperate the cost of Lawful interception
m CSPs

Maintain LI systems in a high level of service and
operations status

m CSPs
m LEAS

Get to the source. Capture more.
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What Can Be Done? Septier

Adopt a “dual usage” strategy whenever
possible

m Combine lawful interception with commercial
systems

« Share investments between LEAs & CSPs
m Generate additional revenues for the CSP
m Save costs for the CSP
= Without scarifying performance and security

= While fully complying with local laws and
regulations

Get to the source. Capture more.



Dual Usage Systems for Sf-fpﬁﬁjrl_: |

Cellular Operators D —

Active systems

= Lawful interception Mediation & Positioning (LBS)
systems

Passive systems

= Lawful interception Mediation & Positioning (LBS)
systems

= Lawful interception Mediation & Anti Fraud

m Lawful interception Mediation & CDR generation
and data retention

m Lawful interception Mediation & Network
surveillance

m Lawful interception Mediation & Revenue

assurance solutions
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Passive Interception S’V\
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Dual Usage Systems for Sépﬁq{‘_’ |

Internet Service Providers D ———

Passive systems

= Lawful interception Mediation & Gray VolP
detection

m Lawful interception Mediation & CDR
generation and data retention (VolP)

m Lawful interception Mediation & Network
surveillance

Get to the source. Capture more.



Septier Technology - The Se;W

Basis for Dual Usage systems ,———
elecom Signaling (HW & SW)
m Passive (monitoring)
m Active (Influencing)
Real t|me Databases (ten’s of thousands of insertions

per second)

Real time Rule based engine
Voice and IP Interception
m With deep packet inspection

Get to the source. Capture more.



Septier Prodqéis
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Get to the source. Capture more.



Septier Solutions SEW
e ... .

Lawful Interception & Intelligence gathering
m Active mediation
m Passive interception
m Data retention
m Location tracking
Cellular location solutions
m Passive Cell ID
m Active GMLC
m Assisted GPS
Fraud Management
m Real time & offline
Real Time CDR Generation
Network Management & Surveillance
m Link trace, Call trace, Counters, Statistics, Reports

Get to the source. Capture more.



Septier LI Products Septier’

LI Explorer (Back end & Front end)

= TDM (GSM, UMTS, CDMA, PSTN)

= I[P (Internet, VolP)

m Active & Passive

LI Explorer (Mediation)

LI Explorer CDM

m Call data retention, mining & reporting
LI Explorer (Front End only)

m CDR generation for data retention

Get to the source. Capture more.



Active/Passive Interception SEW
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Voice Interception Resulit Septier”

;

|' LI Explorer Ver. 3.001 (jlewin@LIMS) [ Army ]

[ warrant Management 5 Case Management | B3 All Sessions | i Dy Management ] Reports
[ [Re{mh [ Copy ” Mave [Ean” FTR ]J [[]search & Filker
Release Reason Dialled DTMF File_Mame [
aiaSES -06 11:36:13 u] 012345672 Yarmyrocket-importersh,
== testing another case q
* E racket-importers -06 11:36:13 u] Yarmyrocket-importersh,
E‘E E;:;tn::sl?::r;zhers -06 11:36:36 0 \Army\mcket—impnrters\
-06 11:37:59 u] 4 Yarmyrocket-importersh,
0545391166 #
#
2
-06 11:54:45 u] 012345678 Yarmyrocket-importersh,
9
-06 11:54:45 u] Yarmyrocket-importersh,
-06 11:55:02 u] YArmyyrocket-impartersh [
<

Case comment | Warrant comment | Session comment | Yoice Player

Audio Info: Thiz iz an audio file playingl!l ‘
File name is: -
“SlimsschedulertsftproathyAmmytrock et-impaor ':g L

EZ w nm|[L|R|eE & & & 4« 2B J
0:03 007 Tr

0:01 0:02 0:03 0:04 0:05 0:06 0:07

a

Dial Time ¢ 19-Ock-06 11:36:05 |~
iZonneckion Time ¢ 19-0ck-06 11:36:05
Ring Duration {sec) : O

Release Time : 19-0ck-06 11:36:13
Release Reason: 0 WN HM I‘“

Cialled DTMF : 2

Data for session: DM-13430
Dialled DTMF : 012345675

File_Mame : Yarmy'rocket-importers

Get to the source. Capture more.



Cellular Positioning
0 N SRS D (BT A

Comprehensive cellular phones
location infrastructure

Supporting GSM, UMTS, CDMA and
IDEN networks & standards

Hybrid configurations of active,
passive and assisted GPS

Description

Pelephone (CDMA & UMTYS)

l1oxy9

ericsson 2 @ NCRTEL

MOTOROLA

Cellcom (GSM & UMTS) #&celicom

ERICSSON 2 NOKIA

Case study

Active GMLC

m  Supporting GSM timing advance (TA),
UMTS RTT, CDAM delay

Passive and massive location

m A, A-bis, IUCS, IuPS, IuB, I0S, NOIS
Assisted GPS (SUPL & 1S-881)
Mediation for LBS applications

Features

Increase ARPU
Launch new services and applications
Comply with LI laws and regulations

Benefits

Get to the source. Capture more.
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Fraud Explorer fier
—_

Real time and offline anti fraud
system

For Telecom and NGN operators

Based on CDRs generated by
different sources such as passive
probes and network elements

Description

MIRS (iDEN) &

“mIrs

@

Case study

Real time alerting

Real time prevention

Extensive rule based engine
Combating different fraud types

Features

Prevents internal fraud
Returns investment in a short time

Benefits

Get to the source. Capture more.
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Fraud Explorer ™ - Workflow Septier”

Septier Probe
CDR's

Pre—Faid Dara
Cusnormver Data

Get to the source. Capture more.



Signaling Network Monitoring SEW
. s -y

Sighaling monitoring system based Link tracing
on passive probes installed at key Call tracing
locations in the network

Providing real time information and
statistics

Intended for TDM and converged
NGN networks

Counters
Statistics
Reporting

Description Features

CYTA (GSM, UMTS, PSTN, NGN) Improves network performance
3 ATHK Improves network quality of service

ERICSSON Z &= cyTa
Simplifies problems resolution

Improves network utilization and
efficiency

Case study Benefits

Get to the source. Capture more.
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ITUT-T INAP
TTUTT INAP. 0410412005 07:35:44
ITUTT INAP. 0410472006 07 35:45
ITUTT INAP. 0410472005 073549
ITUT-T INAP 0410472005 07 35:45
TTUTT INAP. 0410412005 07:35:49
ITUTT INAP 0410472006 07 35:50

@ Linkis Unavailable 5500 67.07
Link is Avallable 5500_67.05
3 Link is Unavailable 550067 02
Link is Avallable 5500 67.02
3¢ Link is Unavailable  5500_67.12
Link is Available 5500 67.12
@ Link is Unavailable 550067 09
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- et ) eplier
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o
TAlarm Name Object Name. T SubNet Date B
@ Emergency Changeover 5500_67.04 L ITUT-T INAP 04/04/2005 07:05:31
@ Monitor comm unknown 5500-53 M ITU-T MULTI 04/04/2005 07:15:12
@ Monitor mode is unknow 5500-53 P ITU-T MULTI 04/04/2005 07:15:12
@ Link is Unknown 5500-53.00 L ITUT-TINAP 04/04/2005 07:16:12
o o @ Link is Unknown 550053.01 L ITUTTINAP. 0410412005 07:16:12
Onltorln S I e s
@ Node is Unknown 550053 N ITUT-T INAP 04/04/2005 07:16:13
@ Node is Unknown 5500-53- N ITUT-T INAP 04/04/2005 07:16:13
@ Link is Unavailable 5500_67.00 L ITUT-T INAP 04/04/2005 07:28:30
@ Link is Unavailable 5500_67.13 L ITUT-T INAP 04/D4/2005 07:32:30
:F_M ~ni @ Link is Unavailable 5500_67 01 L ITUT-TINAP 04/04/2005 07:34:16.
. = = w0 [ ¢ Link is Unavailable  5500_67.05 L IUTTINAP 04/D4/2005 07:35.20
errormance e — LK Ur i (2201575 [ e oimsnss
- - ‘__.q Link is Available 5500_67.09 L ITUT-T INAP 04/04/2005 07:35:40
L
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Composite Trace Enter = o
. File Edit ‘iew Settings Analysis Help
[a( 'll] EFEETIEE Y
C glelode
Date Moxior Lk OPC__ DPC S e oxt b
Prnansoranio e Protocol 3101
o546 73010701 Protosol 731
osams 7010702 Protosol 731
05404/06 07:30:10.705 Protocol 23is
o546 7010706 Protosol 731
|05404/06 07:30:10 711 Protocol 23 is
osmans 7010712 Protosol T3
o546 7010716 Protosol 731
osans 701070 Protosol 731
o546 701070 Protosol 731
osans 7010721 Protosol 731
osans 7010725 Protosol 731
B 1 ~
e
Fitoed o —
[Feady
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XDR Generators

;

Real-time CDRs generated by
passive probes

Main interfaces:

m A, luCs, ISUP, SIP, MGCP,
MEGACQO, IOS, NOIS, etc.

Description

Pelephone (CDMA & UMTYS)

ericsson 2 @ NCRTEL

MOTOROLA

MIRS (IDEN) &)

“mMIrs

@

Case study

Passive generation
Independent source of data
Configurable fields

Oracle DB

Features

Can serve many applications
= Revenue assurance
= Fraud prevention
= Billing
= LI Data retention
Works with “Flat rate billing programs”

Benefits

Get to the source. Capture more.
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Call Data Mining

History Retention DB

eptier

Septier CDM
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Calling Mumber
COR | 934s5s7es50506

CDR | 994552200120
|coR  |asasszzooi2o
|cDR  |asasozzossaz
|coR  |asasom1E138
COR  |994506118136
CDOR | 994505845054
CDR 984505645054
CDR 9o 254601 6
CDR 9241 254601 6
COR 994505423415
CDR | 994552204200
CDR | 994552204200
CDR | 994557817953
|cDR

|cDR 99450151164
|cDR  |gs4som4ns0ss
|CDR  |924s02000485
COR | 994505423415
COR | 904502236817
CDR QoS02236817
CDR 945051 51164
DR Q4SSTTES2TS
CDR | O045STEOGSAE
CDR | 924503406055
CDR  |994557849482
CDR | 994557731401
|cor  |asasoaTassas

Calling kmisi
40002201 01 49506
40002200001 4028
40002200001 4028

4000220231 21533
4000220231 21533
40002201011 7353

40002204 O D2E4E

Calling kmei
3503029953380
448901101 623802
448901101 63802

FE0E0T10041 3432
EFE0E0T10941 343
44 I 2541 242277

S2004TF1E816T42

Al & Facords 4 Onily Calls_A[1Cnly SM5 K] |

| Calling Cellid |
10202 |ATC 38
10152 | TV TOWER,
10152 T TOWER,
[u}

=1n=20=10=J1=21=21"

0322 RADIO FACTORY
JO322 RADIO FAacCTORY
3002 AKHMEDLT

L=ai=1n=10=20=21=21=21=01"]

=
o
=]
i
w

ATC 25

o

o oo

Caling Cell name | Called Mumber |

9 SSTTETIES
QIGSOIT4IIAT
QG SOET 4347
994557 T 3398
9345535900117
9E4535300117
934557802015
ge455780291 5
oS5 7 T 2652
94557 T 2652
9SSTE1 3585
QoS50 22039
9S50 22039
94503590562
AGSSES11112
924557814721
9a4S557a11027
934535511112
== == e = b
934557803303
9945578835303
9S4557E147 21
94505990793
QS0 B1516
Qo4 SSTe11027
994503493380
QB4 SOIT 0S5
9 SSTAIESTO

Called Ims=i
40002701 007 7S55

40002001 003338
400027000031 928
4000270000351 3928
40002201 0291 5
4000220101021 5
400022301 001 3652
40002201 001 3652
40002201 0111 3585

40002200002 2242
40002201 0114721
4000220101 11027
40002200002224 2
40002201 011 35835
40002201 01 55153
40002201 1 85153
400022010711 4721

40002209 011027

40002201 0108170

Called Imei
E501 272050 307

44 BETASETIE1 BB
448731 34461411
448351 354461411
SO0C0202a007 264
S0009023007 264
FE5077E10006295
SS077E1000E29S5
FS072423TE3881

FS011 1107123054

S2007 919880887
S5011 110713054
S0V 2455755001
S2002859035321 02
S20028590321 02

S200791 9880887

FSOTTO10319774

Callec Celid | » Saizure T
10202 130 1200211
0 13M 1200211

0 138 1/2002-11
201E3 13 1/2002-11
10042 130 1,2002-11
10042 130 1,2002-11
10221 13n12002-11
10221 130 1200211
F0240 13501200211
0240 131200211
A0NES 131200211
0 A3M92002-11

0 A3M12002-11

0 13M12002-11
10213 130 1,2002-11
40381 138 1/2002-11
001 13M12002-11
10213 130 152002-11
A0IES 130 12002-11
10201 131200211
0201 1301200211
0351 150 12000211
0 13A 1200211

O AZMA 200211
20907 13A A 2002-14
0 A3M 1200211

0 13M 1200211

100ES 130 12002117
L4

IDma [SEC

Get to the source. Capture more.




Summary Septier’
;

When budgets are tight the only way to
maximize security per $is a dual usage
system

Existing products and solutions combine
these capabilities today

The strategy Is successfully implemented in
the field for years around the world

Get to the source. Capture more.
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