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The Devil’s in the Detail

http://www.sensage.com/investigation-results.htm
http://www.sensage.com/products-sensage.htm
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A Real World Problem
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Principals of Data Retention

© 2008 SenSage Inc.         Confidential

● Collect

 All Records must be collected in a timely & secure manner

 Records should not be modified 

● Retain

 Data must be held in a secure & tamperproof environment

 Minimal operational overheads to maintain availability of data

 Data must be available as and when needed with minimum delay

● Analyse

 Records must be queried in both pre defined reports and in a ad-hoc manner

 Queries should return “Without Undue Delay”

 Reports should be made availble in many formats 

 Authentication should be used to safeguard data access

● Dispose

 Once retention has expired records should be deleted in an irretrievable manner

 Legal Hold should be available on records under investigation
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Data Created

● 100’s of Billions of Records

● Records typically short but Structured

● Huge Growth on a periodic basis

● Example:

 1 department of a European Telco = 13.6Tb / Qtr

 Storage up to 24 Months (may be extended)

 Therefore total required: 108.8 Tb

● Rapid access / querying required so “Off-Line” not an option
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Reporting

● Complex correlations

 Who called who, when, from where, how long

 Who called who but didn’t get answered

 Repeating patterns of call behaviour

 Interconnections with calls and other communication activity (SMS)

 Who owned this IP address

 Who accessed these websites & When?

● Historical Access

 Up to 24 months 

 (Option for longer Periods)
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Flexible Investigation Interface

Quickly investigate calls 

between specific numbers



8© 2008 SenSage Inc.         Confidential



9© 2008 SenSage Inc.         Confidential

Comprehensive Analytics

Identify anomalous activity

and drill down to investigate

Reports organized in 

directory tree
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SenSage In Action: Integrates with Existing Infrastructure
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Example: Recent EMC/SenSage “100 billion” POC Results 
● Off-the-shelf software and hardware

● Load & Query performance test

 Simulate Telco Events; 10M  subscribers, 135M calls/day, 2 years retained data

 Search all events from a source / between sources within 3 month range

● Event load & retention rate

 100B records;  approximately 26TB of raw data

 Loaded 300,000 records/sec. on a sustained basis

 No filtering or summarization required

 Net result was 13 TB of online storage (2 copies stored for D/R)

● Response time on typical law enforcement requests

 Who has “Charlie McAlister” called over any 3 mos. 

– results with detail in 6 minutes

 List calls between “Charlie McAlister” & “Mauro Bonfanti”  

- results with detail in 6.8 minutes
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IP Use Case Middle East Operator

● Requirement to identify specific individuals accessing a defined list of 

“Interesting” websites (5000 initial list)on specific dates 

Mandate from Ministry of Interior

Anonymizers Government/Military Provocative%20Attire

Art/Culture/Heritage Health Religion%20and%20Ideology
Business Humor Search%20Engines
Chat Instant%20Messaging Sexual%20Materials
Computing/Internet Internet%20Radio/TV Shareware/Freeware

Consumer%20Information Job%20Search Shopping/Merchandizing

Criminal%20Skills Malicious%20Sites Spam%20Email%20URLs
Dating/Social Mobile%20Phone Sports

Education/Reference

Non-
Profit%20Organizations/A
dvocacy%20Groups Spyware

Entertainment/Recreation
/Hobbies Nudity Stock%20Trading
Extreme P2P/File%20Sharing Streaming%20Media

Personal%20Network%20S
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Data Sources & Volumes

● Bluecoat ProxySG 

● RADIUS – Session/Authentication Logs

 DSLUsers , WiFi , PrePaid

● 50 – 60 Gb / Day

● Oracle Subscriber Database

● Solution:  SenSage system (~ $300k project) providing correlated 

queries with look-ups to databases of Subscriber information

● Operational within 8 weeks from project start

● Answers with 60 seconds
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Secondary Usage

● Checking  and Investigating for revenue assurance purposes

● Determine

 double-billing

 missed billing

 use of prepaid service cards
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Penetration - EMEA

● Germany

 Cable Provider

● Greece

 National Carrier

 Mobile Operators

● Ireland

 Major Mobile Operator

● Italy

 National Carrier

 Multiple Mobile Operators

● Poland

 Major Mobile Operator

● Slovenia

 Cable Provider

 Multiple Mobile Operators

Many more projects 

in pipeline
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Penetration - Non EU

● Middle East

 National Carrier

 Major Mobile Operators

● Brazil

 Major Mobile Operator

● Japan

 Major Mobile Operator

● US

 National Operator

 Cable Operators
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SenSage Summary
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● 100’s Million Subscribers

● Multiple LEAs served Daily

● Cost Effective Solutions

● Rapid Deployments

● Satisfied Customers

● Finding the Devils
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Case Study: Telecom Italia

http://www.sensage.com/investigation-results.htm
http://www.sensage.com/products-sensage.htm
ISS Agora TI Case Study Prague 2008.ppt

