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Security Market Segmentation : Software, Hardware and Services

e

IDC Security Taxonomy, 2005 SO

IT Sacurity

Security Software I Secunty Services®

Identity amd Secure
Access Threat Content

Management Management Managem emnt
(LANRT) [SCM)

Security and
Vulnerability

Management
(S

Advanced .
Authentication m Web Filtering
Messaging Security
{i.e. Spam)

Other Orther

Unified (UM} Firewall'WVPHN

kanagement g

Vulnerability
kanagement

Firewall"VPMN Implementation

Policy and

Comphance Managed Services

Legacy

Authenfication Education

ie S5p arelAd are {i.e. Forensics)

Provisioning "European Services Group

{Direciory

Services)

Source: IDC, 2005

(@ INTERNET|SECURITY |SYSTEMS®




Product/Service

e

ISS Market Opportunity

Vuln Assessment $516.0 $603.8 $694.3 784.6 15.0%
Network IDS/IPS $356.6 $499.3 $624.1 $717.7 26.3%
appliances
Server IDS/IPS $248.5 $285.7 $312.4 $332.8 10.2%
Corp Personal FW $163.7 $230.8 $301.6 $369.8 31.2%
URL Filtering $421 $522 $645 $786 23.1%
Anti-spam $593 $829 $1,087 $1,380 32.5%
UTM (Proventia M) $225.0 $517.5 $828.0 $1,324.8 80.6%
Security Services $12,210 $14,488 $17,284 $20,591 19.0%

(MSS/PSS)

$14,733.8
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$17,976.1

$21,776.4

$26,286.7

Sources: IDC reports 2004, 2005




ISS Worldwide Market Share Recap

ISS is #1 Iin the following worldwide markets:

m Overall IDS/IPS: 26% (IDC)

m IDS/IPS Software: 30% (IDC)

m Network IDS/IPS Software: 47% (IDC)
m Corporate Desktop Firewall: 20% (IDC)

m Network VA: 25% (IDC)

O INTERNET SECURITY |SYSTEMS® Source: IDC reports 2004
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10 be the premier provider of

enterprise protection selutions and

OuIr customer’s trusted security.

provider.
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ISS Company Background

World’s leading independent IT security provider
Founded in 1994

Headquartered in Atlanta

1998 IPO — NASDAQ: ISSX
1,200 employees in 25 countries
Pioneer and world leader in intrusion preventi

-

Pioneer and world leader in vulnerability
assessment ;

2004 revenues ~ $290 million ﬁ!#ﬁ .EE Il

marketable securities
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s Proventia ESP — Product & Service View

The Proventia® Enterprise Security Platform (ESP) — a Product/Service View

* Internet Scanner / = SiteProtector

« SiteProtector Protection o SecurityFusion
* Assessment Services ! : ] Prioritization * Design Services
* Vulnerability Management Service * Vulnerability Management Service

SiteProtector

» Proventia Intrusion Prevention Appliances

\ * Proventia Integrated Security Appliances

» SiteProtector Reporting & Virtual Patching & * Proventia Server

* Assessment Services Benchmarking Remediation * Froveniia lssktug

« Managed Services Customer Portal p g:;g zﬁgf::; s; : :: ?::s

* Managed Protection Services
* Vulnerability Management Service

1y
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S Mg, Sional Securlfgeﬂsﬁ |

aged Security
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led Central

SiteProtector

SiteProtector”
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SS X-Force: Core Differentiator

McAfee Core Bindview
(FoundStone, 3[1' 2.2%
IntruVert) 3.6%

High Risk

Vulnerabilities' e WENG—_——
** iDefens L N )
1998 2005 8.0% ) | SeCUrity
Nes Systems
* High risk vulnerabilities are comprised meet the o y
following combination of conditions: ' b 5 1 . 1%

- lead to remote compromise (compromise over
a network)

- do not require user interaction to exploit
- do not require authentication to exploit

**  As of Q1 2005

Source: Frost & Sullivan, April 2005
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X-Force Service

R Internet Security Systems, Inc. - X-Force Threat Analysis Service - Microsoft Internet Explorer - ||E |®
File  Edit View Faworites Tools Help ¥

@Back & Iﬂ @ _h /_" Search ‘-_:-:EE‘Favorites @Media {;‘1 r_-.-_-::v _-r:
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X-Force Threat Analysis Service

m.mwms ASSESSMENT | ALERTS | ADVISORIES }/wmuslumusea f VULNERABILITIES | PREFERENCES | IN THE NEWS |

5.02y Alertcon Forecast DT | Latestaiens/advisories

A x-FORCE™ ‘ulnerability in Microsoft

f%:&@ .s@% if‘fulm?:}"% f“ _\a;"":"';,.% ?1*:"‘":”:"4).% Wiindows Messenger Service (10/15/2003)
ALERTCON" ALERTCON" ALERTCON" ALERTCON" ALERTCON" Condition Donial of Sewiead 0452008

My VYulherab &5 - Summary F 3 hultiple “ulnerabilities in SSLTLS
: : 2 Implementations (1001 /2003)

Latest Worms / Yiruses

APls and Libraries g 487 ] 489 ': I-Worm. Sober I:'] D.IQB.IQDDBII
Aliases: none known
.ﬂnpplicatiun 1 4556 1 4587 ‘: Adware—SAHAqent I:'] D.IQB.IQDDB:I —
Aliases: none known
e 0 400 o A01 W _Spyware-DCToalbar (10/28/2003)
- Aliases: none known
Datibase 0 461 o 462 v VA2 HLLYWY. Gaobot. BH (10282003
Aliases: none known
FTP S ] 341 ] 342 "" W‘BZ.SDbe@mm.enc (103‘28!“2003)
i = Aliases: WI2/Soben@M [MoAfee], -
= Warm. Sober [Kaspersky], W32/Sober-A
Mail Client o 171 o 173 [Sophos], WiORM_SOBER.A [Trend].
i Sober [F-Secure], W32/Sober A& mm
Mail Server 1] 399 o 401 [Frisk], ¥W32/Sober. A [Morman],
Win3Z2iSober A [Eset]. Win32 Sober A |5
@ é & Internst

Y Internet Securi . <o 244 PM

(@ INTERNET|SECURITY |SYSTEMS®



Computerlinks University

Agenda

m  Security Market

m |SS Company - ESP Messaging

m Product & Solutions Overview

m [SS and the Channel

m  Supporting tools for Partners

(@ INTERNET|SECURITY |SYSTEMS®



«Rroducts and Solutions Overview

m Proventia Network Intrusion
Detection (A-series)

o A Iy pp Positioning
m Proventia Network Intrusion Advantages
Prevention (G-series) Deployment options

m Proventia Integrated
Security Appliance (M-series)

m Proventia Desktop
m Security Management - SiteProtector
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Pentla A-series - Positioning

/4

m The Appliance with Proven Intrusion Detection technology
m High speed deep traffic analysis !},'pﬁg
m Multiple methods of detection

m Automatic updates from the X-Force — the world leader in security
research and vulnerability detection

m Security Camera looking for:
m Threats
m Exploits, Vulnerabilities, Hackers, Worms, Denial of Service, etc.
m Misuse
m Usage patterns, P2P File Sharing, etc.
m Forensics
m Record the events of what happened.
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paMentia A-Series — Features & Advantages

= Featug Managed bRgtpfedtgctor™

m Advaptage:
m Sin|

. Ads Centralisqtion L™ Module
= colrReduces Operational Costs: |

min
m X-F

Il /

—
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Proventia A-series - Deployment

Internet Internet

Proventia A
Fimance Marketing Hmn Qperations
M!'E!‘E
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http://www.netoptics.com/products/product_family_details.asp?cid=1&pid=58&Section=products&sid=24471432.4135333&menuitem=1
http://www.netoptics.com/products/product_family_details.asp?cid=1&pid=58&Section=products&sid=24471432.4135333&menuitem=1

Introducing Proventia G series
},‘__ g

—

L —— d :
proveniio

4 A

Proventia™ G Series appliances are inline intrusion
prevention systems (IPS) that automatically block
malicious attacks while preserving network
k bandwidth and availability y
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Proventia G-series - Positioning

m Intrusion Prevention that works

m Proactive Inline blocking of known and unknown threats (more than
600 threats out of the box)

m Blocks unwanted traffic (e.g. Peer-to-Peer protocols) and therefore
preserves bandwidth for legitimate applications

m Provide real-time intrusion prevention, without
disrupting normal network traffic.

m Proventia G Series appliances complement your
gateway firewall.

m Free up valuable IT resources to focus on other
critical projects.

v
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ventia G-Series — Features & Advantages

m Featug:X—Press Up@@pféﬁ irtual Patch

m Advaptage:

m Bas ! ) ng security
resf Virtual Patching

=t o rnreduces Cleanup Costs

m Pro

Proactive Zone ReaaocTtive = e X =
Vulnerabilit : Public Exploit
y Virtual P e Protected
Disclosure Released
\ Patch Vulnerable
? u
5 J
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tia G series - Differentiators

Proventio G seriles:

m Intrusion Prevention System \
m 3 operational modes ook
m Passive monitoring (A202) e R

m Inline Simulation ‘ !
m Inline Protection ——__
m Has impact on the network (small latency)

m Invisible on the network (Stealth & Layer 2)
m Built-in bypass feature (Fail Open)
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Proventia G-series — Supports HA architecture

Proventia G Proventia G

- e - .

Switch ! Switch !

P R P R

Finance Marketing Human Pperations
Resources
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Proventia M Integrated Security
Appliance

s

integrated security appliance r
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Individual Point Product and Management

Probing/
Unauthorized Access

Known Virus

HTTP Attack/Worm
E-mail Spam

Trojan Horse/
Backdoor
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MENT FUNCTIONS

+ CORRELATION « DEPLOYMENT = REPORTING
DETECTION & REMEDIATION

= Featyre: Unified Prd@gipefi¢hitecture
m Advantage: B e

m Modular SO|Uti0rB@f1t@’ref$ecurlt QSYNCHRONOUSDEEPHQF_FICINSPECTIUN_ENGII.\IE |
can jpe activated separately@ oo |2 B GRS o2 RN
m All-Jn-one protection engine

m Eliminates the neeJﬁQWﬁiEIQOSt [

stand-alone security products. - g;
m Unifjled management of all protection technologies
m Singl Inafi

Inspection
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Proventia M-series - Deployment

e =
\ .

Internet

é Proventia M
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Proventia Desktop Technologies

First Generation Second Generation Next Generation Second Generation Next Generation First Generation
IPS BOEP AC o VPS
. 80
p
o= -]
= o
o o
Ll
> =
s =)
o =
o <
= -
- o
— 1025 =
=

Proactive Zone | Danger Zone | Proactive Zone
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Benefits of Proventia Desktop

m Pre-emptive protection!

m Combines the goodies of IPS and desktop specific
protection:
m Prevents unauthorized applications from harming hosts on your
network.

m Application Control, which prevents unknown applications from running
on a local system.

m Communications Control, which prevents unauthorized applications
from communicating on the Internet.

m VPS, which prevents malcode from infecting your host.

m Centralized configuration, maintenance and logging,
through SiteProtector.

(@ INTERNET|SECURITY |SYSTEMS®
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Go-to-Market model

System Integrators

2500

Value Add Resellers

Mainstream 500

50

Verticals >
(9 INTERNET SECURITY|SYSTEMS®
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There are 8 primary differentiators that set ISS apart in the marketplace.
These are:

1.

HE B B B B B B ~&B
© N OO swWN

X-Force™ Security Intelligence
Protocol Analysis Module, the underlying detection technology

. SiteProtector, the unified, global security management system

High quality assurance and support

Longest history and proven track record in VA, IDS, and FW
Managed Security Services with GUARANTEED protection
Exemplary Emergency Response

Highest value at lowest cost

(@ INTERNET|SECURITY |SYSTEMS®



What's the Benefit to Customer

Internet Security System’s

preemptive security approach means:

® Reduced Internet security TCO

m Better regulatory compliance

® Reduced emergency patching

® Increased up-time and fewer confidentiality breaches
m Simpler and easier to use Internet Security

® More peace of mind

In summary... ISS keeps your customers ahead of all the threats!

(@ INTERNET|SECURITY |SYSTEMS®
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Solutions Partner - Benefits

Marketing Communications
Platinum Partner m Platinum Partner-level brand and m |Interact with ISS Channel
plate Sales
m Presence at ISS local events m Roundtables and Councils

m Development of reference cases

m Gold Partner-level brand and plate | m Secure website Partner
Presence at ISS local events Resource Center

m Silver Partner-level brand and plate | m E-newsletters

m Welcome Package m XPress Update

m Collaterals and Marketing material Communication

m Invitations to local ISS events m  Secure website PRC
Value to You Leverage ISS marketing and your Stay tuned and have a central

partnership to enhance visibility information repository

(@ INTERNET|SECURITY |SYSTEMS®



Solutions Partner - Benefits

Business Development

Sales & Tech Support

Platinum Partner m Partners Directory Recommended m Directly from ISS
m Joint business plan
m Joint sales calls
m  Single Point of contact at ISS
m Partners Directory preference m Distribution or ISS depending
m  Annual Partner Conference on the customer case
m Partners Web-Directory listing m Sales and Technical Updates
m Leads by verticals m Provided by distribution
m Seminar in a Box
m Eligible for promotions
Value to You Your ability to grow your business Right Support to speed up the
further on with ISS project’s closing

(@ INTERNET|SECURITY |SYSTEMS®




Solutions Partner - Benefits

Training

Products

Platlnum Partner m Free Sales Training

m Demo systems (8 per year)
m 1 sponsored XFTAS
subscription

m Sponsored Packaged
Technical/Sales trainings

m Demo systems (4 per year)

m Packaged training offerings

m Free Demo/Test Software (6
months)

m Demo systems (2 per year)

m XFTAS trial 30 days

Value to You Tools and resources to maintain high
levels of expertise in ISS solutions

(@ INTERNET|SECURITY |SYSTEMS®

Get easy access to ISS products
and technology



Solutions Partner - Requirements

PARTNER PROGRAM m Sales Academy 3 persons =® Network Intrusion Prevention
m SE 3 certified in all of the m Integrated Security Appliance
O i s following : = Vulnerability Assessment
/;’ = Desktop protection = Advanced SiteProtector
A S m  Server Protection
m Sales Academy 2 persons =® Network Intrusion Prevention
SE 2 certified in at least 2 m Integrated Security Appliance
of the following : = Vulnerability Assessment
= Desktop protection = Advanced SiteProtector
m  Server Protection
PARTNER PRSI m Sales Academy 1 person
m SE 1 certified person in:
N m Integrated Security Appliance

Wt
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|ISS Partner Portal

(# INTERNET SECURITY |SYSTEMS"

EMEA PARTMNER RESOURCE CENTER

m Partner Portal (PRC)

“The place to be” for ISS partners
New structure has been redesigned in Q1 2005
Production Deployment happened in May 2005

Structure is fully mapped to ESP (more than 1000 documents
available)

m Powerful Library Search — Direct email forward is available

m Will reduce the time that you spend searching ISS content for
your customers and prospects

m WWW.ISSEMEA.NET
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Vertical Analysis sheets

What they are ?
m How to use them ?

m What is available today ?
=  Automotive
= Education
= Retall
= Financial

m ...In the coming months : Telecom, Utilities , ...

(@ INTERNET|SECURITY |SYSTEMS®



m AXA Assistance
In France

INTERNET SECURITY|SYSTEMS®

Company Overview
.’aca Assistance is the assistance dwision of the &4 group, whose 3000 employess provide emengency
aasistance services ko customers and busineszes worldwide, including:

= Home essiztanca (individuals and properties)

s Technical assistance for vehicles

= Medical azsiztance for travelers

= Expatriates’ managenant

= Managsment of medical charges in foreign cournies

Acafssistance has 500 enployess in it glohal call comiec Trewnmhus A1 branches in 38 countries and offers 247
assishance. Cemying out three million nbenentions annually word B, Pom Assistanos opens 3 new fil every saven
saconds He main chents ane insurance companies, credit cand companies, bour op erators, and vehicke manufeciuners.

Security Solutions in place

The sluacl |:|n.

Infamation sac is bacoming more and mome frequently associabed with rebum on investment (ROHD ar okl
cost of pwnership ITCO). As these concepds keep recuming, IT sacurity directors are regularly condronted with
having to cptimise their secunily budget against their overall sacurnity chijectives This was the case for Axa
Essistanca, whoes main nh'!mmp was o probect itz 20 woddwida branches in en efficient and cost-sfedive
manner. The vanious branches spread acroes the globe had © b= protected from extemal intrusions such as
WM nnd wiruses The corporate intranet that connected these brenches ako nesded to b protected from
secLrily broac

When the Cods Red wam hit information systens around the wordd and infected 302 577 wictins in ust s few
hawrs, Asm-which had mat besn hit by the worm- ired the need for an efficient secunly archiectus ard
staried I:gl-élagraunuusm prevention systems with i :-i ine capacity. The SOLE ammer worm, which bit bwo years
latar, aff 4,855 victims,” eonfirming that Ace Assiskance was right © take itz IT secunty senoush, Indeed,

Slammer's Feperoussio s wers even wars2 than those of Cods Red, causing the number of nachines infectsd o
double every 10 saconds, which waz 100 times fasler than the previeus atieck Aa syshems that were not
protected by aninline device were hit by 0L Slam ner.

“irewalls and antivinos do N awaps detedt Hiese new fpes of wiozes worTe caose e nefwark o Be
overinaded and mader e (T sysiems mgperalla " said Wr. Patrick Reynaud, Security Director at fxa Asdstance.

The Requitemeants:
The first chalenge far fxa was 1o ersure probection of its 20 branches worldwide at first (which later grew to 37),
toking into account thet eech branch kocation did reot have an T secwrily spacialist and that techrical
competence vaned by location-which meant that there would be difficufties insialing, managing, ard
maintaining the systems

Hr.R?mud decided to evaluate various secwrity solubions, taking ints account some spacific requirementz
lancs form Factor
ug-and-play irstallation
ta depl

uticnary
-Centmllrsugnusa-d and managed
= Efficient an Easj-b\:rmamtaln
= Does mat disrupt pr

= Presents an BcneptableTD] within the defined budgst

The Salution - F‘ru'rnnna Intrusion Prawention dppliances (Proventia G Series):

Hifer mal { sefecfbn of possiib vendos (o esale A Asaistance’ socorly challenge wiiol Boided
Enferas)s. Csmanu’:rrnsm com. imemet Saconiy Spsiams (5 was s aboiod fopmide prdection fo fhe mmenes
#wa branches T shates Mr Patrick Rgraud

HETWORK & HOST INTRUSIOH PREVENTIOH | YULHERABILITY HAHAGEMENT | HAHAGED SECURITY SERVICES
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ASSISTANCE

Company:
Axa Assistance

Frofile:
Prowides an infernafional nefwork of assistance
angd senvices for corporate and individoal oients.

Lpcation:
france

Stwation:

Axa Aszistance needed an econpmical way i
implament mirosion pravention fecinoingy i fis
coporaie headguaders and ity many baoch
facations arond’ the world

Solutions:
Proventia infrozion Pravention and SifeFoiecdor

Banefits:

- Easy development

- Cantraiized managamant

- Substantial cost savings

- Excallant fechnical support

EMS®
Ahead of e trasl



Customer Reference Cases

m Basis in UK

(@ INTERNET|SECURITY |SYSTEMS®

Compary Dverview
Easiz is an indapandent change management consubtancy and training pravider formed in 1993 With
a core philesaphy derivad from the notian that “the difference it stitude,” Basis belives that
businessas are complex blends of paople, precaduras and imdarmedion that must aperale in hamany.

The business is dividad inta three broad categanes:
Consuleing: Change managament imaking business analysiz and design,
and behavoral changs programs

Learning:  Devalprent, training and coaching ta improve skils transfer

and perfamance far indwiduals and teams

Soludons:  Specification and project managemsan Far the developmen of lamgs scale
systems

Eazis alfers a unique bilend of itz consulams’ ranga of skills fo answe that hand busness conponents
lprocesses and systems) and safter business components ‘peaple and their bzhaviar) are inlegratad
saamlesshy inta programs of change that can be implemented succassuly.

The conpany dezigns, develops and manages the implamentation of lasting effective change for an
extarsive and vaned client base. H provides consuliancy support and design, and educational pragrans
ta develop menagers and stadf.

Eaziz undertakes high-profile changs programs and assists major organizatians with groundbreaking
projecis that fundamentally change the working lives of their stalf and dalmer significanty betier
rasuls far customers.

Finding a New Salution
Secunty is a mmnntﬂw Basiz, due to the high levsl of confidentiality of iz customer dats and the
fact that Basiz has 1o store the data on ds mechines and back  up anits servars. Mo Wayne Jones, ICT
Manager a Basiz Lbd, said the company has 20 conzultamis nesding remobe socess 1o the netwark and
mara than 15 gigabytas of confidemial client data “Basis o5 050 S007 aceredifed so we fawe cotan
seconiy standands iha have fede met We do nof want fo compromse ur d2fg wih 2nyooisice pares
£0 STy 15 2 i issme for o - we e fo ged o Apt the st dime ™

Thrae years age, Basts only had & very basic securiy systen in placs, consisting of @ Cizoo Pic lireswall
and a Wehsensa Web conlent fikering software device, which was nob working b the organization's
sabizfection. A Senadl i oof soogh fo prowde 2 secore eopronme®. " sakd W Jones, who was
charged with radasigning the anlire system fo improve sacuriy. Department 7, Basis' parner - with
wham it has had an ongaing relationzhip far the last iwo years - waz brought on to conduct an
Indapendent audit.

METWORE & HOST INTRUSION PREVENTIOE | YULNERABILITY MAMASEMEMNT | MANAGED SECURITY SENVICES

BAGIS

Compd

Bt L1

Proiife

Menapement consutan peng fraimy provider
Locaon

fioited Kingdom

uvaon

Bty Lid peeged f9 [ e ITs mmgpﬁm@m‘
et gct con Yo ol 4oy 20 ITS Do e
Souion:

FrovEnnia MED Infegrafed Secuny A0puance

Beoaits -
- Simier Hanage menf
- Ao et e Nof £ £ o0

- Loweer AgmiIsing 0o Cos 15
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Why Partner with ISS?

m Security Market will deliver new opportunities for you
m [SSis aclear leader with a vision in this market

m ISS approach has been re-enforced by major analysts
m |SS has made a clear investment in partners

But also ...

m Partner Program — Marketing — Tools to help you

m Unique Research and Development team : X-Force
m Support and Services
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Thank You
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Norberto Gazzoni
Channel Manager

ngazzoni@iss.net
0.3 49 96 17
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