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Security Market Segmentation : Software, Hardware and Services
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The ISS Market Opportunity

Sources: IDC reports 2004, 2005

Product/Service 2004 2005 2006 2007 CAGR 

Vuln Assessment $516.0 $603.8 $694.3 $784.6 15.0%

URL Filtering $421 $522 $645 $786 23.1%

UTM (Proventia M) $225.0 $517.5 $828.0 $1,324.8 80.6%

Anti-spam $593 $829 $1,087 $1,380 32.5%

Network IDS/IPS 
appliances

$356.6 $499.3 $624.1 $717.7 26.3%

Server IDS/IPS $248.5 $285.7 $312.4 $332.8 10.2%

Corp Personal FW $163.7 $230.8 $301.6 $369.8 31.2%

Security Services
(MSS/PSS)

$12,210 $14,488 $17,284 $20,591 19.0%

Total $14,733.8 $17,976.1 $21,776.4 $26,286.7 21.3%
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ISS Worldwide Market Share Recap

ISS is #1 in the following worldwide markets:

Overall IDS/IPS: 26% (IDC)

IDS/IPS Software: 30% (IDC)

Network IDS/IPS Software: 47% (IDC) 

Corporate Desktop Firewall: 20% (IDC)

Network VA: 25% (IDC) 

Source: IDC reports 2004 
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ISS Mission   

To be the premier provider of 
enterprise protection solutions and 

our customer’s trusted security 
provider.

To be the premier provider of 
enterprise protection solutions and 

our customer’s trusted security 
provider.
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ISS Company Background

World’s leading independent IT security provider
Founded in 1994
Headquartered in Atlanta
1998 IPO – NASDAQ: ISSX
1,200 employees in 25 countries
Pioneer and world leader in intrusion prevention
Pioneer and world leader in vulnerability 
assessment
2004 revenues ~ $290 million
Profitable, no debt, $238 million in cash and 
marketable securities
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Proventia ESP – Product & Service View
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Unified Central Management: SiteProtector
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ISS X-Force:  Core Differentiator

High Risk 
Vulnerabilities*

1998-2005** Internet
Security
Systems

51.1%eEye
12.4%

NGS
10.9%

iDefense
8.0%

Symantec 
(@Stake) 

6.6%

McAfee
(FoundStone, 

IntruVert)
5.1%

Core
SDI

3.6%

Bindview
2.2%

* High risk vulnerabilities are comprised meet the 
following combination of conditions:
- lead to remote compromise (compromise over 
a network)
- do not require user interaction to exploit 
- do not require authentication to exploit

** As of Q1 2005

Source: Frost & Sullivan, April 2005
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X-Force Threat Analysis Service
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Products and Solutions Overview
Proventia Network Intrusion 
Detection (A-series)
Proventia Network Intrusion 
Prevention (G-series)
Proventia Integrated
Security Appliance (M-series)
Proventia Desktop
Security Management - SiteProtector

Positioning
Advantages
Deployment options
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Proventίa A-series - Positioning

The Appliance with Proven Intrusion Detection technology 
High speed deep traffic analysis
Multiple methods of detection
Automatic updates from the X-Force – the world leader in security 
research and vulnerability detection

Security Camera looking for:
Threats

Exploits, Vulnerabilities, Hackers, Worms, Denial of Service, etc.
Misuse

Usage patterns, P2P File Sharing, etc.
Forensics

Record the events of what happened.



© 2005 Internet Security Systems. All rights reserved. Contents are property of Internet Security Systems.

Proventίa A-Series – Features & Advantages

Feature: Managed by SiteProtector™
Advantage:

Simple, centralized management 
Advanced correlation with SiteProtector™ SecurityFusion™ Module
Control, monitor, and analyze all ISS protection agents with 
minimum staff and operational costs
X-Press Updates applied remotely with SiteProtector
Enterprise View on your Security

Centralisation
Reduces Operational Costs

Benefit
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Proventίa A-series - Deployment

Proventia A

http://www.netoptics.com/products/product_family_details.asp?cid=1&pid=58&Section=products&sid=24471432.4135333&menuitem=1
http://www.netoptics.com/products/product_family_details.asp?cid=1&pid=58&Section=products&sid=24471432.4135333&menuitem=1
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Introducing Proventia G series

Proventia™ G Series appliances are inline intrusion 
prevention systems (IPS) that automatically block 

malicious attacks while preserving network 
bandwidth and availability
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Proventίa G-series - Positioning

Intrusion Prevention that works
Proactive Inline blocking of known and unknown threats (more than 
600 threats out of the box)
Blocks unwanted traffic (e.g. Peer-to-Peer protocols) and therefore 
preserves bandwidth for legitimate applications

Provide real-time intrusion prevention, without 
disrupting normal network traffic. 
Proventia G Series appliances complement your 
gateway firewall.
Free up valuable IT resources to focus on other 
critical projects.
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Proventίa G-Series – Features & Advantages

Feature: X-Press Updates™ & Virtual Patch
Advantage:

Based on X-Force™ security intelligence, Industry leading security 
research group
First to market  Security Updates
Pro-Active Protection through Virtual Patching

Protected

Vulnerable

Public Exploit 

Released

Vulnerability 

Disclosure
Virtual

Patch
Worm

Virtual Patching
reduces Cleanup Costs

Benefit
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Proventίa G series - Differentiators

Proventίa G series:
Intrusion Prevention System
3 operational modes

Passive monitoring (A202)
Inline Simulation
Inline Protection

Has impact on the network (small latency)
Invisible on the network (Stealth & Layer 2)
Built-in bypass feature (Fail Open)
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Proventίa G-series – Supports HA architecture

Proventia GProventia G
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Proventίa M Integrated Security 
Appliance
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Individual Point Product and Management 

ALERT!
ALERT!

ALERT!
ALERT!

ALERT!
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Proventίa M-series – Features & Advantages

Feature: Unified Protection Architecture
Advantage:

Modular solution: components 
can be activated separately
All-in-one protection engine
Eliminates the need for multiple

stand-alone security products. 
Unified management of all protection technologies 
Single packet examination through Synchronous deep traffic 
inspection

Better Security 
@ 

Lower Cost 

Benefit
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Proventίa M-Series – Features & Advantages

Feature: Googleization of Content Security Advantage:

Content Security
Improves productive time

&
Reduces legal liabilities

Benefit
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Proventίa M-series - Deployment
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Benefits of Proventia Desktop

Pre-emptive protection!
Combines the goodies of IPS and desktop specific 
protection:

Prevents unauthorized applications from harming hosts on your 
network.

Application Control, which prevents unknown applications from running 
on a local system. 
Communications Control, which prevents unauthorized applications
from communicating on the Internet.
VPS, which prevents malcode from infecting your host.

Centralized configuration, maintenance and logging, 
through SiteProtector.
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Go-to-Market model

Elite

Mainstream

Value Add Resellers

Direct Touch

Secu
rity

 Rese
ller System Integrators

Verticals >
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Why ISS ?

There are 8 primary differentiators that set ISS apart in the marketplace. 
These are: 

1. X-Force™ Security Intelligence 
2. Protocol Analysis Module, the underlying detection technology
3. SiteProtector, the unified, global security management system 
4. High quality assurance and support 
5. Longest history and proven track record in VA, IDS, and FW 
6. Managed Security Services with GUARANTEED protection 
7. Exemplary Emergency Response 
8. Highest value at lowest cost 
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Internet Security System’s 

preemptive security approach means:

What’s the Benefit to Your Customer ?

Reduced Internet security TCO
Better regulatory compliance
Reduced emergency patching
Increased up-time and fewer confidentiality breaches
Simpler and easier to use Internet Security
More peace of mind

In summary… ISS keeps your customers ahead of all the threats!
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Solutions Partner - Benefits

Platinum Partner Platinum Partner-level brand and 
plate
Presence at ISS local events
Development of reference cases

Interact with ISS Channel 
Sales
Roundtables and Councils

Gold Partner Gold Partner-level brand and plate
Presence at ISS local events

Secure website Partner 
Resource Center

Silver Partner Silver Partner-level brand and plate
Welcome Package
Collaterals and Marketing material
Invitations to local ISS events

E-newsletters
XPress Update 
Communication
Secure website PRC

Value to You Leverage ISS marketing and your 
partnership to enhance visibility

Stay tuned and have a central 
information repository

Marketing Communications
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Solutions Partner - Benefits

Platinum Partner Partners Directory Recommended
Joint business plan
Joint sales calls 
Single Point of contact at ISS

Directly from ISS

Gold Partner Partners Directory preference
Annual Partner Conference

Distribution or ISS depending 
on the customer case

Silver Partner Partners Web-Directory listing
Leads by verticals
Seminar in a Box
Eligible for promotions

Sales and Technical Updates 
Provided by distribution

Value to You Your ability to grow your business 
further on with ISS

Right Support to speed up the 
project’s closing

Business Development Sales & Tech Support
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Solutions Partner - Benefits

Platinum Partner Free Sales Training Demo systems (8 per year)
1 sponsored XFTAS 
subscription

Gold Partner Sponsored  Packaged 
Technical/Sales trainings

Demo systems (4 per year)

Silver Partner
Packaged training offerings

Free Demo/Test Software (6 
months)
Demo systems (2 per year)
XFTAS trial 30 days

Value to You Tools and resources to maintain high 
levels of expertise in ISS solutions

Get easy access to ISS products 
and technology

Training Products
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Solutions Partner - Requirements

Sales Academy 3 persons
SE 3 certified in all of the 
following :
Desktop protection
Server Protection

Network Intrusion Prevention
Integrated Security Appliance
Vulnerability Assessment
Advanced SiteProtector

Sales Academy  2 persons
SE 2 certified in at least 2
of the following :
Desktop protection
Server Protection

Network Intrusion Prevention 
Integrated Security Appliance
Vulnerability Assessment 
Advanced SiteProtector

Sales Academy 1 person
SE 1 certified person in:
Integrated Security Appliance
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Partner Portal (PRC) 
“The place to be” for ISS partners
New structure has been redesigned in Q1 2005
Production Deployment happened in May 2005
Structure is fully mapped to ESP (more than 1000 documents 
available)
Powerful Library Search – Direct email forward is available

Will reduce the time that you spend searching ISS content for 
your customers and prospects

WWW.ISSEMEA.NET

ISS Partner Portal
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Vertical Analysis sheets

What they are ?
How to use them ?
What is available today ?

Automotive
Education
Retail
Financial 

… in the coming months : Telecom, Utilities , …
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Customer Reference Cases

AXA Assistance 
in France
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Customer Reference Cases

Basis in UK
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Why Partner with ISS?

Security Market will deliver new opportunities for you
ISS is a clear leader with a vision in this market
ISS approach has been re-enforced by major analysts
ISS has made a clear investment in partners

But also …
Partner Program – Marketing – Tools to help you 
Unique Research and Development team : X-Force
Support and Services 
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Thank You

Norberto Gazzoni
Channel Manager

ngazzoni@iss.net
+39 347 349 96 17

mailto:ngazzoni@iss.net
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