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Di cosa si tratta

Il Servizio nazionale di coordinazione per la lotta contro la criminalita su Internet (SCOCH &
l'ufficio di riferimento per e persone che intendono comunicare |la presenza di contenuti
sospetti su Internet. Dopo un primo esame e dopo aver garantito la sicurezza dei dati le
cormunicazioni vengono trasmesse alle autorita di perseguimento penale di competenza
nazionali e internazionali. SCOC] inoltre effettua attivamente ricerche in rete volte ad
individuare siti dai contenuti proibiti e si occupa anche di approfondire le analisi nell'ambito
della criminalita su Internet.

Mei contenuti Internet di rilevanza penale rientranc in particolare:

s pornografia dura (atti sessuali con bambini, animali, escrementi umani o con atti
violenti)

rappresentazioni di scene violente
estremisma

razzismo

accesso illecito a sistemi di computer
diffusione divirus infarmatici
dannegoiamento dei dati

abusa delle carte di credito

violaziane dei diritti d'autore
cammercio illegale di armi
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misure concrete per migliorare rapidamente |3 situazione per malti aspetti decisamente
insoddisfacente. Su guesta base il Dipartimento federale di giustizie e polizia (DFGF) e |5
Conferenza del direttori cantonali di giustizia e palizia (COCGR), hanno deciso di affrontare
assieme la lotta contra la criminalita su Internet e distituire allinterna dell'lfficio federale di
palizia (fedpol.chl un Semizio di coordinazione nazionale contro la criminalita su Internet
(SCOEH.

Mansioni

A parire dallinizio del 2003 1f Servzio di coordinazione sostiene Confederazione & Cantoni
in tre settar;

s Monitoring
Ricerche in rete volte a individuare abusi di Internet perseguibili penalmente nonche
prima elaborazione delle comunicazioni di sospetto penenute,

s Clearing
Esame giuridico della rilevanza penale delle comunicazioni di sospetta perenute,
coordinazione con procedure in corso e trasmizssione delle pratiche alle autorita di
perseguimento penale competenti per ragioni di territario o di materia a livella
nazionale e intemazionale:

s Analisi
Le analisi esequite a livello nazionale inarenti alla criminalita su Internet sono;
l'analisi permanente della situazione in Svizzera, la rappresentazione delle modalita
e degli strumenti di reato in base ai casi constatati, 'elaborazione di statistiche e dj
tendenze.

Organizzazione

| settori sopra citati fanno parte di tre Unita organizzative gia esistenti in fedpol ch:
bonitoring & infatti parte del Servizio di analisi e prevenzione (SAR), Cleating appartiene alla
Folizia giudiziaria federale (FGF), mentte il Sewizio d'analisi fa parte anch'esso del AR, In
base ad eapetienze intetne (progetto pilota di fedpol chl & considerando le soluzioni
adottate all'estera si & deciso un impiego minimo di nove persone. La conduzione strategica
del Servizio di coordinazione & garantita da un comitato direttivo paritetico, Sono infatti

Fertig
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riferimento o simill. Inoltre vengono offeri
programimi anti-spam specializzati, che
dizpongono di cosiddette liste nere per hloccare
le e-mail commerciali nan richieste, In generale il
proprio indirizza e-mail dovrebbe essere reso noto
su Internet solo in casi eccezionali. Per
nemsgroup, mailing list e simili 2i consigha di
utilizzare un secondo indirizzo e di trasmettere |e
comunicazioni desiderate da guestultimo
allindirizzo principale.

Lettere / E-Mails dalla Nigeria

Crosa succede con e lettera’s-mail inviate Sitratta in questo caso probabilmente di una

da presunti cittadini nigeriatl, dove si tipica lettera delle bande di truffatori nigeriani, che

chiede lalwto per if trasfermento di denaro & spedita in migliaia di copie per fax o e-mail in

allestern? tutto il mondo. Purttoppo & praticamente
irnpossibile impedire ai mittenti di operare, poiche
in caso di blocco per un determinato mittente, |
truffatari installano immediatamente un nuovo
conto e-mail presso un altro provider,
In questi casi FEDPOL consiglia di distruggere
irmmediatamente le lettere & di noh Hisponderv in
alcun modo, neanche per rifivtare offerta. Fer
ulteriari informazioni mi permetto di rnviare agli
awisi del sito web o di

T h Ufficio federale di Polizia

ﬁ ....... | Dipartimento federale di Giustizia & Polizia
; Bundezrain 20

{ fedpol.ch 3003 Bam

N Tel: +41 031 323 11 23
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Spam

Che cose lo Spam? Con Spam siindica linvio di posta elettranica non
richiesta. Salitamente i tratta di e-mail
commerciali,

Lo Spar & punibile in Swizzers? Finora in Svizzera non i 8 nessuna norma legale
che, analogamente alla direttiva dell'JE, vieti
linvia di posta elettronica commerciale non
richiesta (spamming). Messun tribunale svizzero
ha inoltre emesso una sentenza riguardante lo
“spamming”. Esiste gquindi soltanto la decisione
della Cammissione svizzera contro [a
concarrenza sleale, che giudica e condanna lo
"spamming” come metodo di vendita
particolarmente aggressiva. In guesto senso lo
"sparnmming” in Svizzera non costituisce reato e di
conseguenza non e persequito dal gruppo
SCOC

Ciome of s pud profeggere dalio Spam?  Esistono diverse possibilita per protegoersi dallo
"spamming”. Gl odierni programmi di posta
elettronica dispongono della possibilita di definire
filtri che cancellano automaticamente le
comunicazioni con un cero tipo di mittente, di
riferimento o simili. Inoltre vengono offerdi
programmi anti-spam specializzati, che

dichnnrnnn di cociddatta licta nara nar klaccara

Lokales Intranet
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Escrow

Aste su Internet e servizi di tipo "Escrow™ {fornitori di prestazioni di mediazione)

Cose unimoress "Escrow” ¢ Le imprese Escrow sano un tramite di fiducia, un
attare terzo che funge da mediatore a
amministratore dej pagamenti, soprattutto per le
imprese web, dove si concludono contratti tra
acquirenti e venditor. Clueste imprese
cansenana il pagamento degli acquirenti fino a
gquando la merce comprata arriva al cliente in
buono stato e trasmettona in sequito il montante
entro un lasso di termpo convenuto in aticipo. In
caso dovessero nascere problemi legati alla
natura della merce fornita (non conforme a
gquanto stipulato nel contratto), gueste imprese
posso assumere il ruala di mediatare,

i quale caso si Wilizza un sendizio Mell'ambito di aste online o altre transazioni su

Escrow ? Internet, ci si chiede sempre se si tratti di un
imbroglio, per esemio se l'acguirente non
paghera il venditore, o viceversa, se il venditore
non inviera mai il materale messo all'asta. Le
ditte Escrow esistono appunto per assicurare
che le imprese che realizzano transazioni
commerciali sulla rete riceveranno i oldi
solamente quando il prodotto sard recapitato a
casa dellacguirente e da esso controllata.

Mnall eana T aacall dal csandyi Fecrnae 20 8 fianen dalla Riti vinamato irmnraca o soactn

Fertig
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Ciome posso proteggend contro quest
sendzi fravdolenti Escrow?

Fertig

gran nummeto di servizi identici fraudalenti che
intascanao i soldi salo per laro stessi. Spessa le
aste pid allettanti e pid audaci lavorano con falsi
servizi Ezcrow. [l venditore indichera
all'acguirente un serdizio di pagamento camplice.
La truffa & cosi fatta, Una volta effettuata il
pagamenta, l'acquirente non vedra mai neanche il
caolore del prodotto, e tanto mena il rimborsa
della somima spesa...

L'apparenza dei siti web di queste imprese
possono essere di cattiva qualitd o essere una
copia esatta dell'originale Escrow. com. i sono
comungue degli indizi che permetto di svelare un
falso da un vero:

m Assicuratevi che limpresa scelta per
gquesto tipo di senvizio abbia un indinzzo e
un numero di telefona reali e valevall. Se
limpresa disponesse solo di una
segreteria (magari anche poco
"professionale”), non esitate; passate ad
un‘altra impresa,

m |nviate un mail come test al senvizia
clientela, giusto per wedere se gualcuna i
risponde. ..

m Evitate |2 pagine di ditte Escrow che
hanno un suffisso .org. Le ditte
intermediarie hanno scopo di lucro e
guindi non utilizzano I'estensione .org, che
e in principio riservata a organizzazion
dinteresse generale (umanitaria).

n e ditte Escrow si appoggiano su di una
relazione bancatia chiara. Le societa che
vi chiederanna di effettuare i pagamenti

]
J::%JI Lokales Intranet
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risponde. ..

m Evitate le pagine di ditte Escrow che
hanno un suffisso arg. Le ditte
interrmediarie hanno scopo di lucro e
guindi non utilizzano 'estensione otg, che
B in principio tiservata a organizzaziohi
dinteresse generale (umanitaria).

m e ditte Escrow si appoggiano su di una
relazione bancaria chiara. Le societd che
vi chiederanno di effettuate | pagamenti
attraverso WWestern Union o senizi di
trasferimento di fondi simili sono guasi
sicuramente delle attivita fraudolente,

m PMumerose pagine false di servizi Escrow
forniscono gli stessi numeti di
autotizzazione, come il humero 953-1867
chiaramente attribuito a Escrow com. Se
guesto nurmera vi & fornito da una societa
che non sia loriginale Escrow. corm, siete
sicuramente in presenza di un falso, e
guindi attenzione.

In generale, anche con il pid piccolo dubbio su
Uha societs, ¥ conviene cambiare e cercare un
partner pit affidabile.

L)

(-1 fedpol.ch

Fertig

Utficio federale di Paolizia

Dipartimento federale di Giustizia & Polizia
Bundeszrain 20

3003 Bem

Tel: +41 031 323 11 23
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RS. EKI OMORODION

# 8 Queens Drive Ikoyi

Lagos.

Email: ekiomol I @netscape.net
ekiomol l @phantomemail.com

INTRODUCTION:
1 am Mrs. Eki Omorodion 1 know this proposal will come to you as a surprise because we have not met before either physically or through correspondence. I have no
doubt in your ability to handle this proposal involving huge sum of money.

THE SUBJECT: MY HUSBAND CHIEF JOSEPH OMORODION (Now Late) was the Royal Head of my Community, JESSE (an oil rich town)in Nigeria. My late
husband&amp;#8217;S community produces 3.5% of the total crude oil production in Nigeria and 0.5% of the Dollar value of each barrel is paid to my husband as
royalty by the Federal Government. My husband was also the Chairman of OMPADEC,Jesse branch. In his position as the Royal head and Chairman of
theOMPADEC, Jesse branch, he made some money which he left for me and our children as the only thing to inherit. The money is Twelve Million US Dollars($12M).
Though this said fund accumulated between the period 1976-1998. Due to poor banking system in Nigeria and political instability as a result of past Military rules
(1985-1999), he deposited this

Money in a Strong Room/safe with an open beneficiary in Apex Bank of Nigeria pending when he would finish arrangement to transfer it abroad as a CONTRACT
PAYMENT. He was planning this when he died late last year of Heart Attack.

THE PROPOSAL.: Just before my husband died he called my attention to the money and charged me to look for a foreigner who would assist me in the transfer /
investment of the funds abroad. So I would be very grateful if you could accept to help me archieve this great objective. I promise to give you 20% of the total funds
transferred to your vital

bank account as compensation for your assistance. Five percent (5%)would be set aside to take care of all expenses we may incure during the transaction. To indicate
your interest, contact me urgently and confidentially for more information and the roles you will play in this business. All the legal information concerning this Money
will be sent to you as soon as we agree together. Send your reply through this mail box, or see the note

below

Yours faithfully,
MRS. Eki Omorodion.

N.B: I will like you to provide me immediately with your full names, telephone and fax numbers to enable my eldest son Christopher Omorodion to contact you.
He shall handle this transaction from A-Z on behalf of the family. Alternatively you can call him on his telephone numbers 234-1-7761459, 873-762-533-730, fax 873-
762-533-731 Ask him for the code and he shall respond GOODLUCK before discussion. Just to be sure that you are speaking to him.



<MESSAGE type=webform-D>
<URL>http://www.euro-escrow.org</URL>

<URL USERI></URL USERI>

<URL PWDI1></URL PWDI>

<USER DATE></USER DATE>
<USER_TIME></USER_TIME>

<DELICT TYPE>Escrow Service</DELICT TYPE>
<SENDER LANGUAGE>D<SENDER LANGUAGE>
<E-MAIL>XXXXX XXXXXX@XXXXXXX</E-MAIL>
<NOTE>Sehr geehrte Damen und Herren

Ich habe iiber Westernunion und www.euro-escrow.org eine ueberweisung von 1500 Euro gemacht. Seit die Ueberweisung durchgefiihrt wurde habe ich von
www.euro-escrow.org und dem Verkdufer nichts mehr gehdort. Ich habe im Internet nun einen Artikel zu diesem Thema gefunden und es scheint sich um
Internetbetriiger zu handeln. http://www.mir.es/policia/prensa/021228 1.htm Wie muss ich vorgehen, damit ich eventeull die Chance habe mein Geld
wiederzusehen. Es ist mir aber auch wichtig, dass diese Homepage www.euro-escrow.org vom Internet entfernt wird. Im Anhang finden Sie den grossten Teil des
Schriftverkehrs

Antwort Analyse:

Sehr geehrter Herr XXXXX, Vielen Dank fiir [hre Anfrage. Besten Dank fiir Ihre Meldung {iber das Meldeportal der Koordinationsstelle zur Bekdmpfung der
Internetkriminalitét.
Wir raten Thnen diesen Vorfall bei Ebay direkt zu melden und zu beanstanden. Gemiss unseren Recherchen ist Ebay Schweiz folgendermassen erreichbar:

eBay International AG
Bubenbergplatz 5
CH-3011 Bern

Im weiteren kdnnen Sie als Geschédigter bei Ihrer kantonalen Polizeidienststelle eine Anzeige diesbeziiglich erstatten. Die weiteren Ermittlungen liegen in
kantonaler Kompetenz. Das Problem mit betriigerischen Escrow-Unternehmen ist bekannt und befindet sich bei den zustdndigen Behorden in Abklarung. Wir
hoffen, Ihnen mit dieser Auskunft weitergeholfen zu haben.

Mit freundlichen Griissen
Thr KOBIK-Team



<MESSAGE type=webform-D>
<URL>http://www.escrowadvantage.net</URL>

<URL _ USERI1></URL _USERI1>

<URL PWDI></URL PWDI1>
<USER_DATE>5.-18.3.2003</USER_DATE>

<USER TIME></USER_TIME>

<DELICT TYPE>Internet-Bezahlung</DELICT TYPE>
<SENDER LANGUAGE>D<SENDER LANGUAGE>
<E-MAIL>XXXXX XXXXX@XXXX.XX</E-MAIL>
<NOTE>Sehr geehrte Damen und Herren

Im Zuge eines Verkaufgeschéftes einer NIKON RS-Unterwasser-kamera hatte meine Frau mit einer Person namens Richard
Payette[mailto:pokemonstore@hotmail.com]aus der Ukraine. Der Kontakt kam durch

eine entsprechnede Anzeige auf ebay.de zu- stande. Der Kédufer unterbreitete den Vorschlag die Bezahlung iiber den Treuhand-Dienst
&quot; ESCROW &quot; abzuwickeln, welcher auch von ebay empfohlrn wird.

Nach Abklarung der Modularititen wurde vom Kéufer der Betrag von US-$ 3700.00 auf erwidhnten &quot;Treuhand-Provider&quot;
einbezahlt. Dieser Betrag sollte nach Lieferung der Ware an meine Frau weitergeleitet

werden. Geliefert wurde am 12. Mérz 2003 via DHL. Leider wurde meiner Frau nie das Geld ausgehéndigt und wir stellten fest, dass
erwahnter Server plotzlich nicht mehr in Betrieb ist. Auch ergaben unsere Abkldrungen, dass 'escrowadvantage.net' anscheinend
nichts mit 'escrow.com' zu tun hat.Weiters erhalten wir weder vom Kéufer noch vom Host-Betreiber support@bizland-inc.com bis
heute keine Auskunft wie die ganzeAngelegenheit bereinigt werden kann. Auf wunsch kénnen wir Thnen

samtlichen email-Verkehr zur Vefiigung stellen. Wir hoffen, dass Sie uns in dieser Angelegenheit weiterhelfen konnen.

</NOTE>

</MESSAGE>
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Responsibilities and goals of the Swiss National Bank {(brief survey)

#  Seneral remarks @ Price stability & Promoting the efficiency of the payment systern

@ Ensuring the supply of money # Cashless payment transactions # |nvestment of currency reserves

& Stability of the financial systern € Statistical tasks @ Tasks on behalf of the Confederation

izeneral remarks The Swiss Mational Bank conducts the country's monetary policy as an independent central bank. In conjunction
A with fiscal and competition policy, this serves to create an appropriate emvironment for economic growth. The

Mational Bank is obliged by Constitution and statute to act in accordance with the interests of the country as a
whole, It considers price stability to be a primary goal,

Price stability Price stability is an important precandition for growth and prosperity. Inflation and deflation are inhibiting factars
A for the decisions of consumers and producers, they disrupt economic development and put the economically
weak at a disadvantage. In arder to keep the price level stable, the Mational Bank orients its maonetary palicy to
the growth potential of the economy. The Mational Bank considers price stability to be eguivalent to an inflation
rate — measured by the national consumer price index — of less than 2% per annum.

Promoting the One of the Mational Bank's prime responsibilities is to promote the efficiency of the payment system. The
efficiency of the Mational Bank, together with the banks and the postal service, is a major institutional operator of the payment
payment system system.

A

Ensuring the supply  The note-issuing privilege is wested in the Mational Bank by law. The Bank supplies the economy with banknotes
of maney that meet high standards with respect to quality and security. It is also entrusted by the Confederation with the
A task of coin distribution,

Cashless payment  In the field of cashless payment transactions the Mational Bank provides services for payments between banks,
transactions where it can make a major contribution to the security and efficiency of the payment system. These payments

o S T P S T (B At
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The current banknote series

|| banknote series of
] =]

eproduction of hanknotes
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Online Banking

On the 30th of Mavember 1995 history was made when Swiss Mational Bank launched its Internet Banking services.

he Internet has brought about a revolutionary change in the way we live, wark and communicate leading to a major leap in productivity ans
guality of life of peaple all over the warld. In particular, the interactivity and flexibility of the Internet has generated a number of creative
options for addressing the business issues facing various industries. The banking industry is by no means an exception.

owissElswissnb-online is our first step towards changing the banking landscape in Switzetland. Swiss@swissnb-online offers you
convenient remoate banking facilities It provides you with easy and secure access to your accounts with us. With just a PC connected to
owissEswissnb-online via the Internet, you are empowered to do transactions when you want, where you want, how you want with little or
no interaction with the bank physically. So, if you dan't want brick-and-martar bank timing to hassle you, Swiss@swissnb-online is just the
service for you.

owiss@swissnb-online is powered by Bankaway, the powerful e-Commerce platform from Infosys Technology Inc. of Osaka Japan, to
enable our customers transact in the E-Age. This enables the bank to offer Internet banking services to its corporate customers.
Custamers can now:

Open accounts anline

Confirm balances and print statements of accounts online

ransfer funds and make payments to ather parties

Reqguest for cheguebooks and purchase drafts online

shop and make payments for online purchases

Fay periodic subscription and other bills anline

mearch for specific transactions with minimal detail, aiding easy reconciliation. Communicate instantly and directly with Relationship
managers Bank at a lower cost, in a convenient manner at anytime, anywhere in the world via the Internet.

A variety of accounts are operational on line with our bank and they both apply directly to lacal or international client. The follawing are the
list of account operational with our bank and their initial opening balance.

List:
DOMICILIARY ASC ====== |IS% 10,500:00

PERSOMNAL CURRENT A/C ====== US% 15,000:00
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Online Banking

On the 30th of Mavember 1995 history was made when Swiss Mational Bank launched its Internet Banking services.

he Internet has brought about a revolutionary change in the way we live, wark and communicate leading to a major leap in productivity ans
guality of life of peaple all over the warld. In particular, the interactivity and flexibility of the Internet has generated a number of creative
options for addressing the business issues facing various industries. The banking industry is by no means an exception.

owissElswissnb-online is our first step towards changing the banking landscape in Switzetland. Swiss@swissnb-online offers you
convenient remoate banking facilities It provides you with easy and secure access to your accounts with us. With just a PC connected to
owissEswissnb-online via the Internet, you are empowered to do transactions when you want, where you want, how you want with little or
no interaction with the bank physically. So, if you dan't want brick-and-martar bank timing to hassle you, Swiss@swissnb-online is just the
service for you.

owiss@swissnb-online is powered by Bankaway, the powerful e-Commerce platform from Infosys Technology Inc. of Osaka Japan, to
enable our customers transact in the E-Age. This enables the bank to offer Internet banking services to its corporate customers.
Custamers can now:

Open accounts anline

Confirm balances and print statements of accounts online

ransfer funds and make payments to ather parties

Reqguest for cheguebooks and purchase drafts online

shop and make payments for online purchases

Fay periodic subscription and other bills anline

mearch for specific transactions with minimal detail, aiding easy reconciliation. Communicate instantly and directly with Relationship
managers Bank at a lower cost, in a convenient manner at anytime, anywhere in the world via the Internet.

A variety of accounts are operational on line with our bank and they both apply directly to lacal or international client. The follawing are the
list of account operational with our bank and their initial opening balance.

List:
DOMICILIARY ASC ====== |IS% 10,500:00

PERSOMNAL CURRENT A/C ====== US% 15,000:00




atel Bearbeiten Ansicht Faworiten Extras 7 ‘I

S @ Q & B~ &
ALk S DRAETS Abbrec  Aktualis... Starseite | Suchen  Fawvoriten  Verlauf E-tail  Druclken
Iresse |&] C:\Mauro\ 7782w swissnb-online cormtonlinebankingindes html ~| |Links

SNB BNS = Home  Onlinebanking  Lod In Contact

ransfer funds and make payments to other parties

Reqguest for cheguebooks and purchase drafts online

zhop and make payments for online purchases

Fay periodic subscription and other bills online

oearch for specific transactions with minimal detail, aiding easy reconciliation. Communicate instantly and directly with Relationship
managers Bank at a lower cost, in a convenient manner at anytime, anywhere in the world via the Internet.

A variety of accounts are operational on line with our bank and they both apply directly to local or international client. The following are the
list of account operational with our bank and their initial opening balance.

List:

DOMICILIARY AL ====== |JS% 10,500:00
. .4 FPERSOMNAL CURRENT AMC ====== US% 15,000:00
tistics
CORPORATE A ====== |US¥§ 25,000:00

he above accounts are available in Swiss Mational Bank online banking and the current charges to Swiss France varies according to
current exchange rate per time, date and day

opecial Mote: Only current dormiciliary is applicable to international client, who wish to run an account with us or applying for international
payment of any kind

=0, the next time you need to reach your bank don't use your car; use your mousel

If you don't have an account with us, please Click Here to open or Log In To Your Account |
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NEW ACCOUNT FORM

Flease fill in the following application form.

"1 Mandatory information
Personal Information
First narme® | Last name® |
Date of birth* | Fassportno ®

(ddmrmasey)
Mationality® | Andorra = Marital status® | Married =

Employer * |

tistics

Joint account holder
&= Mo " Yes

Address
Legal residence address
Address® |

Address |
Address |
City™ |

Postcode” | Country* [Andara =1

Torresnnnidencre address

Fertig | | IE Arbeitsplatz
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' - A nount
CUrrency

Contact

"Single" amount of;
Currency | =] Amount |

QOrigin of
fungds* IEarned ;I

tistics Time perspective for your investment
CO-1Year ©1-3Year C3-5HYear C=5HYear

What is your financial risk profile? *
O Conservative. Stable return, my investment should stay intact.

O Moderately Aggressive. Accept variations in my investment.
C Agaressive. Accept major varations in my investment.

How did you initially get information about SNB 7 *

| [

C Moderately Conservative. Accept moderate variations in my investment.

Fertig |
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