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Remote Control System

Offensive security technology

Capabilities

Remote Control System is an electronic || Remote Control System is more than an
eavesdropping device. After it is installed | eavesdroping
on the target computer, it “listens to” what device. In fact, it can:
is “happening” inside the computer. - Access any user’s information
- Execute any command on the target
Remote Control System hides itself deeply computer
inside the computer: - Detect particular events and act
- No files get modified at installation phase accordingly (if then logic)
- No new files are created on the computer’s
hard disk Also, it can be installed:
- No new processes are in execution - Without physical access to the remote
- No new connections done from/to the net- computer (online installation)
work (if the computer’s network is - By means of supported media such as CD
connected) and USB drive (“in-loco” installation)

Life cycle
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Uniqueness solution for the customer isolation

Like an eavesdropping bug

Remote Control System, its most valuable feature is the stealthness. Remote Control
System mimics user’s behavior in order to make very difficult to tell, even for the most
sophisticated user, that a not user-generated “activity” is going inside to the target
computer. In fact, it is virtually impossible, for any monitoring program running on the
computer itself, to detect the Remote Control System in function, either in terms of
the network or system activities. Remote Control System is invisible to the most
commercial protection systems such as anti-virus and anti-spyware software,
personal firewalls, networks, process monitors and network’s analyzers.

Physical and online installation

Remote Control System the Hacking Team’s Product
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