Understanding ISS Technologies
and Products Deployed in
Telecommunications Networks for
Law Enforcement and Intelligence
Analysis
(Three Two Hour Sessions)
Presented by
Dr. Jerry Lucas, President,
TeleStrateiges

DEIRA SALON A
(Main Level)

ISS World MEA 2014 Agenda At A Glance

Monday, 3 March 2014 - Pre-Conference

Advanced IP Intercept Training
(Three Two Hour Sessions)
Presented by

Dr. Hendrik Schulze, President & CTO,

ipoque

BOARDROOM 250
(2nd Floor)

Beyond Google and Smart Systems
Substance or Shadow, Blind Spots or
Shadow
Presented by
Stephen Arnold, ArnoldIT

BOARDROOM 350
(3rd Floor)

Visual and Big Data Analytics
Presented by
Christopher Westphal, Raytheon Visual
Analytics Incorporated

Practitioners Guide to Internet
Investigations
(Six One Hour Sessions)
Presented by
Mark Bentley, Communications Data
Expert, National Cyber Crime Law
Enforcement, United Kingdom

(Only Open to Law Enforcement and
Government)

BOARDROOM 350
(3rd Floor)

DEIRA SALON B
(Main Level)

8:30-9:30

Understanding Wireline Telecom

Infrastructure, Interception and
Related ISS Products

Understanding TCP/IP for Packet
Sniffing and Traffic Analysis

Visual Analytics: Discovering Real-
World Patterns by Exploiting Meta Data
Content

The World Wide Web and the
Internet

9:45-10:45

Understanding Wireline Telecom
Infrastructure, Interception and
Related ISS Products
(Continued from 9:30)

Understanding TCP/IP for Packet
Sniffing and Traffic Analysis
(Continued from 9:30)

Visual Analytics: Discovering Real-
World Patterns by Exploiting Meta Data
Content
(Continued from 9:30)

Recognizaing Traffic Data

11:00-12:00

Understanding Mobile Wireless
Infrastructure, Interception and
Related ISS Products

12:00-13:00

13:00-14:00

Understanding Mobile Wireless

Infrastructure, Interception and
Related ISS Products
(Continued from 12:00)

Deep Packet Inspection (DPI) Basics
for LEA's, Intelligence Analysts and
Telecom Operators

Deep Packet Inspection (DPI) Basics
for LEA's, Intelligence Analysts and
Telecom Operators
(Continued from 12:00)

Beyond Google: What to Do When
Google (Bing and Yahoo) Do Not
Answer Your Questions in a Useful Way|

Big Data Analytics for Entity Based
Representations: Detecting Networks,
Connections, and Correlations

WIFI and Mobile Data

Emerging Technologies, Masking
Tech and Tools

14:15-15:15

Understanding the Internet,
Interception and Related ISS
Products

Basics of IP Application Decoding

Beyond Google: What to Do When
Google (Bing and Yahoo) Do Not
Answer Your Questions in a Useful Way
(Continued from 14:00)

Advanced Techniques in Tracing
Suspects

15:30-16:30

Understanding the Internet,
Interception and Related ISS
Products
(Continued from 15:15)

Basics of IP Application Decoding
(Continued from 15:15)

Smart Systems Substance or Shadow,
Blind Spots or Shadow. Blind Spots in
Mainstream Intelligence Systems

Open Source Intelligence Training
(OSINT)

b 2

Coffee Breaks at 9:30, 10:45, 14:00 and 15:15



DEIRA SALON A
(Main Level)

ZABEEL
(Main Level)

ZABEEL
(Main Level)

PALMS 2
(Lower Level)

ISS World

BOARDROOM 250
(2nd Floor)

MEA 2014 Agenda At A Glance

Encrypted Traffic Monitoring and IT
Intrusion Product Training
(LEA and Govt. Only)

Session A

DEIRA SALON B
(Main Level)

Session B

BOARDROOM 350
(3rd Floor)

Session A

PALMS 3
(Lower Level)

LEA and Intelligence Analyst Training
and Product Demonstration Track
(LEA and Govt. Only)

Session B

PALMS 2
(Lower Level)

Social Network Monitoring and Big Data
ics Product D i

Mobile Location, Sul

" (LEA and Govt. Only)

Session A

PALMS 1
(Lower Level)

Session B

BOARDROOM 550
(5th Level)

(LEA and

Session A

BANIYAS
(Lower Level)

rveillance and Signal

Product Training

Govt. Only)

Session B

JUMEIRAH
(Lower Level)

Welcoming Remarks
TeleStrategies

Top Ten Internet Challenges
Facing Law Enforcement and
the Intelligence Community
and Who at ISS World Middle
East has Solutions
TeleStrategies

Integrated Information
Extraction and I

Forensic grade Tactical
surveillance and Monitoring

Mining Solutions
Sinovatio

Centre High
Quality and Mobility in
nowadays surveillance

GSM/WCDMA
Terminator, Passive
and Active tracker
integration solution

AREA UKSpeedog
LIMA Mass Location
O Rends & Suvllanca. | T 100G BASEXR4 single Protection soons:
Technologies server data capture a high level overviev;l
trovicor Fiberblaze Group 2000
Netherlands
Today's interception in an POMS: An Intelligent Social Media Breakthrough
Encrypted, Social and Tool to Drill Down on Intelligence Benefits in Covert
Clouded World Facebook & Twitter ISr?SC Tracking Devices
Hacking Team Semptian Ntrepid Corporation
Activate the Intelligence to SIGINT, OSINT,

expand the Security. GENESI
Suite: the most complete
Communication Intelligence
Platform
IPs

HUMINT : Massive
Data Fusion, Search
& Analytics in 3 clicks
Advanced Systems

IP Deep Investigation
Analytics
trovicor

Geospatial
Intelligence for
National Security
Esri

VUPEN Zero-Day
Exploits for IT
intrusion (Computers
& Mobiles)
VUPEN

Covert IT Operation
with OSINT and
Custom Tools - Real
Scenarios
FinFisher GmbH

DARK EAGLE: Fully
Configurable Covert
IT Intrusion and
Collection Solution,
Case Studies and tips|
GR Sistemi

Virtual Human
Intelligence for Digital
Agents. Dual Use 2.0

Digital Infiltration
AREA

Analyzing Multiple
Data Sources in One
Application
SS8

Interception and
Intelligence
Gathering - Impact of
Growing Bandwidth
and New IP
Applications
SS8

Target Behavioral
Analytics based on
Data Retention - a
demo
trovicor

Securing your
country from cyber-
attacks: a step-by-
step approach.
RCS

Deep Intelligence
From Twitter &
Facebook -- a live
demo of KIS
Knowlesys

Klarios Analytics:
Finding the Truth
ATIS systems

An Overview of Data
Clarity: Using Visual
Analytics to Integrate
Disparate Content
Raytheon

War on Social Media

Innova Presentation
Innova

CDMA Catcher and
GSM/3GI/LTE Catcher|

Social Media Steals
Intelligence
AGT

with Public Number
Detection.
NeoSoft AG

Cobham's
RF/GSM/Satellite Tag
and Tracking
Integrated Solution
Cobham

High Accuracy
Tracking Alone is Not
Enough for
Preventing Crime and|
Terrorism - High
Accuracy Locaiton
Analytics is the Key
Polaris Wireless
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Encrypted Traffic Monitoring and IT
Intrusion Product Training
(LEA and Govt. Only)

Lawful Interception and Criminal
igation Product D i

Track
(LEA and Govt. Only)

Social Network
Monitoring and Big
Data Analytics Product|
Demonstration Track
(LEA and Govt. Only)

Mobile Location, Surveillance and
Signal Intercept Product Training
(LEA and Govt. Only)

o on B o on B Session A Session B Session A Session B Session A Session B
BOARDROOM 350 ZABEEL BOARDROOM 250 ZABEEL BOARDROOM 550 DEIRA SALON B DEIRA SALON A PALMS 3 PALMS 2 BANIYAS PALMS 1 JUMEIRAH
(3rd Floor) (Main Level) (2nd Floor) Main Level) (5th Floor) (Main Level) (Main Level) (Lower Level) (Lower Level) (Lower Level) (Lower Level) (Lower Level)
- Tracker: Pinpoint the
Application Level Target profile
LI Going Dark Interception in 100G WCDMA/GSM/CDMA building on trovicor

Utimaco Safeware AG

Networks
INVEA-TECH

phone with an all in one
compact passive tracker
Semptian

How to Connect
Securely your
Confidential
Infrastructure to your
Interception Network
Global Security
Network

Lawful Interception of
LTE, VoLTE, and RCS
Utimaco Safeware AG|

Recall IP Intercept - the
next-generation of IP
interception at 10
Gigabit and beyond
iSolv Technologies

Gain Situational
Awareness with Big
Data Analytics
Narus

Detection", "Security
Analytics", "Actionable
Intelligence"
Xalted

GSM Location Tracking
BTT

Portable Micro-
IMSI/IMEI capture,
smart intelligence

system utilized in border
& city security
UKSpeedog

Identifying Criminal
Orgainzations on Social
Networks by Intruding
Communications
Devices
Hacking Team

FinFisher: Overcoming
challenges in IT

Building a Center of
Excellence Digital

Forensics Lab: Initial SIGINT in High
considerations; what | Bandwidth Networks
ilities do you
want; strategy for Channel
success
AGT

Speech Intelligence
Platform - How to Mine
Data from Speech
Records
Phonexia

Passive Analysis and
Exploitation of Public
Cellular and RF
Networks
Providence

Innovations by
FinFisher
FinFisher GmbH

Do it Yourself (DIY)
Program for Trojan
Based Monitoring
ClearTrail
Technologies

Profile and Attack.
The new turnkey
solution for the
remote IT intrusion

Intelligence Platform
trovicor

Cyber Security - a
demo
trovicor

Advancing the Role
of the Monitoring
Center
SS8

| have found malware,
now what?
CyberPoint
International

Voice Biometrics
Reaches Its Maturity
with the New Nuance

Platform VB9
Nuance
Communications

Safe Use of Social
Networks
Raytheon

A complete solution
to acquire satellite
and terrestrial
signals for massive
data analysis and
intelligence reports
VASTech

LIMA Mass Location

and Network Protect;

hands-on demo and
case studies
Group 2000
Netherlands

Target mobiles go LTE|
- How to stay in
control?

EXFO Homeland
Security

Lawful Interception
Consolidation - A case
study
Utimaco Safeware AG

Video Data - Don't Lose|
it. Report it!
Hayagriva Software




TRACK 1

ISS for Lawful Interception and Criminal
Investigations

Session B
BOARDROOM 250
(2nd Floor)

Session A
BOARDROOM 350
(3rd Floor)

TRACK 2

ISS for Social Network Monitoring and

Big Data Analytics

Session B
PALMS 1

Session A
DEIRA SALON B
(Main Level

(Lower Level)

ISS World MEA 2014 Agenda At A Glance

TRA(

ISS for Mobile
Location,
Surveillance and
Intercept

PALMS 1
(Lower Level)

Wednesday, 5 March 2014

:30-6:00 New Generation of

Language and Overview of ETSI LI
Speaker ificati RD D pment
Technology Yaana Technologies|
Phonexia

INVESTIGO-From
Informaiton to
Intelligence - A

multifaceted
intelligence analysis
RCS

Aglaya-User space
Exploit &
Surveillance
(Mobile & PC)
Aglaya

TRACK 4 TRACK 5
Encrypted Traffic Monitoring and IT Lawful ption and Criminal Product
Intrusion Product Training Demonstration Track
(LEA and Govt. Only) (LEA and Govt. only)
Session A Session B Session A Session B Session C
DEIRA SALON A ZABEEL BOARDROOM 550 PALMS 3 PALMS 2
(Main Level) (Main Level) (5th Floor) (Lower Level) (Lower Level)
Target profile building
on trovicor .
Intelligence Platform |  Tactical/Portable
New Digital trovicor Interception
Interception and Strategies -

9:00-9:30

From Interception Actionable
towards National Intel| Intelligence in a fast
and control moving world

Group 2000 Protection Group

9:30-10:30
(LELEERN  Secure the human:
How to develop a
successful security
awareness campaign
Global Security
Network

Extended Security for|
Utimaco's Lawful
Interception System
Utimaco Safeware
AG

11:00-11:30

11:30-12:00
12:00-12:30

TasHeel
Social Media and LI:

Technology
Perspective
C2Tech

Beyond Google:
What to Do When
Google (Bing and

Yahoo) Do Not

Integrating Intelligent

Trackwise-real time
location application
used by the Law
Enforcement
Agencies
Creativity Software

Profiling with OSINT

Detecting and
Locating Mobile
Network
Interceptions

Answer Your
Quesitons in a Useful

Way
ArnoldIT

Cyber Intelligence
Instruments
AREA

Cyber Security - a

demo
trovicor
Target behavioural
: analytics based on SIGINT in high
c Intruding Recall Intruder - data retention -a | pngyigth networks,
ommunication . demo o y
Devices: Live Coverlj /ntrusror7 and trovicor deep d|ye in solution
ation of Collection Solution fo scenarios and best
Smartphones and practices
Latest Attack -
Techniques i Tablets ch_tlon_ary Network
Hacking Team iSolv i 1-a
demo Channel
trovicor

Encryption of Mass-
Communicaiton
Changed the Game's
Rules, learn how to
stay ahead of threats
with Remote Stealth
Surveillance
AGT

New LI challenges. A
Countrywide
Integrated Solution:
Voice, Data,
Positioning and
Encryption for
Massive Interception

Putting Digital
Investigation in the
hands of detectives

Global Security
Network

Neutralize Criminal &
Terrorist Threats - a
demo
Expert-Team

LEA Product Demo
Protection Group
International

TRACK 6
Social Network
Monitoring and

TRACK 7

Mobile Location, Surveillance and

Big D::z :::'Iytlcs Signal Intercept Product Training
et (LEA and Govt. only)
(LEA and Govt.
only) Session A Session B
ZABEEL BANIYAS JUMEIRAH
(Main Level) (Lower Level) (Lower Level) |
eRetriever: The
portable
"lO Network independent Audio, Video,
Monitor" - social interception GPS and more:
media monitoring system with tactical devices in
solution offensive a strategic vision
GsmSoft capabilties for PC IPs
and smart phones|
Semptian
TESLA Latest
T‘;gﬁ:?lg;b;gr GSMI3G/AGILTE
Tracking and and CDMA Active,
Audio Pa§s|ve and
Surveillance with Hybrid systems
NeoSoft AG

Social Network
Monitoring Session
Clear-Trail
Technologies

Data Streaming
GR Sistemi
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