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New Developments and Technologies in African Security and Counter-Terror

FEATURING OVER 35
TOP-LEVEL SPEAKERS:

H.E. ULADI MUSSA, Minister, MINISTRY
OF HOME AFFAIRS, INTERNAL AFFAIRS
AND PUBLIC SECURITY, MALAWI

DEPUTY MINISTER, Ministry
of Defence, GHANA

REAR ADMIRAL GEOFFERY BIEKRO,
Chief Of Naval Staff, GHANA

ISSAC MAGAGULA. National
Commissioner, ROYAL
SWAZILAND POLICE

SENIOR REPRESENTATIVE,
Ministry of Defence, UGANDA

SENIOR REPRESENTATIVE,
Ministry of Defence, MALAWI

H.E. EDWARD TURAY, High
Commissioner, SIERRA LEONE
HIGH COMMISSION

ABDULMENAM TUNSI, Technical
Attaché, LIBYAN MINISTRY
OF INTERIOR AFFAIRS

CHILIKA SIMFUKWE, Head of INTERPOL
Regional Bureau, SARPCCO

LT. GENERAL (RTD) NJUKI

MWA

KI, Former Army
Commander, KENYAN ARMY

REPRESENTATIVE, THE NATIONAL
COUNTER TERRORISM SECURITY
OFFICE (NACTSO), UK

NYENK SUBAH, Airport
Security Manager, ROBERTS
INTERNATIONAL AIRPORT LIBERIA

RICARDO (BARON) BARETZKY,
President, THE EUROPEAN
CENTRE FOR INFORMATION
POLICY AND SECURITY (ECIPS)

TONY SM|T|‘|, CBE. Former
Director, UK BORDER FORCE

SERGEI BUEKE. Research Fellow,
THE INTERNATIONAL CENTRE
FOR COUNTER-TERRORISM

SENIOR REPRESENTATIVE, Financial
Intelligence Centre, GHANA

ALEX VINES, OBE, Research Director,

Area Studies and International
Law; and Head of Africa
Programme, CHATHAM HOUSE

SAMUEL LINARES,
Director, INDUSTRIAL
CYBERSECURITY CENTRE,

ABIOLA ABIMBOLA-SULAIMAN,
Security Manager, WEST AFRICAN
GAS PIPELINE COMPANY LIMITED

Key Topics Covered:

African Ministry Case Studies

Crowd and Riot Control

Transport Security
Threats In Africa.

New Security Technologies

Piracy And Kidnap

African Themed
Networking Event -
Evening of Day 1

&8 >
Africa Security & Counter-

Terrorism Exhibition

Hurry, exhibition space
for the booth exhibition is
expected to sell out!

To be sent exhibitor
details please email:
‘ info@oliverkinross.com

BUSINESS

Let us know which companies
you would like to meet
and we will do our best to
bring them to the event to
introduce them to you

(Business Match Making Service is
for event sponsors/exhibitors only)

TEL +44 (0)207 127 4501

FAX +44 (0)207 127 4503

Key Speakers Include:

H.E. ULADI MUSSA, Minister, MINISTRY OF HOME AFFAIRS,
INTERNAL AFFAIRS AND PUBLIC SECURITY, MALAWI

DEPUTY MINISTER, Ministry of Defence, GHANA

REAR ADMIRAL GEOFFERY BIEKRO, Chief Of Naval Staff, GHANA

ISSAC MAGAGULA, National Commissioner, ROYAL SWAZILAND POLICE
SENIOR REPRESENTATIVE, Ministry of Defence, UGANDA

GOLD SPONSORS

— WASP utimaco’

EXHIBITORS

LOCKHEED MAW "CM
FAN CROSSMATCH

ADAN’ TECHNOLOGIES
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5 &

The Africa Security & Counter-Terrorism Summit 2014
will assess the most pertinent security issues affecting
Africa’s Governments and people. Over the two-day
conference talks will examine key threats and challenges

and look at the most cutting edge technologies available
to governments for use in a wide range of environments.

The Summit will also include an exhibition where the
world’s leading companies meet to engage their key
audience, and a networking evening where delegates can
relax, network and form valuable business relationships.
All attendees will leave with lasting knowledge of
Africa’s security issues and a wealth of new contacts

in one of the most important regions on the planet.

Why is the Africa Security & Counter-

Terrorism Summit Taking Place in London?

The Africa Security & Counter-Terrorism Summit 2014 is taking place
outside Africa to provide African Governments and security and
defence professionals with an opportunity to gain insight into the latest
international developments in defence strategy and security technology,
as well as the opportunity for them to network with international
security and defence experts, investors and solutions providers.

EMAIL info@oliverkinross.com




[PACASTER

LONDON

ADDRESS:
Lancaster Terrace, London W2 2TY

VENUE CONTACT:
Reservations Team:
+44(0) 207 551 6000

WEBSITE:
www.lancasterlondon.com

VISA:

Please click on the following link

to see if you require a visa to enter
the United Kingdom; http://www.
ukba.homeoffice.gov.uk/visas-
immigration/visiting/business/visa/

Should you need a visa, please
follow the instructions on this page;
http://www.ukba.homeoffice.gov.uk/
visas-immigration/visiting/business/
apply/

Please use the above links as guides
only, and for official confirmation

of your visa needs/requirements
get in touch with your local United
Kingdom embassy.

ACCOMMODATION:

Discounted rates for the evenings
of the 27th and the 28th January
2014.

Rates are from £168.00 for a
superior room through to £276.00
for an executive city view room
(inclusive of VAT & continental
breakfast)

Bookings must be made directly by
reservations by calling on

+44 (0) 20 75516110 or emailing on
book@lancasterlondon.com

PLEASE USING THE BOOKING
CODE OLIVERK270114 WHEN
MAKING YOUR RESERVATION

These rooms are on a block
booking so are subject to
availability, therefore please make
your booking as soon as you can.
Each guest is required to guarantee
the booking with own credit/

debit card. For any information
regarding cancellation policies
please liaise directly with the hotel
reservations department.
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There is one tangible element
which has left the guests
impressed countless times

at the Lancaster — the views
are breath taking. With Hyde
Park, the largest of the Royal
Parks, directly to the South
along with the City of London
eastwards, they have arguably
the best views in London.
Whether looking down from
the hotel's superior bedrooms
or enjoying the view from

the hotel restaurants, it
reinforces the feeling of the
city being within your reach.
Marble Arch and the plethora
of Oxford Street shops are

a five-minute stroll from the
hotel with Knightsbridge and
Harrods just ten minutes away
by taxi. The Lancaster London
certainly puts you at the
centre of this metropolis.

DIRECTIONS/TRAVEL:

Heathrow Express

Cost: £16.50 single/£32 return

Time: 30 minutes approx.

Details: Take the Heathrow Express to
Paddington Station (15 minutes) where
you will need to transfer to taxi or tube
for the final part of your journey.

Tube: Marble Arch (Central Line) From
the airport, Cost: £5 approx. Time: 1 hour
approx.

Details: At Earls Court change to the
district north line to Notting Hill Gate.
The take the central line to Marble Arch.

Private Chauffeur

Cost: £100 S Class Mercedes, or £70 for
an E Class (on request)

Time: 45 minutes from Heathrow (traffic
dependent, times vary for different
airports, please enquire for specific
times)

Details: The Lancaster offers a private
chauffeur service to and from London
airports and train stations. For more
information on the chauffeur service or
to speak to someone about directions
to the hotel please call +44 207 551 6000
and ask to speak to Concierge.

For further directions or transportation
advice please see the following link:

http://www.lancasterlondon.com/
locationtravelplanner

CONTACT: For any further information required, please contact Katherine Duncan on

+44 (0) 207 374 4454 or via email on Katherine.duncan@oliverkinross.com.
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08.00 Registration and Coffee
IJAII}  chairman’s Opening Remarks

LOCAL/GLOBAL SECURITY THREATS

m Africa in the Global Security Context
e Global Security Overview and
Outlook for 2014 and beyond

e Africa’s regional Security developments
and key areas of Risk

H.E. Edward Turay, High Commissioner,
Sieera Leone High Commission, UK

m Cyber Terrorism and the Counter-
Intelligence Behind It
Ricardo (Baron) Baretzky, President, The European
Centre for Information Policy and Security (ECIPS)

m Refreshments and Networking Break

{IFAl]  The Current Global Threat Posed by Al-
Qaida and Other Extremist Groups
e Overview of key terrorist groups posing
a threat to international security

* Major threats in Africa

e The need for joined-up CT response,
both nationally and internationally

Andrew Erving, OBE, former Head of
Counter-Terrorism Intelligence, GCHQ

m Preparing for the Increasing Terror Threat
¢ Different concepts: Counter Insurgency,
Counter Terrorism or the Comprehensive
Approach (3D policy). Imply Different
Objectives, Different Ministries in the
Lead and Varied Policy Instruments

e Capacity Building and Security Sector
Reform. Pitfalls and Risks: the Case of
the Afghan National Security Forces.

¢ Intelligence sharing. How to move from need
to know to need to share. How to make better
use of available intelligence and reach national
(and international) intelligence customers.

e Targeting terrorist leaders. When is it
effective and when counter productive? Why
does it not work for Taliban leaders? Does
it work for AQIM/MUJAO/Boko Haram?

Sergei Boeke, Research Fellow, The
International Centre for Counter-Terrorism

REGIONAL THREATS OVERVIEW

m North African Political Overview
e Key macro-economic developments
across North Africa

e Implications of further conflict

Abdulmenam Tunsi, Technical Attaché,
Libyan Ministry of Interioir Affairs

m Lunch

08.00 Registration and Coffee
IJAII}  chairman’s Opening Remarks

MILITARY & DEFENCE

MGold Sponsor Presentation:
Lawful Interception & Data Retention of
Telecommunications Critical Tools for
Fighting Crime and National Security
e Critical impact of Lawful Interception & Data
Retention of telecommunications traffic for
fighting crime and purposes of national security.

e Basic concepts, technical solutions and
benefits as well as the restrictions.

* €
UtimacCo Senior Representative, Utimaco

m Defining Africa’s Future Readiness Plan
¢ Factors affecting the Military
landscape over next 30 years

Senior Representative, Ministry of Defence, Malawi

m Future Requirements for Successful
Military Operations
e Joint force deployments to meet regional
and continental security goals

Deputy Minister, Ministry of Defence, Ghana
m Refreshments and Networking Break

m Conventional vs Unconventional
Warfare Scenarios
e The future for the African Combat requirements

Senior Representative, Ministry of Defence, Uganda

m Current Challenges Facing West
African Naval Forces
e Overview of West African Naval Threats

e Developing a Successful Naval Strategy

Rear Admiral Geoffery Biekro, Chief Of Naval Staff, Ghana

m Cyber Security - The Future Threat to
Governments and Military Institutions
* Implications of large scale cyber attack

e Measures and Preventative steps
for government and military

m Lunch

SUPPORTING ORGANISATIONS

NV — O
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REGIONAL THREATS (Cont.)

m Piracy in the Gulf of Guinea
e The role of security companies
e Strategies for containing and reducing the threat
¢ Assessing strategies and technologies
for piracy, kidnapping and extortion

Alex Vines, OBE, Research Director, Area
Studies and International Law; and Head of
Africa Programme, Chatham House

m East African Political and Security Outlook
e Where are the areas of high-risk

e Macro-Economic factors and
their potential effects

e Preparing for deployments - Developing
a workable readiness plan

Lt. General (RTD) Njuki Mwaniki, Former
Army Commander, Kenyan Army

(HA]  The Fight against Terrorism: North Africa
e The rise of terror groups in North Africa
and the threat they pose to sovereignty
and commercial operations
e Future trends and high risk areas of the future
e Implications for Investors and role of
International cooperation to form an
effective counter-terror strategy

m Refreshments and Networking Break
m Keynote Presentation — African Crime
and Security - The Key Issues

e African regional overview

e Sector analysis — What are the
threats and key areas of risks

e Key trends in Africa — What can
companies do to protect their assets

H.E. Uladi Mussa, Minister, Ministry of Home Affairs,
Internal Affairs and Public Security, Malawi

m Regional Focus - West Africa Security Overview
e Key areas of high risk and socio-political outlook

¢ Potential threats and future developments
e Key requirements for land, ground
and air forces in West Africa

Abiola Abimbola-Sulaiman, Security Manager,
West Africa Gas Pipeline Company Limited

m Open Audience Discussion - Review
of Day’s Key Take-Aways

17.30

End of Presentations

Technological Requirements for the
Modern African Land Force
e Assessment of current and future
military requirements
e Modern Vehicle, Aircraft and Weaponry overview

e Securing Infrastructure

Vehicular Requirements for Future
Military Deployments
e United Nations Operational Case study
* How to successfully project
forces over varied terrains

Strategies and Technologies for Riot Control
e Overview of key steps for containing

and dispersing threats
e Technologies and Strategies

available to local forces

Refreshments & Networking Break

Securing Cities - On the Ground Scenarios
e Overview - The Urban African environment

e Strategies and high-risk scenarios
in the urban environment

e Communication technology and its
application in the urban environment

Challenges and Developments
facing African Air Forces
e Overview of key Air Force concerns
® Technological Requirements
for the Modern Air Force

Open Audience Discussion - Review
of Day’s Key Take-Aways
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STREAM A

08.00 Registration and Coffee

AN chairman’s Opening Remarks
PRIVATE SECURITY

m The Security Directors Current
and Future Concerns
e Current crime trends across Africa and the world
* The move towards intelligence led security

e Coupling physical security, intelligence
and risk management

m Building an Effective Security Strategy
within Business Strategies
Senior Representative, Financial
Intelligence Centre, Ghana

m Refreshments and Networking Break

m The Current State of Piracy in East Africa
and Impact of Counter-Piracy Response
e Overview of Piracy and maritime
criminal activity in East Africa

e Developing a maritime security
strategy for Africa

® Protecting vessels and assets
from criminal threats

¢ Impact of current initiatives to police the seas

m The Role of Private Security Firms in Africa
e Current role of private security firms —
Cooperation with police and military
e Market overview — Assessing the risk
¢ Products and solutions available for
companies in high risk areas

PUBLIC SECURIT

m Protecting Crowded Places — a UK perspective
e How does the UK protect its crowded
places from terrorist attack
Representative, The National Counter
Terrorism Security Office, (NACTSO), UK

m Lunch

m The Role of the Police in a Democracy

and the Use of Technology in Policing

e Democracy. The concept of separation
of powers and position of the Police

e Policing in a Democracy. Security, objectives
of policing, police ethics and respect for
human rights, rule of law, governance,
accountability and transparency

* Regional and International Policing.
Southern Africa and International Policing

e The threat of Terrorism and Policing
® The use and role of Technology in Policing
Chilika Simfukwe, Head of INTERPOL Regional

Bureau, Southern African Regional Police Chiefs
Cooperation Organisation (SARPCCO)

CYBER SECURITY WORKSHOP

Topics Include:
e The Cyber Security Challenge
in 2014 and Beyond

e Who is carrying out the attacks
and by what methods?

e Cyber Security Risks: The Multi
Faceted Challenge

e Cyber Security from the African Perspective

¢ |[nternational Cyber Security Best
Practice and Lessons from Africa

¢ Analysis of advanced and
persistent cyber threats

¢ Defending your organisation
against cyber attacks

e Cyber Attack Patterns and Scenarios

e Understanding Cyber Attack Methodology

e Creating Multi-Layered Defences

e Security Risk Assessments

® Unreliability Assessments

e Thinking Like a Hacker - Knowing your Enemy

e Best Practice Case Studies for
Company Protection

e European Case Studies

e Protecting Industrial Control Systems

e Defending Critical Network Infrastructure
e Cyber Attack Technology

Samuel Linares, Director, Industrial
Cybersecurity Centre
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m Border Security: The Case for
International Co-operation

e How can governments keep their borders
secure whilst promoting economic growth?

e What lessons can be learned from past events
in terms of co-operation between agencies
and governments to manage borders better?

e How can governments, transportation
companies, airports and technology suppliers
work effectively to protect international borders?

e What are the advantages and
disadvantages of information and
intelligence sharing across borders?

* What mechanisms exist to raise global
standards for border security screening,
whilst enhancing the traveller experience?

Tony Smith, CBE, Former Director General of UK Border
Force and International Liaison Director, Borderpol

m Airport Security Technologies
for 2014 and Beyond
e Overview of the latest development
in Security technologies

e Technologies applicable to the current and
future African security environment

Refreshments and Networking Break

m Organised Crime and Law Enforcement

¢ Developing a regional strategy to combat
piracy, drug trafficking and organized crime

e Key framework for forming an
affective regional strategy

® The importance International
cooperation and assistance

ISSAC MAGAGULA, National Commissioner,

Royal Swaziland Police

m Countering Threats in Aviation
Transport Networks
e Overview of African Aviation Sector

e Areas of High-risk and overview of key threats
e Steps to building a strategy to counter
threats to Aviation Security

Nyenk Subah, Airport Security Manager,
Roberts International Airport Liberia

m Open Audience Discussion - Review
of Day’s Key Take-Aways

17.30 End of Presentations




