Cyber Intelligence Asia
Potential Agenda
12" — 15" March 2013
Kuala Lumpur, Malaysia

Event Schedule

12" March 2013

08.30—-12.30 Workshop A (to be announced)
13.30-17.30 Workshop B (to be announced)

18.00—19.30 Pre-Event Drinks Reception (to be confirmed)

13" March 2013

08.30—-18.20 Conference Day 1
08.30—-18.30 Exhibition Opening Hours
18.30-23.00 Gala Dinner (to be confirmed)

14" March 2013

08.30—-18.10 Conference Day 2

08.30-18.30 Exhibition Opening Hours

18.30—-20.00 Post-Event Drinks Reception (to be confirmed)

15" March 2013
09.00-16.00 Government Exercise (to be announced)

Confirmed Presenters
To Date

e Howard Schmidt, Former Special Assistant to the President, Cyber Security Coordinator,
Executive Office of the President Obama

e Commander Arun Chauhan, Joint Director CIRT Navy, Indian Navy

e Chief Inspector (Dr.) Frank Law, Head of Computer Forensics, Hong Kong Police Force

e Akira Yamada, Senior Security Analyst, Information Analysis Department, Cyber Defence
Institute, Japan

e Leo Dofiles, Computer Crime Investigator/Computer & Cellphone Forensics Planner, Philippine
National Police

e Kislay Chaudhary, Director & Senior Information Security Analyst, Indian Cyber Army




Day1
08.30 Registration & Coffee

09.00 CHAIRMAN’S OPENING REMARKS
Lee Hwee Joon, Secretary, Information Security Professional Association of Malaysia (ISPA)

HOST NATION SESSION

09.10 OPENING ADDRESS: MALAYSIAN CYBER CRIME

. Overview of where Malaysia are in terms of Cyber prevention

. What the government is currently doing to help lower cyber crimes
Senior Representative, Malaysian Government

09.50 SPECIAL ADDRESS: IDENTIFYING CYBER CRIMES IN MALAYSIA

. Overview of CyberSecurity Malaysia

. Structure in place to help identify cyber hackers

. How social media has impacted cyber attacks

. Future goals

Lieutenant Colonel (Ret’d) Professor Dato’ Husin Bin Jazri, Chief Executive Officer, CyberSecurity Malaysia

10.30 ARMED FORCES RESPONSE TO CYBER ATTACKS AND THREATS
. Military co-operation with the private sector on cyber threats

. How the military are protecting themselves from any cyber attack

. Current cyber forensic procedure in place

Senior Representative, Malaysian Armed Forces

11.10 Morning Coffee Break

11.40 FUTURE TECHNOLOGY TO PREVENT CYBER ATTACKS

. Overview of MOSTI

. Research and Development being carried out to reduce cyber-attacks from happening
. The future of cyber security

Senior Representative, Ministry of Science & Technology Innovation, Malaysia

FAR-EAST ASIA CYBER UPDATE & SESSION

12.20 SINGAPORE CYBER CRIME UPDATE & RESPONSE

. Overview of Singapore Cyber Command

. What is being done to reduce the level of cyber attacks

. The importance of training officers on the use of social networking sites

. Cyber gaming as a step forward

Tony Tay, CSC Executive — Cyber Security Centre, Ministry of Defence, Singapore

13.00 JAPANESE CYBER SECURITY UPDATE

. Overview of the infrastructure in place in Japan to prevent cyber attacks

. Current cyber threats to Japanese firms and government bodies

. Cyber forensics in Japan

. Future solutions

Akira Yamada, Senior Security Analyst, Information Analysis Department, Cyber Defence Institute, Japan

13.40 Sponsored Lunch Break

15.00 SOUTH KOREA CYBER SECURITY UPDATE

. Current cyber trends in South Korea

. Social media impact

. Procedures in place to prepare for a cyber-attack

. How to move forward to anticipate a cyber-attack

Jinhyun Cho, Senior Research Fellow, Korea Internet & Security Agency

15.40 PHILIPPINE NATIONAL POLICE

. Overview of cyber threats in the Philippines

. Procedures the Philippine National Police have in place

. Co-operation with neighbouring government bodies

. Case study examples of cyber-attacks on Philippine government departments

Leo Dofiles, Computer Crime Investigator/Computer & Cellphone Forensics Planner, Philippine National Police

16.20 Afternoon Coffee Break



17.00 CHALLENGES OF CYBER THREATS IN HONG KONG

. The importance of protecting critical infrastructure

. Hacking attempts in Hong Kong

. Current procedures in place at the Hong Kong Police Force in case of a cyber-attack
. Future solutions

Chief Inspector (Dr.) Frank Law, Head of Computer Forensics, Hong Kong Police Force

SOUTH PACIFIC CYBER UPDATE & SESSION

17.40 NZDF CYBER COMMAND INSIGHT

. Overview of NZDF Cyber Command

. Insight into recent cyber attempts

. Co-operation with neighbouring nations

Katrina Banks, Manager Information Assurance, New Zealand Defence Force

18.20 Close of Conference Day 1
18.30 Close of Exhibition Hall Day 1



Day 2
08.30 Registration & Coffee

09.00 CHAIRMAN’S OPENING REMARKS
Lee Hwee Joon, Secretary, Information Security Professional Association of Malaysia (ISPA)

US CYBER UPDATE

09.10 KEYNOTE ADDRESS: US GOVERNMENT PERSPECTIVE ON CYBER SECURITY

. Current procedures in place within the Obama Administration on cyber threats

. How the US Government protects its critical infrastructure

. What new procedures have been implemented in the last few years to protect sensitive information

. Has social networking increased the threat of cyber-attacks in the US?

. New strategies in place to improve government infrastructure

Howard Schmidt, Former Special Assistant to the President, Cyber Security Coordinator, Executive Office of the President Obama

09.50 US DEPARTMENT OF DEFENCE CYBER SECURITY UPDATE

. Overview of the US Department of Defence Cyber Commands

. What the military are going to protect critical infrastructure

. Influence of the private sector

. DoD’s strategy to gather greater intelligence on cyber threats

Richard Hale, Deputy Chief Information Officer, Identity and Information Assurance, US Department of Defence

10.30 CYBER SECURITY IN THE USAF

. Overview of the US Cyber Command & USAF

. The Cyber initiatives

. Case studies of recent failed cyber-attacks on the US government
. Future procedures for greater awareness of cyber threats

Joey Hernandez, Information Security Specialist, US Air Force

11.10 Morning Coffee Break

CENTRAL ASIA CYBER UPDATE & SESSION

11.40 SPECIAL ADDRESS: OVERVIEW OF CERT INDIA

. Current cyber threats to the Indian Government’s infrastructure
. Where are the threats coming from?

. Case studies of failed cyber-attacks

. Future strategies for more effective cyber forensics
Subrahmani Babu, Director CERT-In, Government of India

12.20 CYBER TERRORISM

. How the use of social media is increasing cyber-attacks

. Overview of Pakistan cyber procedures

. Cyber forensics in the Pakistan Government

. How social media is creating terrorist cults against

. Future solutions

Ammar Jaffri, Project Director, Federal Investigation Agency, Government of Pakistan

13.00 Sponsored Lunch Break

CYBER FORENSICS

14.20 ITU CYBER FORENSIC STATUS

. Overview of the ITU

. How the ITU carries out cyber forensics?

. What threats are there to the telecommunications infrastructure?

. Latest threats to telecommunications

Marco Obiso, Cyber Security Coordinator, International Telecommunications Union (ITU)

15.00 INDIAN NAVY

. How the Indian Navy respond to a cyber-attack?

. How do the Indian armed forces co-ordinate with each other?
. What steps are needed for a more secure infrastructure?
Commander Arun Chauhan, Joint Director CIRT Navy, Indian Navy

15.40 Afternoon Coffee Break



16.10 CYBER FORENSICS AND INVESTIGATIONS CO-OPERATION

. United Nations involvement in Cyber Forensics

. Co-operation with government bodies

. Investigating cyber-attacks at the UN

. Future interoperability

Tanya Mohan, Security Information Analyst, United Nations, The Philippines

16.50 CYBER FORENSICS IN INDIA

. Indian cyber investigations and forensics

. Cooperation between public and private sector in India

. Future cyber solutions for India

. Threats to critical infrastructure

Kislay Chaudhary, Director and Senior Information Security Analyst, Indian Cyber Army

THE FUTURE OF CYBER SECURITY

17.30 INFORMATION SECURITY PROFESSIONAL ASSOCIATION OF MALAYSIA (ISPA)

. Overview of the ISPA

. What is needed in Malaysia to secure critical infrastructure?

. What impact has social networking had on the public and private sector in Malaysia?
Lee Hwee Joon, Secretary, Information Security Professional Association of Malaysia (ISPA)

18.10 Close of Conference Day 2
18.30 Close of Exhibition Hall Day 2



