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	PERSONAL INFORMATION
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 andrea.sindoni@gmail.com

	
	it.linkedin.com/pub/andrea-sindoni/60/285/57/  

	
	

	
	Sex: Male | Date of birth 03/10/1985 | Nationality Italian 


	JOB APPLIED FOR


	Software Security


	Knowledge
	I have extensive professional experience in software development, data recovery, malware detection, and security analysis with special concentration in the national arena of Reverse Engineering.

I have a strong experience in Vulnerability Assessment and Penetration Testing, analysis devices used for the control and prevention of access (firewall, IPS, IDS) and DDos mitigation.
I have a thorough knowledge of today information security problems and countermeasures.

Many years of experience in developing software in user mode and kernel mode in Windows and Linux environment.

Experience in web development client side and server side, object-oriented, aspect-oriented, reflective, functional, concurrent paradigms.




	WORK EXPERIENCE
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	(July 2010 - present)
	Software Engineer

	
	Insirio SPA for Client Saipem SPA, Location: San Donato Milanese(MI)  http://www.saipem.com

	
	· Requirements analysis, architectural design (UML, ER model), application development, security audit of the web IDSG (used by Saipem to manage materials according to orders).Web application has been developed on Windows Server 2008, Visual Studio 2010, IIS7, SVN
- Platform MS . NET Framework 4.0
- Type of project : ASP.NET
- Programming Language C#
- Database : Oracle 11
- Access to the database : ADO.NET Entity with population according to the dictates OOP
- Architecture SOA and Web Writing Service
- Other technologies Scripting : jQuery, Ajax , HTML, CSS
The application is used in Saipem Italy , Canada and is accessible from the network by its users Saipem if enabled access.
· Activity of binary reverse engineering  applications used in Saipem, which is not available the source code. 
Software: Windbg, OllyDbg, Immunity Debugger, Python scripting, Ida Pro, Wireshark
· Administration Server Cetos 6 to the corporate intranet : user management, configuration and maintenance of Oracle 11g installation , python scripting , SVN.
· Design, development , security audits , writing documentation, and support of the application EimTools-SmartLoad . The application allows you to generate scripts valid for the bulkload utility used for loading bulk data concerning the calculation of progress in EIM.
- Platform MS .NET Framework 4.0 
- Type of project: WinForm 
- Programming Language C#
- Database: Oracle 11
- Writing and packaging procedures PL-SQL on Oracle database 11. 
- Access to the database: Entity Framework 4 Linq 
- Architecture SOA and WCF programming on HTTP Binding 
  The application is used in Canada, Mexico and Italy

	
	Business or sector IT – OIL&GAS

	(February 2014 - Present)
	Collaborator with the University of Milan
Computer and Network Security Lab (LaSER) - http://security.di.unimi.it/
Task: Windows Kernel hacking

	            (February 2013 - Present)
	Project: Testing AntiVirus Behavioral Engine, The main goal of the analyzer/emulator is to intercept the different system calls issued by a particular process after Antivirus gets notice and discard them before modifying the state of the machine.
Security Researcher

	
	InfoSec Institute http://www.infosecinstitute.com
http://resources.infosecinstitute.com/author/andrea-sindoni/

	
	· Linux rootkit development (Hiding process, Hiding from netstat, Keystroke Logging, Local root escalation)

· Shellcode analysis on linux X86 32bit
· VLC Media Player ABC File Parsing Exploit

	
	Business or sector Information Security

	(October 2009 – July 2010)
	Software Developer

	
	Inquadro srl for Client Saipem SPA, Location: San Donato Milanese(MI) http://www.saipem.com

	
	· Development and customization of the application Picom, used by Saipem  to manage materials. 
- Platform MS. NET Framework 2.0 
- Type of project: ASP.NET 
- Programming Language C # 
- Database: Oracle 10 
- Access to the database: ADO.NET 
- Architecture SOA and Web Writing Service 
- Other technologies Scripting: jQuery, Ajax, HTML, CSS

	
	Business or sector  IT – OIL&GAS

	(February 2008 - September 2009)
	Security Researcher

	
	Sitif srl  http://www.sitifsrl.it

	
	· Search and vulnerability analysis: 
- Web Penetration Testing 
- Remote Code Execution (RCE) Vulnerability 
- Local File Inclusion (LFI) Vulnerability 
- Cross Site Scripting (XSS) Vulnerabilities 
- SQL Injection

	
	Business or sector  Information Security

	 (January 2006 - Present)
	Independent Reverse Engineer, Malware Analyst & exploit developer

	
	

	
	· Fields of research: 
( Reverse-engineering 
( Vulnerability Assessment 
( Exploit Development 
( Penetration Test 
( Malware analysis 
( Development Kernel mode (Windows / Linux) 
( Rootkit development
Project (07/2013-Present): 
Tool for static analysis of malware Android, the tool allows you to: 
- Parsing reversing dex files and Java code 
- Identification of all the static parameters of the apk file 
- Identification and analysis of suspicious API, strings. 

Project (02/2011 - 07/2011): 
Chess Engine ELO 2300: Developed in C + + and Assembler, in order to optimize the code and effective memory used.

	
	Business or sector  Information Security


	EDUCATION AND TRAINING
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	 (September 2012 - Present)
	Master's degree, Computer Engineering
	

	
	University of Bergamo Computer Engineering

	
	

	 (September 2004 - July 2008)
	Bachelor's degree, Electronics Engineering
	

	
	University of Messina Italy Electronics Engineering

	
	

	 (September 1999 - May 2004)
	Diploma
	

	
	Diploma surveyor at ITIS "Leonardo Da Vinci" of Milazzo (ME)

	
	


	PERSONAL SKILLS
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	Mother tongue(s)
	Italian

	
	

	Other language(s)
	UNDERSTANDING 
	SPEAKING 
	WRITING 

	
	Listening 
	Reading 
	Spoken interaction 
	Spoken production 
	

	
	B1
	B1
	B1
	B1
	B1

	
	Replace with name of language certificate. Enter level if known.

	
	B1
	B1
	B1
	B1
	B1

	
	Replace with name of language certificate. Enter level if known.

	
	Levels: A1/2: Basic user - B1/2: Independent user - C1/2 Proficient user

Common European Framework of Reference for Languages


	Communication skills
	· Good communication skills gained through my experience at Saipem


	Job-related skills
	· I have a dynamic personality and active, problem-solving skills, operational capability, skills planning, scheduling and control, customer orientation. 
I adapt easily to new environments and work situations. 
I love to deal with the problems difficult to solve.


	Computer skills
	· I'm a good developer using: object-oriented, aspect-oriented, reflective, functional, concurrent paradigms.
· Programming and Scripting Languages:
( Excellent knowledge : PYTHON, C + +, Assembly x86/ARM, Win32 API , MFC, Java, Javascript, VB - C # .NET, ASP.NET
( Good knowledge : Entity Framework, Linq, WCF, MVC, PHP, jQuery, AJAX, VB6, VBA , shell scripting , Web Services REST / SOAP, Powershell, JSON, Bash
( Sufficient knowledge : VHDL, Open GL, PROTOTYPE, PL / SQL, Perl, Ruby
· Database:
( Excellent knowledge : Mysql
( Good knowledge of Oracle 10g/11g, Postgresql
· Operating Systems:
( Excellent knowledge : Ubuntu, Fedora, Red Hat
( Good knowledge : Android, Windows 2000/XP/Vista/Seven, Windows Server 2000/2003/2008
· SECURITY :
( Excellent knowledge : IDA Pro, GBD, OllyDbg, Immunity Debugger, WinDbg
( Good knowledge : Volatility, Nmap, Linux Device Driver, Kernel Windows, Sqlmap, Aircrack -ng, Wireshark, Metasploit framework, OpenVAS, Snort, OWASP, IDS, IPS, XSS, Cross- Site Request Forgery ( CSRF ), SQL Injection, Injection Reflected DOM, Man -in -the-middle attack, Cryptanalysis
( Sufficient knowledge : Nessus
· Web Server:
( Good knowledge : Apache Http Server , IIS6 / 7
( Sufficient knowledge : Nginx
· CMS and Framework versioning :
( Good knowledge : Wordpress, Git , SVN, GoogleAppEngine(Python)


	Other skills
	I am a chess player and this is my profile FIDE (World Chess Federation): 
http://ratings.fide.com/card.phtml?event=887935


	Driving licence
	B


	ADDITIONAL INFORMATION
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	Publications



	Memberships




CVE-2013-1763 - http://quequero.org/2013/03/cve-2013-1763-sock_diag_handlers-local-root-exploit-analysis/
Shellcode Analysis - http://resources.infosecinstitute.com/shellcode-analysis-on-linux-x86-32bit/
Python tutorials - http://www.html.it/guide/guida-python/

I'm a member of UIC(quequero.org) since January 2008

	
	


	
	I authorize the processing of my personal data for the purposes of recruitment and selection of staff (Law 675 of 31/12/96)
Andrea Sindoni
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