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Kevin Mitnick... 
 the first Internet crook? 



Transnational Organized Crime 
Using Digital & Internet Technologies 

“Savvy, profit-driven criminal networks traffic in 
drugs, persons, wildlife and weapons, corrode 
security and governance, undermine legitimate 
economic activity and the rule of  law; cost 
economies important revenues…” 

Worldwide Threat Assessment, Feb. 26, 2015 



Cost of  Worldwide 
Cybercrime  

Cost Worldwide:  US$113 Billion 

2013, Infosec 
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Average annual 
cost per victim: 
US$298 



Crime in the Digital Age  



Monetary damage caused by cyber crime  
reported to the IC3 from 2001 to 2013 

Internet Crime Complaint Center (IC3), 
2014 report 

US$ 782 
million, 2013 
 
Up 4,400% 



Crime in the Digital Age  





Silk Road’s Ross Ulbricht 

Convicted Feb. 2015 
and awaiting sentencing 



Crime in the Digital Age  



Mumbai Attacks 





Dangerous Developments 

u Rise of  Digital Criminals  

u Global Reach from the 
Comfort of  Home 

u Complete Anonymity  



Evolution of  Networks 







Obama and Cameron on 
Encryption 

Obama:  Police and spies should 
not be locked out of  encrypted 
smartphones and messaging 
apps....  Jan 16, 2015 

Cameron:  We should try to avoid the 
safe havens that could otherwise be 
created for terrorists to talk to each 
other. 



U.S. Federal Bureau of  
Investigation  

The pendulum has “swung too far” against the government. 
    FBI Director James Comey, Oct. 16, 2014 



Britain’s GCHQ 

The Internet has become “command-and-control networks of  
choice for terrorists and criminals.”    

    Director Robert Hannigan, Nov. 3, 2014 



French PM Manuel Valls 

 “We have to focus on the Internet and social networks, which are more 
than ever used to recruit, organize and disseminate technical knowhow 
to commit terrorist acts.... We must go further.” 
 

PM Manuel Valls, Address to French Parliament, Jan. 13, 2014  



Tim Cook, Apple 

“We shouldn't give in to scare-mongering or to people who 
fundamentally don’t understand the details...”   

    CEO Tim Cook, Nov. 3, 2014 

Customers  “...protected by end-to-end encryption across 
all your devices...” 

Apple Website 



“We continue our ongoing efforts to encrypt all 
Google products and services.”    
 

 Google in The Intercept 



Public Opinion 

•  Pew Survey: “…Struggle 
over privacy and tracking…
will extend through the 
next decade.” 

•  Post-Snowden:  80% say 
government monitoring is 
a concern.  



Big government, big worry 



Activists  

•  HackingTeam a Target: 
•  Citizen Lab 
•  Human Rights Watch 
•  Privacy International 
•  Anonymous 
•  Threats 

•  States Around the World are Targets:  
•  Democracy advocates 
•  Human Rights concerns 



The Chilling Effect 

•  Increase regulation…Restrictions on use of  
technology to fight crime 

•  Advance of  technology slowed or stopped 

•  Investigators of  crime go blind 

•  Safe refuge for criminals online 



What can  
Law Enforcement Do? 

1.  Speak out on the need for 
surveillance 

2.  Identify for the public the need      
for a balance between privacy and 
security 

3.  Publicize successful cases that rely 
on digital surveillance 

4.  Pledge to use offensive surveillance 
only as allowed by law 

5.  Investigate with care 
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