
Sentral Ballroom A Exchange A & B Sentral Ballroom B Suite 2 Suite 3
8:30-9:30

The role of Online Social Media 
OSINT in Predicting and 

Interdicting Spree Killings: Case 
Studies and Analysis                                                                                                                                                                                                                                 

Introduction to Telecom 
Infrastructure, Interception and 

Related ISS Products                                                                                                                                                                                                                                 
The World Wide Web and the Internet

Integrating Intelligent Profiling with 
OSINT

Creative Technosoft Systems

9:45-10:45

OSINT and Criminal Investigations

Introduction to Telecom 
Infrastructure, Interception and 

Related ISS Products  
(Continued from 9:30)

Recognising Traffic Data

11:00-12:00

Metadata Exploitation in Criminal 
Investigations                                                                                                                                                  

Understanding Mobile Wireless 
Infrastructure, Interception and 

Related ISS Products                                                                                                                                                  
WiFi and Mobile Data

Covert Location Intelligence - A New 
Paradigm in Intelligence Gathering

Kommlabs

12:00-13:00

A
FT

ER
N

O
O

N
SE

SS
IO

N Online Social Media and Internet 
Investigations                                                                                                                                                                       

(Continued)

Understanding ISS Technologies 
and Products Deployed in 

Telecommunications Networks and 
Monitoring Centers for Law 

Enforcement and Intelligence 
Analysis

(Continued)

Track 3
Distilling Cyber Threat Information 

into Actionable Intelligence Sessions

Practitioners Guide to Internet 
Investigations

(Open to Law Enforcement and 
Intelligence Analyst Attendees Only)

(Continued)

Track 4
Encrypted Traffic Monitoring and IT 

Intrusion Product Training
(Open to Law Enforcement and 

Intelligence Analyst Attendees Only)

Track 6
Social Network Monitoring and Big Data 

Analytics Training and Product 
Demonstrations

(Open to Law Enforcement and 
Intelligence Analyst Attendees Only)

Sentral Ballroom A Exchange A & B Accord & Network Sentral Ballroom B Suite 2 Suite 3
13:00-14:00

EXIF Tags and Geolocation of 
Devices for Investigations and 

Operational Security                                                                                                                                              

Understanding Mobile Wireless 
Infrastructure, Interception and 

Related ISS Products
(Continued from 12:00)                                                                                                                                                 

Zero-day attacks - Finding Advanced 
Threats in ALL of Your Data

Arbor Networks

Emerging Technologies, Masking 
Tech and Tools

Encryption of Mass-Communication 
Changed The Game's Rules

AGT

Analysis and Presentation of Historical 
Call Detail Records

Oculus Info Inc

14:15-15:15
Case Studies in Metadata 

Vulnerability Exploitation and 
Facial Recognition                                                                                                                                               

Understanding the Internet, 
Interception and Related ISS 

Products                                                                                                                                               

Changing Landscape of Cyber 
Security Threats - Are you ready?

Palo Alto Networks

Advanced Techniques in Tracing 
Suspects

Live Demonstration of OpenMIND: A 
True, Deep Web, End-to-End Web 

Intelligence Solution
3i-MIND

15:30-16:30
What Investigators Need to Know 

about Emerging Technologies 
Used to Hide on the Internet

Understanding the Internet, 
Interception and Related ISS 

Products
(Continued from 15:15)

Thinking Like an Attacker (Not an 
Auditor)
Rapid7

Open Source Intelligence Training 
(OSINT)
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ISS World Asia 2014 Agenda At A Glance

Track 6
Social Network Monitoring and Big Data 

Analytics Training and Product 
Demonstration

(Open to Law Enforcement and 
Intelligence Analyst Attendees Only)

Lunch Break

M
O

R
N

IN
G

SE
SS

IO
N

Practitioners Guide to Internet 
Investigations
Presented By

Mark Bentley, Former Data Comms 
Manager, Child Exploitation and 

Online Protection Centre (CEOP), 
United Kingdom

(Open to Law Enforcement and 
Intelligence Analyst Attendees Only)

Track 7
Mobile Signal Intercept and Electronic 

Surveillance Training and Product 
Demonstration

(Open to Law Enforcement and 
Intelligence Analyst Attendees Only)

Online Social Media and Internet 
Investigations                                                                                                                                                                       
Presented By                                                    

Charles Cohen, Cohen Training 
and Consulting, LLC                               

Understanding ISS Technologies 
and Products Deployed in 

Telecommunications Networks and 
Monitoring Centers for Law 

Enforcement and Intelligence 
Analysis                                                                                                                                                                       

Presented By                                                    
Dr. Jerry Lucas, President, 

TeleStrategies                                



TRACK 1 TRACK 5

Session A Session B Session A Session B Session A Session B

Sentral Ballroom A Suite 2 Suite 3 Network Accord Sentral Ballroom B Exchange A Exchange B
7:00-8:15
8:15-8:30

Welcoming Remarks                               
TeleStrategies     

8:30-9:00 Top Ten Internet 
Challenges Facing Law 

Enforcement and the 
Intelligence Community 

and Who at ISS World Asia 
has Solutions                                                             

TeleStrategies      
9:00-9:30

Newest Trends and 
Technologies in Lawful 

Interception
trovicor

9:30-10:00
Today's Interception in an 

Encrypted, Social and 
Clouded World
Hacking Team

Fusion System - Relation 
Analsyis of Communication 

& Financial Transaction Data
trovicor

10:00-11:30
11:30-12:00

Demystifying SSL/TOR 
Interception: Attack Case 
History and State-of-the-

Art Countermeasures
Hacking Team

Encryption of mass-
communication changed the 
game's rules, learn how to 

stay ahead of Remote 
Stealth Surveillance

AGT

Speeding Up Your 
Investigation with Existing 

Data
trovicor

12:00-12:30

LI Umbrella Solutions
Utimaco TS GmbH

Identifying Suspects of 
Criminal Events

trovicor

12:30-13:30

Registration - Refreshments

Lunch in Exhibit Hall

Refreshments in Exhibit Hall

Unconventional IP 
Monitoring

IPS

Precisely Locate Your Target 
in Half The Time

Kommlabs

ONE. Targeted Deployment 
of Surveillance Capabilities

FinFisher

Tactical IP Intercept for 
HTTPS Monitoring & 

Remote Intrusion
ClearTrail Technologies

INVESTIGO-From 
Information to Intelligence - 
A Multifaceted Intelligence 

Analysis
RCS

Converged Big Data 
Analysis and Application

Sinovatio

Collecting Data From All 
Parts of The Web for 

Intelligence
Kapow Software, a Kofax 

company

Neosoft Tactical Solutions 
for Mobile Monitoring

NeoSoft

High Accuracy Location 
Surveillance for Challenging 

Border Areas
Polaris Wireless

Target Mobiles go LTE - 
How to Stay in Control

EXFO Homeland Security

ISS World Asia 2014 Agenda At A Glance
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TRACK 4

Encrypted Traffic Monitoring and IT Intrusion Product 
Training

(LEA and Government Attendees Only) 

Welcoming Remarks and                                                             
ISS for Lawful 

Interception and Criminal 
Investigations

Defense and Intelligence 
Analyst Training and 

Product Demonstrations        
 (LEA and Government 

Attendees Only) 

TRACK 6

Social Network Monitoring and Big Data Analytics 
Training and Product Demonstrations
(LEA and Government Attendees Only)

TRACK 7

Mobile Signal Intercept and Electronic Training and 
Product Demonstration

(LEA and Government Attendees Only)



TRACK 1 TRACK 2

Session A Session B Session A       Session B Session A Session B Session A Session B
Accord Accord Sentral Ballroom A Sentral Ballroom B Network Suite 2 Suite 3 Suite 2 Exchange A Exchange B

12:30-13:30

13:30-14:00

Lawful Interception in 4G 
Wireless Networks                            
Utimaco TS GmbH

14:00-14:30
Mass Voice and IP 

Intercept in 3G and LTE 
Networks                                                            

iSolv Technologies 

14:30-15:00

15:00-15:30
Making Sense of the 

Deep Web: A Practical, 
Nationwide Solution Case 

Study
3iMIND

15:30-16:00
Collecting Data from all 

parts of the Web for 
Intelligence

Kapow Software, a 
Kofax Company

16:00-16:15
16:15-16:45

16:45-17:15

ISS World Asia 2014 Agenda At A Glance
Wednesday, 3 December 2014 - PM

ISS for  Lawful 
Interception and 

Criminal Investigations

TRACK 4

Encrypted Traffic Monitoring and IT Intrusion 
Product Training

(LEA and Government Attendees Only)              

TRACK 5                                                                                           

Defense and Intelligence Analyst Training and 
Product Demonstrations      

(LEA and Government Attendees Only)                                                                                   

TRACK 7

Mobile Signal Intercept and Electronic Training 
and Product Demonstration

(LEA and Government Attendees Only)

TRACK 6

Social Network Monitoring and Big Data 
Analytics Training and Product Demonstrations

(LEA and Government Attendees Only)

Big Data Analytics and 
Social Network 

Monitoring Training

Refreshments in Exhibit Hall

FinFisher™: Maximum 
Impact - The Evolution of 

IT Investigation
FinFisher

DARK EAGLE: Fully 
configurable remote IT 

Intrusion Solution; Case 
studies, Demos and Tips 

in latest intrusion 
techniques
GR Sistemi

Lawful Interception.  
Integrated Solution for 

Massive Voice and Data 
Gathering, Correlation 

and Decryption
IPS

Comprehensive Solutions 
for Lawful Interception 

and Digital Surveillance
RCS

Commesh: Covert Audio 
and Video Surveillance

Commesh Ltd.

Refreshments in Exhibit Hall

Nomadic Equipment, 
Wearable Monitoring and 
Field Command Centre

AREA

Crime Prevention by 
Combining Cell Phone 

Positioning and 
Behavioral Analysis

Mobilaris

SIGINT, OSINT, HUMINT: 
Massive Data Fusion, 

Search & Analytics in 3 
Clicks

Advanced Systems

Enterprise-Level Intercept 
Technology for Edge 

Users
Ultra Electronics, 

ProLogic

From the Identification of 
Public Sentiment to the 

Target Profiling. A 
complete OSINT solution 
to improve Investigations

IPS

iWeb - New Innovation in 
Real-Time Interception of 
illegal websites & Internet 

traffic
Expert Team PTE LTD

Lunch in Exhibit Hall

Encryption, 
Non-Decryption & Way 

Forward
Vehere

Providence Black 
Catalogue

Providence

Intruding Personal 
Devices with Remote 
Control System: Live 
Demo of Latest Attack 
and Data Gathering 

Techniques
Hacking Team

Virtual Human 
Intelligence: Be Inside, 

Stealth, Future and 
Technology Proof

AREA

3 in 1 Passive Tracker: 
Pinpoint the 

WCDMA/GSM/CDMA 
phone with an all in one 
compact passive tracker

Semptian

Keep your data safe, 
secure and in your 

control: A comprehensive 
security solution for 

governments
AGT



TRACK 1 TRACK 4 TRACK 6

Session A       Session B Session A Session B
Accord Sentral Ballroom A Exchange A Network Sentral Ballroom B Suite 2 Suite 3

8:30-9:00

Tactical and Strategic GSM-
Monitoring

SIM

9:00-9:30

Covert Acquisition of GSM-Data
SIM

9:30-10:30
10:30-11:00

DeepInsight Story - How to 
Gather and Use Mass 

Intelligence?
Sinovatio

Fusion System - Relation 
Analysis of Communicaiton & 

Financial
trovicor

11:00-11:30
Understanding the challenge 

of full VoLTE visibility on 
10/40/100G lines in the core 

network
FiberBlaze

Identifying Suspects of 
Criminal Events

trovicor

11:30-12:00
12:00-12:30

12:30-13:00

Thursday, 4 December 2014

ISS World Asia 2014 Agenda At A Glance

ISS for  Lawful 
Interception and Criminal 

Investigations

TRACK 5                                                                                           

Defense and Intelligence Analyst Training and Product 
Demonstrations

(LEA and Government Attendees Only)                                                                                

Mobile Signal Intercept and Electronic Training and 
Product Demonstration

(LEA and Government Attendees Only)

TRACK 7
Social Network Monitoring 

and Big Data Analytics 
Training and Product 

Demonstrations
(LEA and Government 

Attendees Only)

Encrypted Traffic 
Monitoring and IT Intrusion 

Product Training
(LEA and Government 

Attendees Only)                        

Audio, Video, GPS: tactical 
operations in a strategic 

vision
IPS

GSM/3G/LTE IMSI catcher 
basics. Public number 

detection. Mass Emergency 
notification by SMS. Target 
localization for LEAs and 

Search & Rescue operations
NeoSoft

The New Investigator Toolbox: 
from Tactical to Open Source 

Investigations
AREA

Social Network Investigation 
and Forensics Platform
Telmedia Intelligence

Refreshments in Exhibit Hall

Industry Developments 
Changing the LI Landscape

Yaana Technologies

Methodologies and 
Instruments for Remote IT 

Intrusion
RCS

Refreshments in Exhibit Hall

TESLA: Fully Undetectable 
Technology, compare different 
solutions, Focus on Tracking 

and IP Audio Surveillance with 
Data Streaming by UMTS, 

GPRS, WiFi, demo real 
installations and tips

GR Sistemi

Reduce Your IP Interception 
Cost Up To 50%. Know How?

ClearTrail Technologies

Intelligence Analysis Platform 
for Monitoring Center

Telmedia Intelligence

VIBIS - Voice Identification 
Based Interception System

Xspec

Top 20 Open Source Tools 
(OSINT) Used in Cybercrime 

Investigations
UK Police
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