Release Date: Q2 2012

Version: 4.10

Component

Feature/Enhancement

Mobile Target - i0OS

Core Target Functionalities / Infection Bundle

Generation
Mobile Target - i0OS Data Collection Module: Spy Call
Mobile Target - iOS Data Collection Module: SMS

Mobile Target - i0OS

Data Collection Module:

Phone Call Logs

Mobile Target - iOS

Data Collection Module:

Address Book

Mobile Target - i0OS

Data Collection Module:

Tracking

Mobile Target - i0OS

Data Collection Module:

Phone Call Interception

Mobile Target - Symbian

Core Target Functionalities / Infection Bundle

Generation

Mobile Target - Symbian

Data Collection Module:

SMS

Mobile Target - Symbian

Data Collection Module:

Phone Call Logs

Mobile Target - Symbian

Data Collection Module:

Address Book

Mobile Target - Symbian

Data Collection Module:

Spy Call

Mobile Target - Symbian

Data Collection Module:

Phone Call Interception

Mobile Target - Symbian

Data Collection Module:

Tracking

Mobile Target - Blackberry

Deployment of the Infection to a phone connected

to the Agent

Mobile Target - Blackberry

Covert activation of the Blackberry Messenger

Module

Mobile Target - Blackberry

Advanced Infection Hiding - Code Obfuscation

Release Date: Q2 2012

Version: 4.20

Component Feature/Enhancement
Agent/Master D.ynan.wic Maps for Live Traking and History
Visualization
Mobile Target - iOS Data Collection Module: WhatsApp
Mobile Target - iOS Data Collection Module: Calendar
Mobile Target - Blackberry Data Collection Module: WhatsApp
Mobile Target - Blackberry Data Collection Module: Calendar
Mobile Target - Android Data Collection Module: WhatsApp
Mobile Target - Android Data Collection Module: Calendar
Mobile Target - Symbian Data Collection Module: WhatsApp
Mobile Target - Symbian Data Collection Module: Calendar
Mobile Target -Windows Mobile Data Collection Module: Calendar
Release Date: Q3 2012
Version: 4.30
Component Feature/Enhancement
Mobile Target - i0OS Data Collection Module: Email
Mobile Target - iOS Data Collection Module: File Access
Mobile Target - Blackberry Data Collection Module: Email
Mobile Target - Blackberry Data Collection Module: File Access
Mobile Target - Android Data Collection Module: Email




Mobile Target - Android

Data Collection Module: File Access

Mobile Target - Symbian

Data Collection Module: Email

Mobile Target - Symbian

Data Collection Module: File Access

Mobile Target -Windows Mobile

Data Collection Module: File Access

Release Date: Q4 2012

Version: 4.40

Component

Feature/Enhancement

Mobile Target - i0OS

Data Collection Module: Keylogger

Mobile Target - iOS

Data Collection Module: Skype

Mobile Target - Blackberry

Data Collection Module: Keylogger

Mobile Target - Blackberry

Data Collection Module: Skype

Mobile Target - Android

Data Collection Module: Keylogger

Mobile Target - Android

Data Collection Module: Skype

Mobile Target - Symbian

Data Collection Module: Keylogger

Mobile Target - Symbian

Data Collection Module: Skype

Mobile Target -Windows Mobile

Data Collection Module: Keylogger

Release Date: Q12013

Version: 4.50

Component

Feature/Enhancement

Mobile Target - iOS

Target Actions: Power Off

Mobile Target - i0S

Data Collection Module: Phone Camera(s)
Recording

Mobile Target - Blackberry

Target Actions: Power Off

Mobile Target - Blackberry

Data Collection Module: Phone Camera(s)
Recording

Mobile Target - Android

Target Actions: Power Off

Mobile Target - Android

Data Collection Module: Phone Camera(s)
Recording

Mobile Target - Symbian

Target Actions: Power Off

Mobile Target - Symbian

Data Collection Module: Phone Camera(s)
Recording

Mobile Target -Windows Mobile

Target Actions: Power Off

Mobile Target -Windows Mobile

Data Collection Module: Phone Camera(s)
Recording

Mobile Target - Windows Phone

Core Target Functionalities / Infection Bundle
Generation

Mobile Target - Windows Phone

Data Collection Module: Spy Call

Mobile Target - Windows Phone

Data Collection Module:

Phone Call Interception

Mobile Target - Windows Phone

Data Collection Module:

SMS

Mobile Target - Windows Phone

Data Collection Module:

Phone Call Logs

Mobile Target - Windows Phone

Data Collection Module:

Address Book

Mobile Target - Windows Phone

Data Collection Module

: Tracking

Mobile Target - Windows Phone

Data Collection Module:

Calendar

Mobile Target -Windows Phone

Data Collection Module:

Email

Mobile Target -Windows Phone

Data Collection Module:

File Access




Mobile Target -Windows Phone

Data Collection Module: Keylogger

Mobile Target -Windows Phone

Target Actions: PowerOff




