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Feature

Description

Blackberry Core Target Functionality / Infection
Bundle Generation

The core target functionality: communication,
encryption, support for data collection modules, gather
system/device information

Blackberry Data Collection Module: SMS

Record all incoming / outgoing SMSes

Blackberry Data Collection Module: Phone Call Logs

Record all phone call logging information: conversation
partner phone number, date-time, duration, status,
positioning information during the call

Blackberry Data Collection Module: Address Book

Get all the entries with all the details from the Address
Book and the phone numbers from SIM card

Blackberry Data Collection Module: Spy Call

The target answers silently to a phone call

Blackberry Data Collection Module: Phone Call

Records a phone call between a target and another

nariy

Blackberry Data Collection Module: Tracking

Live tracking of the target.

Blackberry Data Collection Module: Blackberry

Record the Blackberry Messenger

Android Core Target Functionality / Infection Bundle
Generation

The core target functionality: communication,
encryption, support for data collection modules, gather
system/device information

Android Data Collection Module: SMS

Record all incoming / outgoing SMSes

Android Data Collection Module: Phone Call Logs

Record all phone call logging information: conversation
partner phone number, date-time, duration, status,
positioning information during the call

Android Data Collection Module: Address Book

Get all the entries with all the details from the Address
Book and the phone numbers from SIM card

Android Data Collection Module: Spy Call

The target answers silently to a phone call

Android Data Collection Module: Phone Call
Interception

Records a phone call between a target and another
party.

Android Data Collection Module: Tracking

Live tracking of the target.

Windows Mobile Core Target Functionality / Infection
Bundle Generation

The core target functionality: communication,
encryption, support for data collection modules, gather
system/device information

Windows Mobile Data Collection Module: SMS

Record all incoming / outgoing SMSes

Windows Mobile Data Collection Module: Phone Call
Logs

Record all phone call logging information: conversation
partner phone number, date-time, duration, status,
positioning information during the call

Windows Mobile Data Collection Module: Address
Book

Get all the entries with all the details from the Address
Book and the phone numbers from SIM card

Windows Mobile Data Collection Module: Spy Call

The target answers silently to a phone call

Windows Mobile Data Collection Module: Phone Call
Interception

Records a phone call between a target and another
party.

Windows Mobile Data Collection Module: Tracking

Live tracking of the target.

Enhance the Master/Proxy/Relay to accept and
handle requests/communication from Mobile Devices

Support Mobile communication

Enhance the Agent to support Mobile Devices

Agent Mobile Devices support

Mobile Targets Infection generation

Infection generation

Support for SMS sending to Mobile Targets

Sending SMS e.g. configuration SMS
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Windows Phone Core Target Functionality / Infection
Bundle Generation

The core target functionality: communication,
encryption, support for data collection modules, gather
system/device information

Windows Phone Data Collection Module: SMS

Record all incoming / outgoing SMSes

Windows PhoneData Collection Module: Phone Call
Logs

Record all phone call logging information: conversation
partner phone number, date-time, duration, status,
positioning information during the call

Windows Phone Data Collection Module: Address
Book

Get all the entries with all the details from the Address
Book and the phone numbers from SIM card

Windows Phone Data Collection Module: Spy Call

The target answers silently to a phone call

Windows Phone Data Collection Module: Phone Call
Interception

Records a phone call between a target and another
party.

Windows Phone Data Collection Module: Tracking

Live tracking of the target.

Windows Phone Data Collection Module: Calendar

Records all stored entries within the Calendar
application

iOS Core Target Functionality / Infection Bundle
Generation

The core target functionality: communication,
encryption, support for data collection modules, gather
system/device information

iOS Data Collection Module: SMS

Record all incoming / outgoing SMSes

iOS Data Collection Module: Phone Call Logs

Record all phone call logging information: conversation
partner phone number, date-time, duration, status,
positioning information during the call

iOS Data Collection Module: Address Book

Get all the entries with all the details from the Address
Book and the phone numbers from SIM card

iOS Data Collection Module: Spy Call

The target answers silently to a phone call

iOS Data Collection Module: Phone Call Interception

Records a phone call between a target and another
party.

iOS Data Collection Module: Tracking

Live tracking of the target.

iOS Data Collection Module: Calendar

Records all stored entries within the Calendar
application

Symbian Core Target Functionality / Infection Bundle
Generation

The core target functionality: communication,
encryption, support for data collection modules, gather
system/device information

Symbian Data Collection Module: SMS

Record all incoming / outgoing SMSes

Symbian Data Collection Module: Phone Call Logs

Record all phone call logging information: conversation
partner phone number, date-time, duration, status,
positioning information during the call

Symbian Data Collection Module: Address Book

Get all the entries with all the details from the Address
Book and the phone numbers from SIM card

Symbian Data Collection Module: Spy Call

The target answers silently to a phone call

Symbian Data Collection Module: Phone Call
Interception

Records a phone call between a target and another
party.

Symbian Data Collection Module: Tracking

Live tracking of the target.




Symbian Data Collection Module: Calendar

Records all stored entries within the Calendar
application

Blackberry Data Collection Module: Calendar

Records all stored entries within the Calendar
application

Android Data Collection Module: Calendar

Records all stored entries within the Calendar
application

Windows Mobile Data Collection Module: Calendar

Records all stored entries within the Calendar
application
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iOS Data Collection Module: WhatsApp

Intercept and record the messages/files exchanged
with WhatsApp application

iOS Data Collection Module: Email

Record all exchanged emails

Blackberry Data Collection Module: WhatsApp

Intercept and record the messages/files exchanged
with WhatsApp application

Blackberry Data Collection Module: Email

Record all exchanged emails

Android Data Collection Module: WhatsApp

Intercept and record the messages/files exchanged
with WhatsApp application

Android Data Collection Module: Email

Record all exchanged emails

Symbian Data Collection Module: WhatsApp

Intercept and record the messages/files exchanged
with WhatsApp application

Symbian Data Collection Module: Email

Record all exchanged emails

Windows Mobile Data Collection Module: Email

Record all exchanged emails

Windows Phone Data Collection Module: Email

Record all exchanged emails
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iOS Data Collection Module: Skype

Intercept and record any kind of message/file/voice
exchange using skype; record the contacts

iOS Data Collection Module: File Access

Live session module which allows the user to browse
the mobile target file system (similar with the PC File
Access module)

Blackberry Data Collection Module: Skype

Intercept and record any kind of message/file/voice
exchange using skype; record the contacts

Blackberry Data Collection Module: File Access

Live session module which allows the user to browse
the mobile target file system (similar with the PC File
Access module)

Android Data Collection Module: Skype

Intercept and record any kind of message/file/voice
exchange using skype; record the contacts

Android Data Collection Module: File Access

Live session module which allows the user to browse
the mobile target file system (similar with the PC File
Access module)

Symbian Data Collection Module: Skype

Intercept and record any kind of message/file/voice
exchange using skype; record the contacts

Symbian Data Collection Module: File Access

Live session module which allows the user to browse
the mobile target file system (similar with the PC File
Access module)




Windows Mobile Data Collection Module: File Access

Live session module which allows the user to browse
the mobile target file system (similar with the PC File
Access module)n

Windows Phone Data Collection Module: File Access

Live session module which allows the user to browse
the mobile target file system (similar with the PC File
Access module)
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iOS Data Collection Module: Keylogger

Record all the keystrokes on the phone

iOS Data Collection Module: PowerOff

Enable the agent with the capability to power off the
phone

Blackberry Data Collection Module: Keylogger

Record all the keystrokes on the phone

Blackberry Data Collection Module: PowerOff

Enable the agent with the capability to power off the
phone

Android Data Collection Module: Keylogger

Record all the keystrokes on the phone

Android Data Collection Module: PowerOff

Enable the agent with the capability to power off the
phone

Symbian Data Collection Module: Keylogger

Record all the keystrokes on the phone

Symbian Data Collection Module: PowerOff

Enable the agent with the capability to power off the
phone

Windows Mobile Data Collection Module: Keylogger

Record all the keystrokes on the phone

Windows Mobile Data Collection Module: PowerOff

Enable the agent with the capability to power off the
phone

Mobile Target Data Collection Module: Keylogger

Record all the keystrokes on the phone

Mobile Target Data Collection Module: PowerOff

Enable the agent with the capability to power off the
phone




