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NON DISCLOSURE AGREEMENT

In order to protect certain confidential information which may be 6.
disclosed

between them, H.T. S.r.l ("HT”) and the company identified below,
("Company or Partner”] agree to the following terms and conditions

to cover disclosure of the Confidential information described below:

1 Effective Date: This Agreement shall become effective as of the
earlier of the first communication of Confidential Information
by either party to the other, or execution by bath parties.

2. Discloser and Recipient: Each party may disclose to the other
information it considers proprietary and confidential. As used
herein, the party disclosing Confidential Infarmation is the
"Discloser” and the party receiving the Confidential
Information Is the “Recipient”.

3. Duration of Obligations: Disclosures will occur under this
Agreement beginning on the Effective Date and ending tweive
(12) months thereafter and a Recipient’s cbligations under this
Agresment expire fiva (5) years after the end of such disclosure
period. Notwithstanding the foregoing, the Recipient’s duty to
hold in confidence Confidential Information that was disclosed
during term shall remain in effect until such Confidential
Information I8 no longer to be considersd as Confidential
Information as stated herein,

3 gnfidgential Information: The term
“Confidential Information” as used herein shall mean any and
all proprietary information that is disclosed by Discloser to
Recipient, including, but not limited to, matters of a technical
nature such as trade secret processes or devices, techniques,
data, formulas, inventions (whether or not patentable),
specifications and characteristics of products plannad or belng
developed, and research subjects, methods and results;
matters of a business nature such as information about costs,
margins, pricing policies, markets, sales, suppliers, customers,
product plans and marketing plans or strategies; and other
information of a similar nature that Is not generally disclosed
by Discloser to the public. Confidential Information shall
expressly Include any and all information derived from the
Confidential infarmation, .

Recipient’'s obligations hereunder shall only extend to
Confidential Information that refates to the purpose stated in
Paragraph 5, or that aithough not related to such purpose, is
navertheless disclosed as a result af the parties’ discuseions.
Confidential Information may be disclosed in written or other
tangible form (including on magnetic media) or by oral, visual
or other means.

5. Use of Confidential information: Reciplent shall make use of
the Confidential Information only for the following purpose:

Product evaluation and/or for exploring a business relationship
between the Disdoser and the Recipient
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Neither party acquires any intellectual property ts under
this Agreament except the limited right necessary to carry out
the purposes set forth in paragraph 5 above. All Confidential
Information shall remain the property of the Discloser. At
Discloser’s written request, Recipient will either destroy and
certify such destruction or promptly return to Discloser any
recording containing Confidential Information from computers
or from any other electronic or paper support/device, that are
in Reciplent's possession or kept or controlled by Recipient
and/or by any other person or body which came Into the
possession of such documents from Recipient, in accordance
with the provisions of this Agreement..

Restriction on copying: Recipient shall not, without the express
prior written of the Discloser, exploit or make use,
directly or indirectly, and/or copy, duplicate or reproduce such
Confidential information, for any other purpose other than the
purpose defined under paragraph 5 above; unless Recipient
obtains Discloser's written permissian prior thereto. Any such
permitted coples will be considered, in any case, as a
Confidential Information.

Rastriction on_disclosure: Except as may be authorized by
Disclosar In writing, Reciplent (a) will not disclose Confidential
Information to any person who is not a party to this
Agreement; (b) shall not use any Confidential Information to
compete or obtain any competitive or other advantage with
respect to the Discloser. (c) limit dissemination of Confidential
information only to its employees who clearly have a “nesd-to-
know" such Confidential Information, and then only ta the
extent of such need-to-know for of the purpose under
paragraph 5; and (d), before disseminating Confidential
Information to Recipient's employees, (i) to communicate in
writing to Discloser the names of such employees, and (i) to
have an appropriate written agreement with its employees
enabling them to comply with all of the provisions of this
Agreement, to be also notified to Discloser before
disseminating Confidentlal Information,

Standard _of care: Recipient shall protect Discloser’s
Confidential Information by using the same degree of care, but
no less than a reasonable degree of care, to prevent the
unautharized use, dissemination, or publication of the
Confidential Information as Recipient uses to protect its own
Confidential Information of a like nature,

Exclusions: This Agreement imposes no obligation upon
Recipient with respect to information that (a) is or becomes a
part of the public domain without breach of this Agreement;
(b) was in Recipient’s possession before receipt from Discloser;
(c) is received in good faith by Recipient from a third party
without a duty of confidentiality; (d) is disclosed by Discloser to
@ third party without restrictions similar to those contained
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herein; or (e) has been independently developed by
employees, consuitants or agents of the Recipient without
viclation of the terms of this Agreemant or reference or access
to any Confidential Information.

Court arders: Confidentlal Infarmation disclosed in response to
& valld order of a court or other governmantal body to the
extent of and for the purpose of such order, does not represent
breach of this Agreement; provided, however, that Recipient
uses reasonable efforts to limit disclosure to the greatest
extent reasonably possible under the circumstances. and that
Recipient shall first notify Discloser of the order and permit
Discloser to seek an appropriate protective order or other
appropriate remedy against the discdosure.
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or unenforceable, such detarmination that shall not affect the
validity or enforceability of any other term or provision.

Notice of Breach: Reciplent shall notify the Discloser
immediately upon discovery of any unauthorized use or
disclosure of Confidential Information by Recipient or any
other breach of this Agreement by Recipient, and will
cooperate with efforts by the Discloser to help the Discloser
regain possession of Confidential Information and prevent its
further unauthorized use.

Governing Law and Jurisdiction: This Agreement shall be
governad by and construed under the laws of italy. Any dispute
arising out or in connection with this Contract, including any
question regarding its existence, validity or termination, shall

12.  Right to proceed with technology: This Agreement does not be submitted to and finally settled by a panel of three
restrict either party from developing, improving or marketing srbitrators under the rules of the Arbitration Regulation of the
any products or sarvices provided, howeaver, that such activities Milan Chamber of National and International Arbitration, that
are not In breach of this Agreement. the parties declare to be aware of. The arbitration shail be held

in Milan and the language shall be Engilsh. The Arbitrators will

13,  Warranties: Each Discloser warrants to Reciplent that it has the doikde wasoriing W5 the rvias: oF i ! srbitration
Hight o make the disclosurss covarnd by this Agresment. set forth in the italian Code of Civil Pracedure.

However, notwithstanding any language to the contrary,
the parties are not obligated to disclose any particular 18 |njunctive Relief: The parties acknowledge that monetary
information tn the other party. Any Confidential information damages may not be a sufficient remedy for unauthorized
provided hersunder is on an “AS 15" basis with no warranties, disclosure of Confidential Information and that either party
implied or otherwise, including those of merchantability or may seek injunctive and preliminary relief to remedy any actual
fitness for a particular purpose. or threatened unauthorized use or disclosure of the
Confidential Information, without requiring the posting of any

14, Term of Agreement and survival clause: Either party may bond or other securtty, in addition to any other damages that
terminate this Agreement by giving the other party written R ;
notice thereof at least thirty (30) days prior to the effective
date therecf. However, the obligations of this Agreement shall 19. Amendments: This Agresment shall constitute the full and
survive termination or expiration for the period described in entire agreement between the parties with respect to the
paragraph 3, confidentiality and non-disclosure of the Confidential

15. Sevarshiliy: If & competent cart holds thet (§ say of the Information and shall supersede any and all prior or

provisions contained in this Agreement is for amy reason
excessively broad with regard to time, geographic scope or
activity, that provision shall be construed in a manner to
enable it to be enforced to the maximum extent compatible
with applicable law; (ii) any provision in this Agreement is void

contemporanecus agreements and understandings relating
thereto. No change, modification, or addition to any provision
of this Agreament shall be binding uniess made in writing and
executed by the duly authorized representatives of both
Parties. This Agreement may not be assigned by either party
without the consent of the other party.

IN WITNESS WHEREOF, this Non-Disclosure Agreement has been signed by the duly authorized representatives of
the parties hereto in two (2) identical copies.

Company é.wm /UTI/M.: Tieé ;/?a P Sk

HT S.r.l.:
B GIAVCADD [2use= by 5 AléJawshs law Sow
Title: Title: CEto

oo
Signed: Q,M

7 Signed: %—
Date: 1€- 67— 20/~ bate: J=ES - AP/S
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Partner Policy

Since we founded Hacking Team, we have understood the power of our software in taw enforcement and intelligence
investigations. We also understand the potential for abuse of the surveillance technologies that we produce, and so we
take a number of precautions to limit the potential for that abuse.

We provide our software only ta governments or government agencies. We do not sell products to individuals or private
businesses. We do not sell products to governments or to countries blacklisted by the US, EU., UN, NATO or ASEAN.
We review potential customers before a sale to determine whether or not there is objective evidence or credible
concerns that Hacking Team technology provided to the customer will be used to facilitate human rights violations. We
fully comply with dual use and export controls called for in the nineteenth plenary meeting of the Wassenaar
Arrangement.

Similarly our partners and potential partners must understand and be sensitive to issues around the sale or reselling of
our software to government, and we ask partners 1o strictly adhere to our Partner Policy. The objective of this Partner
Policy is to assure the best relationships with our partners or potential partners and to assure that the process from the
beginning of our relationship is a smooth one.

Partners and potential partners must sign our Non Disclosure Agreement (NDA) and retum it to Hacking Team before
we exchange information, demonstrate our solution or provide details that are not public information. This protects
proprietary information of both the partner and HT to the mutual benefit of each. HT will also require an NDA from
each end-user customer introduced by the partner to HT. The partner will assure that the end-user signs the NDA.

Because HT has signed Non Disclosure Agreerments with all end-users and customers, HT cannot disclose to the
partner the name of any existing HT customer. The partner must begin by disclosing the name of their potential end-
user (agency name, department, unit, stc). HT will send to the partner questionnaires for evaluation of the opportunity
and the partner. HT will then determine whether the partner can manage that potential end-user on behalf of HT.

If authorized to proceed with an end-user relationship, then the partner can organize a meeting with the end-user and
arrange for a demonstration of the HT system. Demos can be done at the end-user premises, at a partner office or at
an HT office. When demos are conducted in the partner office or at an HT office, a government-issued ID (passport, D,
etc) for each government attendee will be required before HT can perform the demo.

Because of the nature of our software, HT will assist the partner and must be continually involved and informed of
progress in the sales process and after system delivery. If requested, and once a first meeting with end-user or a demo
has been conducted, the partner will receive from HT a Dealer Authorization Letter. The partner will keep HT informed
of the purchasing process from the customer locally. The partner will inform the end-user that the End-User License
Agreement and the End-User Staternent must be signed by the end-user.

Partners may act as resellers buying systems from HT and reselling them to an end-user and applying 3 mark-up. Or
partners may be consultants facilitating sales from HT directly to end-users and receiving compensation for the sale.
Whether the partner acts as a reseller or a consultant, the partner will provide HT with end-user requirements so that
HT can prepare and issue a specific proposal for that end-user.

If the partner acts as a reseller, the partner must agree to and sign the HT Proposal and the General Terms &
Conditions, and will send his proposal to the end-user including terms and conditions substantially and materially
consistent with HT proposal. Any reseller mark-up applied will be set in agreement with HT. After the first sale and in
case of future sales to multiple end-users, HT and partner can execute a Dealer Agreement.

If the partner acts as a consultant, meaning that HT will sell directly to the end-user, HT and the partner will sign the
Consultancy Agreement. In this case, HT will issue the proposal directly to the end-user including the compensation for
the consultant.
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